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1
Introduction
This pCR proposes the addition of solution text for the three types of authentication in clause 6.1.
2
PCR

************* START OF CHANGE 1 ***************
6.1
Authentication
Editor’s Note: This clause is split into two subclauses to reflect the two use cases mentioned in SA1 TS 22.228 [2]
“The authentication of the subscriber can be performed via the WebRTC client or by a WebRTC server on behalf of a user.”
6.1.1
Authentication of WebRTC client re-using existing IMS authentication mechanisms
Editor’s Note: It is assumed that the WebRTC client has access to IMS credentials and uses these to authenticate to the IMS.
This solution assumes the architecture described in clause 6.3 of TR 23.701. It is expected that the final agreed architecture will be similar to this but with the probable merging of the “WAAF” and “P-CSCF”. The impact on the security aspects of the solution is minimal.

The user has a subscription with an individual IMPU and uses an IMS authentication mechanism (e.g., IMS digest) to authenticate with IMS. The home IMS trusts the WWSF, WAAF and P-CSCF to perform their functions.
The WAAF trusts the WWSF to provide the WIC (WebRTC IMS client) application and to redirect the WIC to the WAAF for service. The WWSF belongs to the home IMS or to a trusted Third party. The home IMS needs to trust the WAAF to perform this function, so might restrict the allowed WAAF network locations. The user enters information needed for IMS registration (e.g. IMPI and IMPU) to the WIC via unspecified means. For example, this information might be stored in cookies or local browser storage after visiting a secure web site provided by the IMS operator.

NOTE:
The WAAF and P-CSCF locations might be restricted for this scenario, e.g., to the home IMS network only, to limit the potential for a man-in-the-middle attack coordinated by a compromised WWSF.

Figure 6.1.1-1 shows a registration call flow where IMS digest is used to register the WIC.
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Figure 6.1.1-1: WIC registration of individual IMPU with IMS using IMS digest

1.
From within a WebRTC-enabled browser, the user accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. The TLS connection provides one-way authentication of the server based on the server certificate. The browser downloads and initializes the WIC from the WWSF.

2.
The WIC opens a WSS connection to the WAAF using standard cross-origin resource sharing (CORS, http://www.w3.org/TR/cors/) procedures to ensure that the WIC originated from a WWSF authorized to access this WAAF.

3-6. The WIC initiates a registration transaction with IMS via the WAAF by sending a REGISTER request to the WAAF via the WSS connection. The REGISTER request includes IMS Digest authentication parameters, IMPI, IMPU and other information as needed for proper IMS registration. This request is translated in the IMS Core into an IMS registration process. This process leverages user credentials in HSS.
6.1.2
Authentication of WebRTC client using web credentials
Editor’s Note: It is assumed that the user does not have access to IMS credentials and that a WebRTC server authenticates to the IMS on behalf of the user. The user may use some other form of credentials to authenticate to the WebRTC server.
This solution assumes the architecture described in clause 6.3 of TR 23.701. It is expected that the final agreed architecture will be similar to this but with the probable merging of the “WAAF” and “P-CSCF”. The impact on the security aspects of the solution is minimal.
The user has a subscription with an individual IMPU but uses a web identity and authentication scheme to authenticate with the WWSF. The WWSF assigns IMS identities to the user based on the user's web identity (e.g., via database lookup or other translation). The WAAF and P-CSCF are located within the home IMS and the home IMS trusts the WWSF to perform its functions. The WWSF belongs to the operator or to a trusted Third party.
NOTE:
The WAAF is restricted to being located in the home IMS for this scenario since IMS must trust the authentication-less REGISTER requests from the WAAF in step 4 below.

Figure 6.1.2-1 shows a registration call flow where the WIC registers with IMS based on web authentication with the WWSF.
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Figure 6.1.2-1: WIC registration of individual IMPU based on web authentication

1.
From within a WebRTC-enabled browser, the user accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. The TLS connection provides one-way authentication of the server based on the server certificate. The browser downloads and initializes the WIC from the WWSF. The WWSF authenticates the user using a common web authentication procedure, determines the IMPI and IMPU assigned to the user (e.g., via an LDAP query to an identity database {not shown} using the authenticated identity as key), issues a security token for the user (e.g., where the security token is a JSON Web Token) and returns the IMS identities as claims within the security token to the WIC.

2.
The WIC opens a WSS connection to the WAAF using CORS procedures to ensure that the WIC originated from a WWSF authorized to access this WAAF.

3.
The WIC sends a REGISTER request to the WAAF via the WSS connection. The request includes the user identity extracted from the claims in the security token, as well as the security token received from the WWSF as an attachment to the request.

4.
The WAAF validates the contents of the security token and confirms that the IMS identities being registered are authorized by the security token. The WAAF then forwards the authorized REGISTER request to IMS to initiate authentication-less IMS registration using TNA procedures, with an indication that the authentication has already been carried out.
5.
IMS returns a OK response to the WIC to confirm the successful IMS registration.

6.1.3
Authentication of WebRTC client using web credentials and assignment of individual IMPU from wildcard IMPU range
Editor’s Note: It is assumed that the WebRTC server has  an IMS subscription and is registered to the IMS with a wildcard IMPU. The WebRTC client authenticates to the WebRTC server using some form of web credentials and is assigned an individual IMPU from the wildcard IMPU range.
This solution assumes the architecture described in clause 6.3 of TR 23.701. It is expected that the final agreed architecture will be similar to this but with the probable merging of the “WAAF” and “P-CSCF”. The impact on the security aspects of the solution is minimal.
The user uses a web identity and authentication scheme to authenticate with the WWSF. The WWSF is located in a third party network and has a subscription with IMS for a wildcard IMPU. The WAAF is located in the home IMS and it registers the wildcard IMPU with IMS on behalf of the WWSF, using business trunking static mode registration procedures. The WWSF assigns an IMS identity to each individual user from its assigned wildcard IMPU. The WAAF acts as the SIP registrar for WICs assigned individual IMPUs from the wildcard IMPU range.
The WWSF is usually located within a third party network that is authorized by the IMS operator to grant WICs access to IMS using the allocated IMS identities. The WAAF registers each wildcard IMPU range with IMS using static mode (a la IMS business trunking) so that individual WICs can receive service based on the registration of the wildcard IMPU.
NOTE 1:
Registration mode access will probably not be supported in this release. Each WAAF is provisioned with information about authorized WWSFs and their corresponding wildcard IMPUs. Each wildcard IMPU is pre-registered with IMS by configuration. 

NOTE 2:
This release also probably will not provide a means for the third party to provide its own communication services before passing control to IMS. 

Figure 6.1.3-1 shows the registration flow for a WIC being assigned an individual IMPU from a wildcard IMPU range assigned to the WWSF.


[image: image3.emf]UE WWSF WAAF P-CSCF

I/S-

CSCF

1. Authentication (HTTPS)to WWSF

server, returning auth grant assertion

2. Open secure WebSocket using CORS

3. REGISTER request with assertion

4. OK response


Figure 6.1.3-1: WIC registration of individual IMPU from wildcard IMPU range

1.
From within a WebRTC-enabled browser, the user accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. The TLS connection provides one-way authentication of the third party server based on the server certificate. The browser downloads and initializes the WIC from the WWSF. The WWSF may authenticate the user via unspecified means, assigns IMPI and IMPU to the user from those identities that the IMS operator has assigned to the WWSF, issues a security token for the user (e.g., where the security token is a JSON Web Token) and returns the IMS identities as claims within the security token to the WIC. Unauthenticated users are anonymous to the third party but may still be authorized for IMS service.

2.
The WIC opens a WSS connection to the WAAF using CORS procedures to ensure that the WIC originated from a WWSF authorized to access this WAAF.

3.
The WIC sends a REGISTER request to the WAAF via the WSS connection. The request includes the IMPI and IMPU in the security token, received from the WWSF as an attachment to the request.

4.
The WAAF validates the contents of the security token and confirms that the IMS identities being registered are authorized by the security token. The WAAF also verifies that the IMS identities being registered are assigned to the third party based on configuration data identifying the IMPUs associated with the third party that the WWSF is allowed to assign to users accessing IMS via the WAAF. The WAAF then returns a OK response to the WIC to confirm successful registration.
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