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Abstract of the contribution: This contribution contains a proposed solution for security for ProSe 1-to-1 communications.
Discussion

This contribution contains a proposed solution for security for ProSe one-to-one communications.

This solution is required as the current EPS security architecture only allows secure connections to be created between the network and a UE. Furthermore, the defined end-to-end security solutions for IMS; SDES and KMS (detailed in TR 33.328) require an active connection to the network to operate. As a result there is no existing solution which is currently able to meet the public safety requirements for ProSe one-to-one communications. 

A possible methodology for producing a network-independent security solution would be to adapt one of the above approaches so that the information required from the network is provisioned to the UEs while a network access exists. However, there are disadvantages with this approach: 

· Security information for every possible pair of connections must be provisioned by the network. Where user groups are large, this may be an unmanageable quantity of information.
· If rekeying is also supported, this further increases the amount of information required.

· Revoking compromised security information may become increasingly complex as the amount of information provisioned increases.

· It assumes that at the time of provisioning (network connection) the one-to-one and group connection requirements of the UE will be known and fixed until subsequent connection.

· It assumes that a network connection will exist prior to use to allow provisioning to take place.

Another solution is to pre-configure the UE with all the required information during manufacturer. This has disadvantages similar to those listed above, along with greater issues around revocation of security information.
The proposed solution does not have these disadvantages. It minimises the information that must be configured or provisioned to the UEs while maintaining security. It also has various advantages, namely:
· The ability to efficiently setup direct communications.
· A consistent approach to both the one-to-one and group cases.
· A flexible solution which supports pre-provisioning of keys 

· Natural key revokation

· Natural Lawful Intercept support.

It is proposed that SA3 accept the following pCR for inclusion in the TR
Proposed pCR
6.X
Solution X: Security for ProSe D2D and Group Communications

6.X.1
General

This solution address key issue 5 in the current document and is aimed to provide the security solution for solutions C3, C4 in TR23.703 [4]. It is primarily aimed at meeting the public safety user requirements for one-to-one communication out-of-network coverage, but can also be applied for in-coverage scenarios.

6.X.2
IDENTITY Security Solution

6.X.2.1
General
The IDENTITY solution provides a flexible end-to-end security solution capable of setting up secure one-to-one or group sessions without requiring a connection to network infrastructure. It is intended for use by public-safety users who require direct one-to-one or group connections when a connection to the network does not exist. It provides a solution to perform authentication and key-agreement for direct one-to-one communications (C3 and C4) and for group communications (C1, C5, C6, C7, C8) as specified in TR23.703 [4].

The IDENTITY solution allows information to be encrypted to a given UE using solely their public identity (alongside pre-provisioned domain-level information). Only a UE with this identity (alongside private keys provisioned by the network infrastructure) is able to decrypt information encrypted to the identity and sign information as this identity. As a result, provisioning must either occur prior to deployment or while users are connected to the network infrastructure, but secure connections may be established without access to network infrastructure. The security mechanism which achieves this uses the MIKEY-SAKKE protocol as specified in RFC 6509 [?].

6.X.3
IDENTITY One-to-One communications

6.X.3.1
General

This section describes the generic setup of an IDENTITY D2D authentication and key-agreement procedure between two UEs. It defines the security procedures for performing IDENTITY authentication and key-agreement independently of the transport mechanism used to carry those messages. This generic approach is then adapted for use in conjunction with IMS, the EPS or via direct transmission. Crucially, the transport mechanism is independent of the security properties of the solution. 

6.X.3.2
Configuration

The solution requires that D2D UEs have a public identity (e.g. IMPU). If authorised to setup direct-connections outside of network coverage (in a public safety context), the network configures each D2D UE with security parameters associated with the IDENTITY solution. A network entity (e.g. a MIKEY-SAKKE KMS) provisions the D2D UE with MIKEY-SAKKE private keys (associated to their public identities) and associated domain information. This provisioning process must occur over a secure connection.
6.X.3.3
Generic D2D authentication and key-agreement security procedures using IDENTITY

Figure 6.X.3.3-1 shows the D2D set-up procedures for one direct one-to-one connection session using IDENTITY authentication and key-agreement.
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Figure 6.X.3.3-1: Generic D2D authentication and key-agreement procedure using IDENTITY

The procedure in Figure 6.X.3.3-1 is now described step-by-step. Initially, D2D UE A generates the D2D session key (KD) and transmits it to the D2D UE B as follows:

1. D2D UE 1 sends a Direct Connection Request for a D2D session. Depending on the protocol or transport mechanism used this message may be of a particular form, such as SIP INVITE. In particular, whatever the format, the Direct Connection Request contains a MIKEY-SAKKE I_MESSAGE for D2D UE 2. The message is authenticated using the D2D UE 1’s public identity (e.g. IMPU) and the session key, KD, is protected with the D2D UE 2 public identity.

NOTE: The message is transported to D2D UE 2. The message may be sent directly or via a signalling network (e.g. IMS or EPS).

2. D2D UE 2 receives the Direct Connection Request. D2D UE 2 extracts the MIKEY-SAKKE I_MESSAGE, checks if it is provisioned by the network and hence able to process the message. If that is the case, D2D UE 2 authenticates the sending identity (D2D UE 1) and extracts the encapsulated D2D session key, KD.

D2D UE 2 replies with a Direct Connection Accept for a D2D session. If requested or defined by policy, D2D UE 2 may include a new MIKEY-SAKKE I_MESSAGE in the response, to explicitly authenticate D2D UE 2 to D2D UE 1. 

3. D2D UE 1 receives the Direct Connection Accept message and extracts and verifies the MIKEY-SAKKE I_MESSAGE, if included. 

Both D2D UE 1 and UE 2 now have a shared D2D session key. KD. Both UEs use this session key to derive a D2D security context. This context is then used to protect the D2D connection.
6.X.3.4 IMS-Specific D2D authentication and key-agreement security procedures using IDENTITY

This section assumes that the setup of a D2D connection is able to use IMS signalling, as detailed in Solution D5 of TR23.703 [4]. It defines the security procedures for performing IDENTITY authentication and key-agreement as part of the transmitted IMS signalling messages. These messages are transmitted via the IMS Core (P-CSCFs and S-CSCFs).
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Figure 6.X.3.4-1: IMS-Integrated D2D authentication and key-agreement procedure using IDENTITY

The security procedure in Figure 6.X.3.4-1 follows the same process as the generic procedures, but in this context, the messages are transported via the IMS signalling network. As detailed in Solution D5, the Direct Connection Requests are likely to be SIP INVITE messages. The MIKEY-SAKKE I_MESSAGE is attached to the INVITE as part of the SDP Offer included in the SIP INVITE. If required, the responders I_MESSAGE is included in a similar way in the response (e.g. SDP Answer within a 200 OK message).

In this context, the D2D UE identity may simply be the IMPU of the UE.

6.X.3.5 EPS-transported D2D authentication and key-agreement security procedures using IDENTITY

If a network-connected, EPS solution is required, the security processes are identical to the generic procedures. However, in this context, the Direct Connection Request and Accept messages are be transmitted via the network’s MMEs. Figure 6.X.3.5-1 demonstrates these procedures.
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Figure 6.X.3.5-1: EPS routed D2D authentication and key-agreement procedure using IDENTITY

As for the other transport mechanisms, the D2D UE identity may be specifically defined for the purpose, or may be an already-defined network identity such as the MSISDN.

6.X.3.6 Network Independent D2D authentication and key-agreement security procedures using IDENTITY

This section assumes that the D2D authentication and key-agreement procedure occurs directly, rather than via the IMS or EPS core. This is designed to accommodate public-safety users who wish to establish connectivity when a connection to the network does not exist. This solution assumes that the D2D UEs have established connectivity sufficiently to transport a Direct Connection Request/Accept exchange containing MIKEY-SAKKE I_MESSAGEs. The procedure could also be performed via a D2D proxy.
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Figure 6.X.3.6-1: Network independent D2D authentication and key-agreement procedure using IDENTITY

Again, D2D identities will need to be chosen. It is expected that where possible, the network independent solution should be consistent with the network-supported solution. Hence, the D2D identities chosen should be consistent with the identities and signalling process used when the UEs are connected to the network.
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