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Abstract of the contribution: This contribution makes an analysis of security properties of the protocol architectures discussed by RAN2 for dual connectivity.
1 Introduction 
RAN2 asks SA3 for feedback on the proposed protocol architectures for small cells in the LSes R2-133018 and R2‑133650. The main point in the small cell protocol architectures is that a UE can establish DRBs (and possibly SRBs) with more than one eNB at the same time. Since user plane and RRC ciphering and integrity protection is handled in the eNB, this has security impact. Below follows a security analysis of the different options still remaining in RAN2's study, namely the variants of 1A and 3C.
2 Analysis

2.1 Description of architectures
2.1.1 General features of the protocol architectures

This clause contains a condensed description of the general parts of TR 36.842 (that are necessary to understand the security analysis in the clauses that follow).

A UE in dual connectivity is communicating with a Master eNB (MeNB) and a Secondary eNB (SeNB) simultaneously. The MeNB terminates the S1-MME interface towards the core network, and is the mobility anchor in the RAN. The MeNB and the SeNB coordinate Radio Resource Management (RRM) and user plane handling over the Xn interface that connects the two eNBs.

Each eNB takes care of its own RLC and MAC layer on LTE-Uu. In Alternative 1A, each eNB also takes care of its own PDCP entities (see Figure 1). However, in Alternative 3C, the MeNB controls the PDCP entities for both eNBs (see Figure 2). 
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Figure 1: User plane architecture 1A 


Figure 2: User plane architecture 3C

The control plane is handled by the MeNB. That is, the RRC connection goes between the UE and the MeNB. However, how the RRC messages are transported between the UE and the MeNB is still open in RAN2. They may in some circumstances be delivered over the Xn interface to the SeNB, which delivers them to the UE in PDCP packets. The RRC messages may also be delivered by the MeNB.

From security point of view, there are two possibilities for protecting the RRC messages that are delivered to the UE by the SeNB. Either the security protection is provided by a PDCP entity in the MeNB, or it is provided by a PDCP entity in the SeNB.
The combination of the two user plane protocol architectures and the two ways to provide security protection for the control plane generates four cases to consider in the analysis: 1A + RRC protected by MeNB, 1A + RRC protected by both MeNB and SeNB, 3C + RRC protected by MeNB, and 3C + RRC protected by both MeNB and SeNB.
2.1.2 Alternative 1A

In alternative 1A, the user plane is split between the two eNBs as is shown in Figure 3. Each eNB have an S1-U connection to the S-GW, and each eNB protects the user plane traffic over LTE-Uu using its own separate ciphering keys.
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Figure 3: Alternative 1A and its two options for protecting the control plane, only from MeNB or from both MeNB and SeNB
2.1.2.1 How are keys established in the SeNB?

The only control connection from the core network to the RAN is the S1-MME interface. This interface is between the MME and the MeNB. Therefore, the KeNB used in the MeNB can be assumed to have been delivered to the MeNB in the S1AP Initial Context Setup procedure. The SeNB does not maintain an S1-MME connection for the UE. SA3 could propose that such an interface is added for security purposes, but that does not seem justified given that the Xn interface provides a sufficient alternative for transporting keys to the SeNB.
The Xn interface between the MeNB and the SeNB is used to coordinate RRM. The interface carries control data between the eNBs, and can also be used to transfer keys from the MeNB to the SeNB. 

If keys are transported over the Xn interface, it needs to be confidentiality and integrity protected very similar to the X2‑C interface. It seems natural to require confidentiality and integrity protection for the RRM traffic over Xn regardless. As a side note, in Alternative 1A, there is no user plane part of the Xn interface. The interface only carries control traffic.

Conclusion 1: Keys are transferred over Xn interface from MeNB to SeNB as needed.

Conclusion 2: The control part of the Xn interface shall be integrity and confidentiality protected. 

2.1.2.2 What cryptographic key(s) are used by SeNB?

There are numerous options for what keys shall be used to cipher the LTE-Uu traffic between the SeNB and the UE. Only two classes of key derivation schemes are necessary to analyze at this stage, namely, when the same keys are used in both eNBs and when different keys are used in the two base stations.

The simplest case is when the SeNB uses the same ciphering key, KUP-enc, as the MeNB. This would, however, not be in line with the LTE security principle of compartmentalizing security breaches. In the case of eNBs, SA3 strived to achieve that, if an attacker obtains the keys from one eNB, those keys should not help the attacker to obtain keys from a different eNB. The same argument applies to the integrity key KRRC-enc and the ciphering key KRRC-int when RRC messages are protected by SeNB.
Conclusion 3: Cryptographically separate keys shall be used in the MeNB and SeNB.

There are many ways to establish the keys in the MeNB and SeNB. All the ways have in common that the LTE key hierarchy will be extended. One could envision a SeNB-KeNB being derived from the KeNB in the MeNB, and the MeNB sending this to the SeNB over Xn. The SeNB then derives ciphering and integrity keys as necessary. Another option is that the MeNB derives the ciphering and integrity keys as necessary for the SeNB and send these over Xn. There are several other options possible, but it is not necessary to analyze all possible options to provide RAN2 with useful feedback.
Conclusion 4: Alternative 1A implies that the LTE key hierarchy needs to be extended.
One can draw a parallel between dual connectivity and an eNB preparing a number of potential target eNBs for an X2 handover. Following this parallel, it seems sufficient to ensure cryptographic key separation corresponding to forward security. That is, the MeNB may know which keys are used in the SeNB, but not vice versa. The MeNB can anyway send RRC messages instructing the UE to only send user plane data through the MeNB, so there is no additional threat coming from that the MeNB knows the keys used by the SeNB.

Conclusion 5: The MeNB may know which keys are used in the SeNB, but not vice versa.
2.1.2.3 Security control and management

Ciphering and integrity keys used in the SeNB should be bound to algorithm identifiers just as the corresponding keys in normal LTE. If RRC message protection is done between the SeNB and the UE, the MeNB would have to know which ciphering algorithms are selected/supported by the SeNB, to construct the appropriate RRC message signaling this to the UE. The SeNB can inform the MeNB about these facts over the Xn interface.

Apart from this coordination of security parameters over the Xn interface, there is a need to allocate new IEs and/or code points in the RRC commands controlling the establishment of security for the DRBs in the SeNB. 

Conclusion 6: Security parameters such as algorithms selected by the SeNB for its DRBs need to be coordinated over the Xn interface. New IEs and/or code points need to be allocated in RRC to control security for the SeNB DRBs.
2.1.3 Alternative 3C
In this alternative (see Figure 4), the ciphering of the user plane takes place in the MeNB also for the DRBs of the SeNB. When a there only is an RRC connection between the UE and the MeNB , this implies that there is no need to transfer any keys to the SeNB over the Xn interface. When the security protection for RRC messages can happen in the SeNB. then the same considerations regarding key handling as was discussed for Alternative 1A, applies.
Conclusions 1, 3, 4, 5 and 6 also apply to Alternative 3C when both MeNB and SeNB may provide security protection for RRC messages. 
Note that even if a there is an RRC connection only between UE and MeNB, the Xn interface should be at least integrity protected, since it carries RRM data. To ensure subscriber privacy, it also makes sense to confidentiality protect the Xn interface in this case.

Conclusion 2 applies to all alternatives.

Since the MeNB in Alternative 3C has to cipher the user plane also for DRBs that are handled by the SeNB, and protecting the backhaul with IPsec, the MeNB does not get any relief from the bulk data processing, as it does in Alternative 1A.

Conclusion 7: The MeNB has to carry the bulk work load of DRB ciphering and backhaul IPsec protection for user plane data of both eNBs.

A related issue is that Alternative 3C prohibits local break out of user plane data from the SeNB. The reason is that the SeNB cannot decipher the PDCP packets, and there is hence no possibility to break this traffic out.
Conclusion 8: Alternative 3C prohibits local break out of traffic in the SeNB.
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Figure 4: Alternative 3C and its two options for control plane, only from MeNB or from both MeNB and SeNB
3 Conclusions
These are the conclusions drawn from the analysis above:
Alternative 1A (regardless whether RRC messages are protected by the MeNB or the SeNB), and Alternative 3C when RRC messages can be protected by the SeNB:

-
Conclusion 1: Keys are transferred over Xn interface from MeNB to SeNB as needed.

-
Conclusion 2: The control part of the Xn interface shall be integrity and confidentiality protected. 

-
Conclusion 3: Cryptographically separate keys shall be used in the MeNB and SeNB.

-
Conclusion 4: The LTE key hierarchy needs to be extended.

-
Conclusion 5: The MeNB may know which keys are used in the SeNB, but not vice versa.
-
Conclusion 6: Security parameters such as algorithms selected by the SeNB for its DRBs need to be coordinated over the Xn interface. New IEs and/or code points need to be allocated in RRC to control security for the SeNB DRBs.
Alternative 3C when RRC messages can be protected by the SeNB:
-
All conclusions 1 to 6 from above.

-
Conclusion 8: Alternative 3C prohibits local break out of traffic in the SeNB.
Alternative 3C when RRC messages are only protected by the MeNB:
-
Conclusion 2: The control part of the Xn interface shall be integrity and confidentiality protected. 
-
Conclusion 7: The MeNB has to carry the bulk work load of DRB ciphering and backhaul IPsec protection for user plane data of both eNBs.

-
Conclusion 8: Alternative 3C prohibits local break out of traffic in the SeNB.
4 Proposal
It is proposed that SA3 reviews this analysis, updates it as necessary and replies to the two RAN2 LSes according to the draft reply in S3-131007.
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