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1. Introduction
SA3 received LS from RAN2 (S3-130943) requesting investigation into security aspects for user plane architecture 1A and 3C.
Both user plane architectures have termination of S1-MME and RRC signalling in the MeNB. In this contribution we look into security impacts for user plane architecture 1A and 3C and propose a response to RAN2.
2. Discussion
In this section we discuss security aspects of user plane architecture 1A and 3C.
2.1 User plane architecture 1A
A user plane bearer is directly terminated at SeNB and will result in two independent PDCP entities. Figure 1 depicts option 1A. This means that encryption of the bearer terminated at SeNB should be performed at SeNB PDCP. RRC for option 1A is at MeNB and thus the key management as well.
Observation 1: SeNB will require encryption key in order to perform ciphering and deciphering of user plane. 


Figure 1: User plane architecture 1A (eNB).
Solution Direction
Option 1: KeNB at MeNB is used for SeNB encryption key derivation and transferred over Xn interface.
Xn is an interface between MeNB and SeNB. Xn should provide sufficient security by, for example, using the same security solution as for S1 and X2.
Option 2: UE and MeNB use handover procedure to calculate KeNB* for SeNB
UE and MeNB generate KeNB* (or KeNB** to differentiate it from handover case) for SeNB based on KeNB* generation procedure. MeNB generates KeNB* as soon as it decides the dual connectivity and UE does it when it is informed about dual connectivity and SeNB is informed via Xn signalling. RRC messages (e.g. RRC Reconfig complete) still must be encrypted with AS keys at MeNB because RRC is terminated in the MeNB. This could add key management related complexity in terms of managing different sets of keys for handover and dual connectivity. 
Option 3: Run new AKA procedure for SeNB.
MME and UE must maintain two active security contexts and handover signalling will also become complex. Modification will also be needed in SMC procedure. AKA procedure is expensive in terms of additional signalling load and complexity in UE implementation
Observation 3: AKA procedure based solution is complex.
Other Issues
Other issues to be studied are handling of security capabilities, handover and key change on-the-fly.
It would be safe to assume that MeNB and SeNB have the same security capabilities as operator can ensure its deployment. However, if different capabilities are supported then UE must be informed to derive the keys according to supported algorithm in respective nodes.
Based on above it is clear that SA3 needs to do some work but it should not stop RAN2 from proceeding further on alternative 1A.
Conclusion 1: There are potential security solutions for 1A. Further work can be done during WI phase. 
2.2 User plane architecture 3C


There is no issue with security key derivation as such because PDCP is centralised in MeNB and Xn interface will carry user plane packets encrypted with AS keys. RAN2 has raised another issue about the presence of SeGW in the network and RAN3 has already replied stating that presence of SeGW is optional and may result in data traversing through the SeGW more than once. We believe SA3 has no more information to add.
Conclusion 2: In addition to reply from RAN3, SA3 has not found any security issue for 3C.
3. Proposal
We propose the following to SA3:
1. Reply RAN2 in-line with conclusions 1 and 2.
Conclusion 1: There are potential security solutions for 1A. Further work can be done during WI phase. 
Conclusion 2: In addition to reply from RAN3, SA3 has not found any issue for 3C
2. Endorse observations 1, 2 and 3.
Observation 1: SeNB will require encryption key in order to perform ciphering and deciphering of user plane. 
Observation 2: Encryption key should be generated at MeNB or at other entity in the network and transferred to SeNB.
Observation 3: New AKA procedure is complex and should be ruled out.
A draft LS response to RAN2 in-line with above is provided in S3-131001.
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