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1 Introduction

The key issue and solution of ProSe discovery has been studied in SA2 TR 23.703 v070. This document studies threats, security requirements and potential security solutions for ProSe discovery.

2 Discussion

2.1 Discovery Methods

In the solutions for discovery procedure in TR 23.307 6.1 ProSe discovery, there are two ways to perform discovery: 
1) Without network interaction: UE sends a message directly to other UEs for discovery without any network interaction.
2) With network interaction: UE sends a message to other UEs via a network entity. Options for network entities are ProSe Function, PDCF and eNB and/or MME.

Note: The messages for discovery purpose are named differently in SA2 solutions in TR 23.702, 6.1. We cagetorize them into (1) Discovery Request and (2) Discovery Response for SA3 security study.
2.2 Threats

The key issue#3 in current SA3 TR only considers the security threats when a code is being announced and has not yet studied the security threats from general perspective. The following addresses the threats when discovery is carried by sending discovery request and response messages.
1. UE may randomly or maliciously send discovery request and/or discovery response messages. This could also include malicious UE sending messages to the UEs that are not authorized for ProSe service. This can lead to resource depletion of other UEs. 
2. The message discovery request and response messages may be modified during transmission, this can cause various issues including incorrect discovery.
3. The discovery request or response messages could be replayed. This could lead to various attacks like unauthorized UE using the ProSe discovery service that in turn leads to fraudulent charging.

2.3 Security Requirements
Following security requirements are derived from the above threats:
1. The discovery request and discovery response messages should be integrity protected.

2. The entity which receives the discovery request or discovery response message should be able to verify the source authenticity and the message integrity. 
3. Replay protection on discovery request and response messages should be provided.

4. Authorization and verification of UE that requests or responds for discovery should be provided.
2.4 Potential Security Solutions
Potential security solutions for above given requirements are discussed below.
1. Without network interfaction, as shown in Figure 1:
a. UEs participating in discovery can share a pre-configured secret. The UEs can derive session keys from the secret to protect and verify the discovery request and response messages.

b. UE can be allocated a certificate for discovery use which can be verified by the other UEs with or without network support.

2. With network interaction, as shown in Figure 2:

a. UE and network entity (e.g. ProSe Function) share a secret such that UE and the network entity can perform integrity protection and verification of the discovery request and response messages. 
  

NOTE: when UE only interacts with eNB and/or MME, the current SAE/LTE security may be sufficient.
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Figure 1. Secure discovery procedure, without network interaction.
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Figure 2. Secure discovery procedure, with network interaction.
3 Proposal
We propose SA3 to approve the following change to TR 33.cde. 
********************** 1st CHANGE ***************************
5.x
Key Issue #x: Direct Discovery

5.x.1
Key issue details

In the solutions for discovery procedure in TR 23.307 6.1 ProSe discovery, there are two ways to perform discovery: 

1) Without network interaction: UE sends a message directly to other UEs for discovery without any network interaction.

2) With network interaction: UE sends a message to other UEs via a network entity. Options for network entities are ProSe Function, PDCF and eNB and/or MME.

Note: The messages for discovery purpose are named differently in SA2 solutions in TR 23.702, 6.1. We cagetorize them into (1) Discovery Request and (2) Discovery Response for SA3 security study.

5.x.2
Security threats 

The following addresses the threats when discovery is carried by sending discovery request and response messages.
1. UE may randomly or maliciously send discovery request and/or discovery response messages. This could also include malicious UE sending messages to those UEs that are not authorized for ProSe service. This can lead to resource depletion of other UEs. 
2. The message discovery request and response messages may be modified during transmission, this can cause various issues including incorrect discovery.

3. The discovery request or response messages could be replayed. This could lead to various attacks like unauthorized UE using the ProSe discovery service that in turn leads to fraudulent charging.

5.x.3
Security requirements

The discovery request and discovery response messages should be integrity protected.

The entity which receives the discovery request or discovery response message should be able to verify the source authenticity and the message integrity. 
Replay protection on discovery request and response messages should be provided.

Authorization and verification of UE that requests or responds for discovery should be provided. 
********************** 2nd CHANGE ***************************
6.x
Solution x: Security for ProSe discovery

6.x.1
General

This section provides a security solution for ProSe discovery procedure in Key issue 5.x.
6.x.2

Potential security solutions for security requirements given in section 5.x are discussed below.

1. Without network interfaction, as shown in Figure 6.x.1:

a. UEs participating in discovery can share a pre-configured secret. The UEs can derive session keys from the secret to protect and verify the discovery request and response messages.

b. UE can be allocated a certificate for discovery use which can be verified by the other UEs with or without network support.

2. With network interaction, as shown in Figure 6.x.2:

a. UE and network entity (e.g. ProSe Function) share a secret such that UE and the network entity can perform integrity protection and verification of the discovery request and response messages. 

  

NOTE: when UE only interacts with eNB and/or MME, the current SAE/LTE security may be sufficient.
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Figure 6.x.1. Secure discovery procedure, without network interaction.
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Figure 6.x.2. Secure discovery procedure, with network interaction.
**********************END OF CHANGE***************************
