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1 Discussion

(1) Editor’s Note: The impact to MME is FFS when terminating the security in the IWF and MME receives unprotected NAS message carrying small data.

In the MTC-IWF based solution, when MME receives a NAS message, it does the following, 

1) Checks if the NAS message carries SD.
2) If YES, forwards the SD to MTC-IWF and act on the NAS message as defined in TS 33.401.
   If NO, acts on the NAS message as defined in TS 33.401.
For any NAS based SD transmission solution, the above two steps show that on top of current functions, the MME will have to (1) check whether a NAS message carries SD and (2) forward the SD to the MTC-IWF. When NAS security is required, the MME has to carry the burden of integrity and confidentiality protection as well.

Two threats are possible to MME due to small data transmission (SDT):
1) Fake SD sent from 

a. A UE that is authorized to send SD

b. A UE that is not authorized to send SD
2) Large amount of SD packets received from UEs
These threats are valid for any of the NAS based solutions. Thus unprotected NAS messages carrying SD do not cause extra impact to MME and the MME requires less processing effort when verifying whether the message carries SD or not without performing decryption and integrety check. In MTC-IWF based solution the check for above mentioned threats is carried at MTC-IWF while the MME simply forwards the SD to the MTC-IWF.

For all NAS based solutions the MME has to verify whether the NAS message carries SD or not, but it is desired to keep the MME impact as low as possible. .
(2) Editor’s Note: Details including confidentiality and integrity protection of the security protocols between the UE and the MTC-IWF should be given.

Figure 1 depicts the protocol stack for MTC-IWF based solution in more detail.
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Figure 1. Protocol stack

The protocol between UE and MTC-IWF can be based on PDCP. PDCP provides ciphering, deciphering, integrity protection and integrity verification (as defined in [TS 36.323]) which can be re-used. MTC-IWF can be configured with the same algorithms that UE has. 
Figure 2 shows the packet format for SD that is based on the format defined in [TS 36.323]. 
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Figure 2. Packet format
SN can be used to prevent replay attack. KSI is a key identifier of subkeys for UE and MTC-IWF to determine the key to be used for small data transmission protection. MAC-I is computed by the integrity subkey. 
2 Proposal
We propose SA3 to approve the following change to TR 33.868. 
********************** 1st CHANGE ***************************
5.7.4.4
MTC-IWF based Secure Solution for Small data transmission

5.7.4.4.1

Background and requirements
In SA3, we are studying small data transmission (SDT) security where the issue of concern is in-frequent transmission of SD while UE is in RRC-IDLE state because that is when AS security context does not exist. This is also visible in SA2 solutions [TS 23.887 sections 5.1.1.3.1 and 5.1.1.3.2 [26]]. As many such UEs can exist,  establishment of AS and/or NAS security will increase signalling and have negative impact on network as well as UE resources. Therefore it is required to minimize signalling traffic [TS 22.368 [9] section 7.2.5 and TS 23.887 section 5.1.1.2 [26]]. 

5.7.4.4.2

Potential solutions

As AS security is out of question to secure SDT the security in core network can end at (i) MME with NAS security, (ii) MTC-IWF or (iii) some other network element like SGW. Any solution should provide adequate security while having minimal impact on the current system architecture; this valid for both SDT and DT.

So as to minimize impact on network, reduce resource usage and minimize system architecture impact we propose a solution with MTC-IWF as the end-point for security in the network. With MTC-IWF as security end-point in the network, security of SD and DT communication can be provided even when AS and/or NAS security context are not available.

5.7.4.4.3

Solution overview
The solution consists of 1) Authentication and Key Agreement (AKA). During this procedure, HSS derives a master key K_iwf and sends it to MTC-IWF. 2) keys negotiation and establishment using a new Security Mode Command (SMC) procedure carried between UE and MTC-IWF – this new procedure can ride on NAS SMC. As a result of this procedure, UE and MTC-IWF share the same K_iwf and subkeys for confidentiality and integrity protection. 3) SD (both mobile originated, MO, and mobile terminated, MT) and trigger transmission: the  transmission can ride on packets that do not need NAS security as per current specification, with recognition of such data is being carried, NAS security can be omitted. In the following section we propose the detailed solution.



5.7.4.4.4

Detailed Solution
5.7.4.4.4.0
General
In this section we discuss solution detail covering key derivation and negotiation, security mode command, and small data transmission and delivery. Solution evaluation is given at the end of the section. 
5.7.4.4.4.1

Key Derivation and negotiation
We propose a new key hierarchy shared between UE and MTC-IWF. This new key hierarchy contains a master key K_iwf, and a pair of subkeys (for confidentiality and integrity protection separately) derived from K_iwf. The message sequence of how the K_iwf and subkeys are derived in network during Attach procedure is depicted in Figure 1 and discussed below. 
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Figure 1. Key derivation in Attach Procedure
1. UE sends Attach Request, contains IMSI and UE capability of MTC communication and sending/receiving Small Data.

2. MME sends Authentication data request to HSS.

3. HSS derives K_iwf from Kasme (in case of E-UTRAN). 

4. HSS sends Authentication data response to MME 

5. HSS sends MTC-IWF the UE capabilities and K_iwf in a new message for example Update Subscriber Information

6. MME sends Authentication Request to UE 

7. UE sends MME the Authentication Response.

Note: Step 2, 3, 5, and 6 follow the normal Authentication procedure.

8. MME verifies whether UE is a MTC device and is allowed to send/receive Small Data, according to the information it retrieved from HSS.

9. At MTC-IWF, K_iwf is stored and subkeyes are derived.

10. We propose a new IWF SMC procedure, which is carried in NAS SMC. After the procedure, UE shares the same K_iwf and subkeys with MTC-IWF. The detail of IWF SMC procedure is depicted in Figure 2.

11. MME sends Attach Accept to UE.

5.7.4.4.4.2

Security Mode Command
In this section, Step 9 in Figure 1 of IWF SMC carried in NAS SMC procedure is discussed. During the procedure, MTC-IWF can inform UE the algorithm for key derivation. UE and MTC-IWF can perform integrity check with the integrity subkey. After IWF SMC procedure, UE and MTC-IWF will share the K_iwf and subkeys. The details are given in Figure 2.
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Figure 2. IWF SMC procedure carried in NAS SMC
1. MTC-IWF sends integrity protected IWF SMC message or the necessary parameters for UE to perform key derivation, with UE ID to MME.

2. MME carries the IWF SMC message with NAS Security Mode Command message and sends it to UE.

3. UE performs NAS integrity verification. 

4. If NAS integrity verification fails, UE sends NAS SMC Reject message carrying IWF SMC Reject message to MME, MME forwards the IWF SMC Reject message to MTC-IWF.

5. If NAS integrity verification is successful, UE derives K_iwf and subkeys. UE uses the Kasme indicated by the eKSI in NAS Security Mode Command.

6. UE performs integrity verification on the IWF SMC, using the integrity subkey derived by UE.

7. UE sends the NAS SMC Complete carrying IWF SMC Complete to MME, IWF SMC Complete message can be integrity protected.

8. Or UE sends IWF SMC Reject message carried in NAS SMC Complete, if the verification in Step 6 fails. 

Or MME forwards the IWF SMC Complete or IWF SMC Reject message to MTC-IWF. 

9. MTC-IWF can perform integrity verification on the IWF SMC Complete message. 

10. Security association is established between UE and MTC-IWF and they can start secure communication. If MTC-IWF received IWF SMC Complete, and integrity verification is passed at Step 9 (when it is carried).

If a NAS SMC procedure is carried following a normal AKA in initial procedures, MME can know that whether UE already has Kasme, whether UE Capability allows itself to derive K_iwf (for example, if UE subscribes MTC service, if UE subscribes SDT service). A timer can be set in MME to wait for IWF SMC from MTC-IWF. 
(1) Before the timer expires, MME waits for the IWF SMC to start NAS SMC procedure.

(2) If MME does not receive IWF SMC from MTC-IWF, and the timer is expired, MME will perform a normal NAS SMC to UE. 

(3) If MME receives IWF SMC from MTC-IWF when the timer is already expired, MME can run an empty NAS SMC only for carrying the IWF SMC procedure.

(4) When MTC-IWF decides to update K_iwf and sends MME the IWF SMC, MME will perform an empty NAS SMC to carry the IWF SMC.

(5) The timer: the timer can be started when MME received Authentication Response from UE. The timer can be stopped when it is expired or when IWF SMC is received from MTC-IWF.

(6) The IWF-SMC procedure: it is independent from other NAS procedures. MTC-IWF can decide when to send it. During initial procedure, if MTC-IWF sends the IWF SMC before timer in MME expired, the IWF SMC and NAS SMC can be combined; if not, they can be separated.  

5.7.4.4.4.3

Small data and device trigger communication
5.7.4.4.4.3.0
General

We consider the procedure can be the same for MTC device trigger and Small Data MT transmission. It is assumed that MTC-IWF has UE serving node information. If not, it can retrieve the information upon receiving Device Trigger/Small Data Submission Request, by sending Subscriber Information Request to HSS, and receives a Subscriber Information Response from HSS that contains the serving node information.
Note: As per the current document small data should be integrity protected and maybe confidentiality protected.
5.7.4.4.4.3.1
MT small data when UE is IDLE
 This section presents secure MT small data transmission when UE is idle. It can also apply to device trigger. MTC-IWF upon receiving the small data or trigger will perform SCS authorization and submit it to MME. Paging procedure is used for the SD or DT delivery. The detail is depicted in Figure 3 given below.
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Figure 3. MT Small Data Transmission
1. SCS sends Small Data Submission Request to MTC-IWF.

2. MTC-IWF performs SCS and UE authorization, to see if SCS can send Small Data and if UE can receive Small Data.

3. MTC-IWF submits the Small Data to MME, with UE ID, message type as small data, integrity protection with integrity subkey (IWF-MAC), and confidentiality protection with confidentiality subkey if needed.

4. MME sends to eNB the Small Data in Request Paging message, contains S-TMSI, message type as small data, and IWF-MAC.

5. eNB sends to UE the Small Data in Paging message.

6. Upon receiving, UE can skip NAS and AS integrity check, if the message type is small data.

7. UE performs IWF integrity check, with the integrity subkey.

8. Normal RRC Connection Request is sent from UE to eNB.

9. Normal RRC Connection Setup is sent from eNB to UE. 

10. The Small Data Receive confirm can be sent in RRC Connection setup complete or sent in Service Request to eNB.

11. Submit Small data confirm can be sent from eNB(MME(MTC-IWF.

5.7.4.4.4.3.2
MO small data when UE is IDLE
This section presents secure MO small data transmission when UE is idle. It requires MME to store the routing information for UE, such that UE does not need to contain MTC-IWF identifier in the Small Data. The detail is depicted in Figure 4 given below
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Figure 4. MO Small Data Transmission
1. UE uses the subkeys to integrity and confidentiality (if necessary) protect the Small Data.

2. UE sends Small Data in Service Request to MME, with SCS ID.

3. MME can skip NAS integrity check, if the message type is small data.

4. MME retrieves the routing for UE and finds out to which MTC-IWF the Small Data should be sent. 

5. MME forwards the Small Data to MTC-IWF.

6. MTC-IWF performs integrity check with its subkey and performs UE authorization, to see if the UE is allowed to send Small Data towards the given SCS.

7. MTC-IWF can also detect if there are too many small data being sent to the same SCS.

8. If the verifications in Step 6 and 7 are successful, MTC-IWF delivers the Small Data to SCS.

9. If the verifications in Step 6 and 7 failed, MTC-IWF can inform MME/eNB by sending Small Data Reject message, such that eNB and MME can block communication from the given UE and/or to the given SCS.

5.7.4.4.4.3.3
Small data and device trigger when UE is CONNECTED
We consider the procedure can be the same for MTC device trigger and Small Data MT transmission when UE is CONNECTED. The SD or DT can be protected with subkeys and carried in NAS message of DOWNLINK GENERIC NAS TRANSPORT. This is to show that the proposed solution can be applied to UE in CONNECTED. The details are depicted in Figure 5 given below.
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Figure 5. Trigger and Small Data Transmission
1. SCS sends Device Trigger or Small Data Submission Request to MTC-IWF.

2. MTC-IWF performs SCS authorization.

3. MTC-IWF submits the Trigger or Small Data to MME, with UE ID and also integrity protection with integrity subkey, and confidentiality protection with confidentiality subkey if needed.

4. MME carries the Trigger/Small Data in Generic message container of DOWNLINK GENERIC NAS TRANSPORT message.

5. Upon receiving, UE sends Trigger/ Small Data Received confirm to MME.

6. MME sends to MTC-IWF the Submit confirm.

7. MTC-IWF sends the Submit confirm to SCS.

5.7.4.4.4.4

Protocol between UE and MTC-IWF
The IWF protocol is between NAS and application layer protocol for MTC, it spans between UE and MTC-IWF and can be transparent to MME/SGSN/MSC. For the protocol between MME and MTC-IWF, the T5-AP defined in clause 5.1.1.3.3 TR 23.887 [26] can be used. 

Figure 6 illustrates the protocol stack. 


[image: image9]
Figure 6. Protocol stack between UE and MTC-IWF
The protocol between UE and MTC-IWF can be based on PDCP. PDCP provides ciphering, deciphering, integrity protection and integrity verification (as defined in [TS 36.323]) which can be re-used. MTC-IWF can be configured with the same algorithms as in UE. 
Figure 7 shows the packet format for SD that is based on the format defined in [TS 36.323]. 
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Figure 7. Packet format
SN can be used to prevent replay attack. KSI is a key identifier of subkeys for UE and MTC-IWF to determine the key to be used for small data transmission protection. MAC-I is computed by the integrity subkey.
5.7.4.4.4.5
Normal small data consideration
We assume that:

a. Normal data can be sent through MTC-IWF or SGW, and this section only presents the case when it is sent through MTC-IWF.
b. Normal procedures means the data is not small data
c. Normal data can only be sent when UE is CONNECTED and the NAS and AS security are activated.
(1) In case of MTC-IWF, our solution can be used with improvement. 

For Downlink, MTC-IWF receives normal Data Submission Request from SCS, it performs data size check, authorization and protection. Normal data should not be delivered to UE in idle. NAS and AS security can be optional or mandatory depends on the agreement between UE and network.
For Uplink, when UE sends normal data, MME can perform normal/small data check. There should be requirements on when and how normal data can be sent. For example: normal data can only be sent when UE is connected. NAS and AS security can be optional or mandatory depends on the agreement between UE and network. 
(2) In case of SGW, current procedure is followed. 

********************** 2nd CHANGE ***************************
5.7.6.3
MTC-IWF based Secure Solution for Small data transmission

5.7.6.3.0
General
The solution can be used for MT and MO small data transmission and trigger delivery. This section gives the solution benefits and impacts to existing system. 
5.7.6.3.1
Benefits

The solution can provide security for SD and DT communication, even when there is no AS and NAS security context, meanwhile it can reduce the network signalling and offload NAS protocol. 

This solution fulfils the following security requirements. 

1. Small data and trigger protection: authentication, integrity and confidentiality
2. Small data and trigger protection in case AS and/or NAS security is not available
The MTC-IWF based solution has the following benefits compared to NAS security based solution.

· Prevent attacks from UE or SCS

  The MME, when it comes to NAS security based small data transmission, does not have information about SCS, such that it cannot perform authorization on SCS and the SDs sent from SCS. For the same reason, MME has no knowledge whether the UE(s) are allowed to send SD to a given SCS, and may blindly forward the SD and waste network resource.  
  MTC-IWF based solution (5.7.4.4) performs authorization on both UE and SCS for SDT that can verify: 1) whether SCS is allowed to send SDT to the given UE; 2) whether the UE is allowed to send SDT to the given SCS; 3) whether there is a large number of SDT being sent by a UE or several UEs to a given SCS, this information can be used by MTC-IWF to inform MME or eNB to block the communication.
· Security when there is no pre-established NAS security

  When there is no pre-established NAS security available, MME may discard or reject the SD or initiate establishment of NAS security. If MME discards or rejects the SD, the SD cannot be delivered to UE or SCS and affect the availability of MTC. To generate and negotiate NAS security will create more signaling and overload NAS protocol for only one SDT. 

  The MTC-IWF based solution can provide security protection for SD with the keys shared between UE and MTC-IWF, such that the SD can be transmitted securely in time, without invoke extra procedure and signalling. 
· Reduce load to MME
    MME and NAS protocol are not designed for MTC communication and service but the NAS security based solution requires MME to perform encryption, decryption, integrity protection and integrity check each time a SDT happens. Considering high traffic needs from SDT sending to and from MTC UEs, the load to MME and NAS protocol is heavy. 

  MTC-based solution is independent from NAS security protection thus it can reduce the processing load due to security on MME. The MME should only forward the SDT to and from MTC-IWF. 

In exception case when IWF SMC is carried in the empty NAS SMC the NAS signalling will increase by one round-trip (SMC messages).
When terminating the security in the IWF without protecting and verification by the MME:
The security association established between UE and MTC-IWF is sufficient to protect the SDT, if UE can verify whether the MTC-IWF is a network trusted entity.  Only the network authorized MTC-IWF can have the same Kasme that UE has, and can derive the same K_iwf and subkeys. Thus UE can verify that whether MTC-IWF is an authorized network element.
  In MTC-IWF based solution, the MTC-IWF keys protected SDs are carried in NAS messages. MME has the information of whether the traffic is from/to a proper MTC-IWF: 1) MME has the mapping of UE and MTC-IWF, such that MME can ensure that the MTC communication does not go to an unexpected MTC-IWF. 2) MME carries IWF SMC in NAS SMC procedure, it can know whether IWF SMC is successful or not. This can prevent MME from forwarding SD without any protection, when NAS security is not available. When the NAS security context is activated, MME can perform protection and verification as in normal NAS security. Overload attack on MME is prevented as given in discussion of the first Editor’s Note.
5.7.6.3.2
Impacts to existing system

The proposed solution requires support from HSS, MTC-IWF and UE It has the following impacts:

· New keys derivation at UE and HSS, new keys handling in UE and MTC-IWF.

· Needs an indicator of small data / trigger transmission to provide message type.

· Change to NAS protocol messages for AKA and SMC. 

· MME needs to verify whether the NAS message carries SD. 

Note: This impact is valid for all NAS based solutions. 
5.7.6.3.3
Open issues

The following issues are still open and should be studied in SA3.

· Details of key handling.

· Key management in UE mobility.

**********************END OF CHANGE***************************
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