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Abstract of the contribution: Public safety usage of GCSE_LTE enabled group communications will require high levels of call setup performance, and potentially very large group sizes.  A key issue is proposed to highlight the relevance of this to the design of security mechanisms.
**********START OF PROPOSED NEW TEXT FOR GCSE TR***********
5.X
Key Issue #X: Performance and scalability
5.X.1
Key issue details
High levels of performance and scalability will be expected for communications enabled by GCSE_LTE.

Stage 1 requirements in TS22.468 detail a need for group communications with:

· A typical end-to-end setup time of 300ms or less.

· End-to-end media delay of 150ms or less

· Very large group sizes (current usage includes groups of up to ~1000 users)

These indicative numbers, based on usage of existing PMR/LMR networks by public safety users, may influence the design of security mechanisms, e.g.

· Time budgets for security mechanisms at call setup must be compatible with end-to-end performance requirements.

· Authentication methods for groups based on multiple one-to-one authentications are unlikely to be plausible; for a group of 1001 users this represents 500,000 mutual authentications!
5.X.2
Security threats 
The inability to meet performance and scaleability requirements will leave operators either unable to deploy the service, or forced to deploy it without security mechanisms, leaving clear threat to confidentiality/integrity.
5.X.3
Security requirements
Security mechanisms defined shall be compatible with stage 1 requirements for performance and scalability, including:

· An end-to-end setup time of 300ms or less.

· End-to-end media delay of 150ms or less

· Very large group sizes
**********END OF PROPOSED NEW TEXT***********
