3GPP TSG SA WG3 (Security) Meeting #73
S3-130990
11-15 November 2013; San Francisco (US)
revision of S3-13abcd
Source:
Samsung
Title:
Discussion on Reply LS on Security Aspects of Protocol Architectures for SCE
Document for:
Discussion 

Agenda Item:
5.1
Work Item / Release:
FS_LTE_SC_enh_hilayer / Rel-12

Abstract of the contribution: This contribution provides a baseline document for the reply LS to RAN2. This draft reply LS needs to be revised based on the contributions and discussions in SA3#73 meeting.
Title:
[draft] Reply LS on security aspects of protocol architectures for small cell enhancements
Response to:
S3-130xxx/R2-133018 and S3-130xxx/R2-133650
Release:
REL-12

Work Item:

Source:
SA WG3

To:
RAN WG2

Cc:
RAN WG3, SA WG2, CT WG1
Contact Person:


Name:


Tel. Number:


E-mail Address:


Attachments:
1. Overall Description:
SA3 thanks RAN2 for their LSs on requesting feedback on feasibility of the down selected solutions (1A and 3C) regarding security aspects. SA3 would like to provide the following inputs:   

1. User plane alternative 1A require enhancements to the existing security mechanism in both the UE and the eNB, especially for, Key derivation (deriving separate key for UP traffic protection in SeNB) and Key handling (mechanism for key refreshing and rekeying).  

2.  For user plane architecture 3C, from security point of view, there is no security issue identified currently. 

SA3 confirms that the security impact identified for user plane architecture 1A can be addressed with feasible solutions within Rel-12 timeframe.

Finally SA3 would like to point out that, currently SA3 has not found any show-stopper security issues for both user plane architectures 1A and 3C.
2. Actions: 

To RAN2:

SA3 kindly asks RAN2 to take the above inputs into consideration for their further work in this area.
3. Date of Next SA3 Meetings:

TSG-SA3 meeting #74
20 - 24 January 2014   
 Taipei, TW
TSG-SA3 meeting #75
12 - 16 May 2014   
 Sapporo, JP
