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1. Overall Description:

SA3 thanks SA4 for their LS regarding on-going Rel-12 study item on "Improved Support for Dynamic Adaptive Streaming over HTTP" (IS_DASH).
SA4: Mechanisms shall be provided to ensure that the media objects are only sent to and accessed by the intended end-user(s). PSS shall support end-to-end security (e.g. between the server and the Streaming client). In line with this work, SA4 would like to receive information from SA3 on generic authentication mechanisms applicable for DASH and other HTTP-based media delivery in PSS.”
The Generic Bootstrapping Architecture can be used to authenticate the end-user(s) and bootstrap a secure end-to-end connection between the Streaming Server and the end-user(s). It can be used as a basis for user-based security. The Streaming Server as Network Application Function may or may not be part of the operator network.
SA4: In addition, SA4 would like to receive SA3's feedback with regards to the new DASH use cases and associated authentication capabilities on content access authorization (in clauses 6.20.1 – 6.20.3 of TR 26.938) and application-level content/metadata integrity validation (in clauses 6.20.4 and 6.20.5 of TR 26.938). In particular, we would like to receive information from SA3 on whether these use cases and consequent authentication capabilities are satisfied by the existing functionality in specifications under SA3's responsibility and if there are any potential gaps observed from an SA3 perspective.
Please note that the Generic Bootstrapping Architecture does not contain any content access authorization methods. Authorization of content access and streaming quality as described in Use Cases 1 to 3 has to be additionally implemented in the Streaming Server.
Regarding Use Cases 4 and 5 the Generic Bootstrapping Architecture can be used in two different ways: The shared secret as root of trust for the secure connection between Content Server and end-user can be shared between an operator controlled Validation Entity, the original Content Server and the end-user(s). This enables the Validation Entity to decrypt any stream in order to validate the integrity of the content and metadata.
The Generic Bootstrapping Architecture can be also used to bootstrap a secure connection between the original Content Server and a Proxy Content Server as Network Application Function. The integrity of content and metadata can be validated in the Proxy Content Server. A second secure connection between the Proxy Content Server and the end-user(s) can be used to forward the content to the end-user(s).
For your convenience please find the latest REL-12 version of SA3 specification TS 33.220 on Generic Bootstrapping Architecture (GBA).
2. Actions:

To SA4 group.

ACTION: 
SA3 asks SA4 group to take above answer into consideration. 
3. Date of Next SA3 Meetings:
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