3GPP TSG SA WG3 (Security) Meeting #73
S3-130986
11-15 November 2013; San Francisco


Source:
China Mobile, TeliaSonera
Title:
Working way and evaluantion on restricting the USIM to specific MEs/MTC Devices 
Document for:
Discussion 
Agenda Item:
7.9
Work Item / Release:

Abstract of the contribution: this contribution discusses the working way and evaluation on restricting the USIM to specific MEs/MTC Devices and gives a way forward.
1. Introduction
In order to help the selection of the binding method, we think first of all we need to decide the working way and then compare the evaluation result and the last select the appropriate solution. This contribution discusses the working way based on s3-120408 in 67 meeting and integrates the previous evaluation results. We kindly propose we consider this contribution and give the appropriate working way and select the appropriate solution.
2.
Working way Analysis
There are three working ways:
Option 1: no standardisation
Option 2: a single solution standardisation
Option3: one UE-based solution and one network-based solution standerdisation
· Option 1: no standardisation
In M2M, there were many MTC applications and these applications had different security requirements. Usually, it is actually impossible to know to which requirement is mandatory for a specific ME. 
Therefore, if no standardisation, we can select the appropriate solution according to the M2M application and security requirement. However, there can also be no mechanism to restrict the USIM to specific MEs_MTC devices. Because of no standardisation means the optional implementation in the devices. 
If there is no restricting solution, the USIM abuse can be happened in the operator’s network and some damage for the operators and MTC users. 
Option 2:  a single solution standardisation
A single solution standardisation can be simply implemented by the vendor because just one pairing solution needs to be implemented in the manufacture of the MTC devices. It is doubtlessly that we expect the single solution has the advantage of the high security level, simple implementation and low cost. Unfortunately, such a perfect pairing solution suitable for all cases does not exist, so we just need to find a balance of security, cost and easy to deploy and implement etc. 
Option 3:  one UE-based solution and one network-based solution standerdisation
One UE-based solution and one network-based solution standerdisation will bring some complexity of implementation. Because of the vendors need to consider wethere one pairing solution needs to be implemented or both of pairing solutions need to be implemented in the manufacture of the MTC devices. However two pairing solutions give the flexibility for the MTC application. We can select the suitable pairing solution according to the securityrequirement. For two pairing solutions selection, we need to refer the evaluation section 5.4.5 of TR 33.868 v0.15.0 (R12). 
The following section 3 gives the evaluation table.
3.
Evaluation tables
The evaluation table is as below:
	Solution / Criteria
	UE-based solutions
	Network-based solutions

	
	Secure Channel
	 USAT
	PIN
	IMSI-IMEI binding in HSS
	Enhanced AKA
	Symmetric shared secret

	Impacts on the UE
	· ME and UICC shall support secure channel
· Secure Environment is required on the ME
	· ME and UICC shall support SIM Toolkit    
· UICC shall support OTA management
	· ME shall store PIN value. It is not the user who presents the PIN as in traditional PIN verification  
· Secure Environment is required on the ME 
	· Null
	· New computations on the ME

· Certificate-based device authentication

· Secure Environment is required on the ME
	· ME shall support to decrypt RAND
· Secure Environment is required on the ME for KME storage

	Impacts on the network 
	· Operator’s network shall support OTA platform

	· Operator’s network shall support OTA platform

	· - Operator’s network shall support OTA platform
 
	· Mecanism in the HSS to verify that IMSI/IMEI combination is authorized

· New data base in the HSS to store all the authorized IMSI/IMEI combinations for all the UICC restricted to specific MTC MEs
	· Mecanism in the HSS to verify that IMSI/IMEI combination is authorized

· New data base in the HSS to store all the authorized IMSI/IMEI combinations for all the UICC restricted to specific MTC MEs

· CNN (Core Network Node) shall support to calculate the device authentication keys 
· HSS shall support the enhanced AKA procedure
	· HSS shall support to encrypt RAND by KME
· New data base in the HSS to store all the authorized IMSI/IMEI combinations for all the UICC restricted to specific MTC MEs

· New indication in AMF to indicate whether it is the encrypted RAND or not

	Signalling consumption
	· Null
	· Null
	· Null
	· Signalling (for attach procedure, AKA authentication, IMEI sending) is consumed for each MTC device (including devices with incorrect binding) connected to the network.
	· Signalling (for attach procedure, AKA authentication, IMEI sending) is consumed for each MTC device (including devices with incorrect binding) connected to the network. 

· Signalling required for device authentication

· There is additional signaling between the CNN and HSS
	· Signalling (for attach procedure, AKA authentication, IMEI sending) is consumed for each MTC device (including devices with incorrect binding) connected to the network.

	Network control when the pairing has been failed


	· No any network control
	· No any network control
	· No any network control
	· The operator should be notified the failing pairing and should then be able to take any further appropriate action
	· The operator should be notified the failing pairing and should then be able to take any further appropriate action
	· The operator should be notified the failing pairing and should then be able to take any further appropriate action

	Modification of authorized combinations 
	· Authorized IMEI(SV) values or  ranges can be  updated in the USIM via OTA

· The Pre-shared keys or certificates need to be provided to the USIM and ME.
	· Authorized IMEI(SV) values or  ranges can be  updated in the USIM via OTA
	· PIN value can be updated in the USIM via OTA
	· Modification of IMSI/IMEI combinations in the HSS data base.  
	· Modification of IMSI/IMEI combinations in the HSS data base.
	· Modification of KME/IMEI combinations in the HSS data base.。
· The KME needs to be provided to the HSS and ME

	Impacts if the IMEI/PIN has been broken
	· No impact
	· USIM can be abused becaurse the IMEI can not change.
	· PIN can be updated to prevent USIM abused.
	· USIM can be abused because the IMEI can not change.
	· No impact 
	· No impact

	Impacts on 3GPP procedure 
	· Null
	· Null
	· It requires mechanism to store the PIN value in the MTC ME
	· New binding enforcement functionality for HSS needs to be standardized
	· New signaling procedures

· New procedures in the MTC ME (new key derivations)

· New computations in the HSS (new key derivations)
· So it needs some standardization work
	· New encryption calculation functionality for HSS needs to be standardized.
· New indication in AMF needs to be stadardized
· New binding enforcement functionality for HSS needs to be standardize

	level of Security
	· High. UICC-MTC ME mutual authentication with secure environment in the MTC ME. All of the information in the interface can be protected by the secure channel, especially, the IMEI(SV) can be transmitted via the secure channel and the IMEI(SV) can be protected. 
	· Medium. IMEI(SV) is sent in the clear on the interface between USIM and the MTC ME. It can be manipulated. 
	· Low. PIN value is not stored security in ME and can be manipulated.However, the risks can partially be mitigated by the operator, e.g. the operator can change the PIN frequently, or limit the service type/time/data volume, (e.g., the maximum data stream should not exceed 30M.) 
	· Medium. IMEI is not stored securely in ME and can be manipulated
	· High. Device authentication with  secure environment in the MTC ME
	· High.There has the secure environment in the MTC ME to store KME

	Cost and complexicy for deployment and maintaince of the binding mechanism 
	High.
· The UICC needs to add a new function to support USAT.secure channel；
· The MTC ME needs to add new functions to support secure channel and secure environment.
· It needs to consider how to provide the shared key or certificate.
	High. 
· The MTC ME needs to add a new function to support USAT.
	Low
· The ME needs to support PIN storage.
	Low
· HSS needs to support the IMSI-IMEI pairing checking.
	High
· HSS needs to support the IMSI-IMEI pairing checking and store the ME’s certificate or public key.
· New procedures in the MTC ME (new key derivations)

· New computations in the HSS (new key derivations)
· It needs to consider the certificate or public key management.
	High
· New encryption calculation functionality for HSS needs to be standardized.
· New indication in AMF needs to be stadardized
· New binding enforcement functionality for HSS needs to be standardize
· It needs to consider how to provide KME on HSS and MTC ME.


From the above table, it can be found that IMSI-IMEI binding in HSS and PIN pairing are relatively low cost and easy to be implemented. IMSI-IMEI binding in HSS has the higher security level then PIN pairing. 
4.
Proposal
It is proposed:
1. If option 2, then we think IMSI-IMEI binding in HSS should be adopted because of it can balance the security, cost and also can be easily deployed and implemented.
2. If option 3, accrording to the above evaluation table, PIN pairing and IMSI-IMEI binding in HSS should be adopted into the current standard.
