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1. Introduction
This document analyzes the Personal Identifiable Information privacy issues and provide security requirement to address. 
2. Analysis
Personally Identifiable Information (PII), Personal Information (PI) and Personal Data (PD) are collectively defined in various regional and national regulations all over the world to mean any data or information related to a person that can be used to identity a particular person. Though the definition may have slight variation when it comes to different regions, but most countries and regions have strict requirements and regulation regarding the handling of such PII. Some of these regulations include:

· EU Directives 2002/58/EC and 2006/24/EC
· Germany’s Federal Data Protection Act
· France’s Data Protection Act 78-17 
· UK’s Data Protection Act 1998
· US’s Privacy Act of 1974 and Electronic Communications Privacy Act

· Australia’s Privacy Act 1988

· New Zeeland’s Privacy Act 1993

· Russia’s  Federal Law N152-FZ on Personal Data

· Japan’s Act on the Protection of Personal Information

· India’s Information Technology Rules of 2011

· Etc. 

In 3GPP, what regional and national regulators consider PII gets translated into a laundry list of information and information elements. In general, these can be grouped in several categories:
1. Personal contact information (e.g. name, address, email, phone number)

2. Personal Identities information (e.g. user ID, Social Security Number, Passport Number, Identity Card Number)

3. User Equipment information (e.g. IMSI, IMEI, MSISDN)

4. User Communication data (e.g. content of user voice calls, data session, fax, SMS, voice mail, video, visited websites)
5. Location information (e.g. user GPS coordinates, Cell ID, WLAN AP MAC)

6. Financial information (e.g. user credit card number, bank accounts)

7. Personal sensitive information (e.g. race, religion preference, sexual orientation, health information, criminal records)

In order to protect the interests of the user as well as to help the operators and operators, personal information of the users must be protected.  There are various aspects related to the handling of personal information and regional/national requirements do apply in almost all cases, though the handling of certain categories of PII may require special consideration and may have to take into account the context for which the PII is used. Since the regional/national requirements differ, the “Fair Information Practice Principles (FIPs)”
, which represent some widely accepted concepts for information handling should be considered. These principles address the following (details can be found here: http://www.ftc.gov/reports/privacy3/fairinfo.shtm) areas:

1. Notice/Awareness

2. Choice/Consent

3. Access/Participation

4. Integrity/Security

5. Enforcement/Redress
3GPP should define these requirements in accordance to widely accepted principles in order to comply with regional and national requirements.
3. Proposal
1. It is proposed to categorize PII information into the following:

· Personal contact information (e.g. name, address, email, phone number)

· Personal Identities information (e.g. user ID, Social Security Number, Passport Number, Identity Card Number)

· User Equipment information (e.g. IMSI, IMEI, MSISDN)

· User Communication data (e.g. content of user voice calls, data session, fax, SMS, voice mail, video, visited websites)

· Location information (e.g. user GPS coordinates, Cell ID, WLAN AP MAC)

· Financial information (e.g. user credit card number, bank accounts)

· Personal sensitive information (e.g. race, religion preference, sexual orientation, health information, criminal records)

2. Add requirements to the TR that handling of personal information shall follow widely accepted concepts in order to comply with national and regional requirements covering these aspect of PII handlings:

· notice

· consent 

· collection 

· process and use

· disclosure

· transfer

· retention

· access

· accuracy

· protection

· openness

· anonymity

· sensitivity

· accountability
3. To create an annex to capture various regulations on the handling of PII, with the following as a starting point (if need be, details can also be provided regarding each regulation):

· EU Directives 2002/58/EC and 2006/24/EC
· Germany’s Federal Data Protection Act
· France’s Data Protection Act 78-17 
· UK’s Data Protection Act 1998

· US’s Privacy Act of 1974 and Electronic Communications Privacy Act

· Australia’s Privacy Act 1988

· New Zeeland’s Privacy Act 1993

· Russia’s  Federal Law N152-FZ on Personal Data

· Japan’s Act on the Protection of Personal Information

· India’s Information Technology Rules of 2011
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