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1. Introduction
SA2 has defined the ProSe relay solutions for public safety use case. This solution is the security part of solution 12 of ProSe Relay in TR23.703.
2. Solution
2.1 General
The security consideration for scenario of UE-to-Network relay with network authorization is devided into two parts: one is for ProSe Relay UE, the other is for remote UE. Following security procedures are considered:
· Relay UE authentication with network;

· Relay UE establishment of PSK with network;

· Remote UE authentication with AAA server with Relay UE as local AP;
· Remote UE establishment of PSK with Relay UE

2.2 Security procedure 
1. Security procedure for Relay UE
Relay UE connects to network and establishes IP connection through eNB. The security for Relay UE is the same as legacy LTE UE, e.g. AKA prodecure is used for authenticating between relay UE and MME and NAS/AS SMC procedure is used to activate NAS/AS security.
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Fig.1 Security for ProSe communication through UE-to-Network relay with network authorization
2. Security procedure for remote UE

In ProSe communication through UE-to-Network relay with network authorization, remote UE connects to relay UE with D2D setup procedure. 
Step 1. Remote UE connects to relay UE;

Step 2. The relay UE acts as AP and triggers the Remote UE authentication procedure. The AAA server and the UE perform the mutual authentication procedure, i.e. EAP-AKA (’) procedure. The Relay UE and the AAA proxy transfer the authentication message between the AAA server and the remote UE.
A key identifier KSID2D and a pair of shared keys, MSK and EMSK is generated after the authentication procedure in remote UE and AAA server. The KSID2D and MSK is shared between remote UE and relay UE.

Step 3.A procedure to generate synchronized security context between remote UE and relay UE. After this step, the keys to protect sessions between remote UE and relay UE is setup. 
Step 4. Remote UE completes the IP address assignment procedure.
 Step 5
.The Remote UE can transfer the data packet via the Relay UE. The Relay UE selects the PDN connection based on the bearer mapping, i.e. the mapping between PC5 bearer and the Relay PDN connection). The network can also transfer the unicast data packet to the Remote UE via the Relay UE.       
3. pCR

*******************************Begin of Change*******************************
6.3.4.5
Direct re-keying procedure

This procedure can be run at any time and initiated be either UE. It results in a new KD-sess being used to protect the traffic between the UEs. The new KD-sess can either be calculated from the current KD or a new KD established during this procedure using the appropriate procedure from 6.3.4.2.
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Figure 6.3.4.5-1: D2D re-keying procedure

1. UE_1 sends UE_2 a Direct-Rekeying-Request message when they are already directly connected and UE_1 wants to refresh the keys. This message includes a parameter (this is FFS) to enable MME_2 to find MME_1 and get signalling to UE_1 via the network, a flag to indicate whether a refresh of KD is requested and Nonce_1.

2. A KSID2D and KD pair are generated if request by UE_1 or desired by UE_2 using the procedures in subclause 6. 

3.  UE_2 sends UE_1 a Direct-Rekey-command message. It includes KSID2D and Nonce_2. Along with Nonce_1 these allow the calculation of a new KD-sess. The message needs to be at least integrity protected.

UE_2 responds with a Direct-Rekey-complete message that is at least integrity protected.
 6.y
Solution y: Security for ProSe communication through UE-to-Network relay with network authorization
6.y.1. Security procedure for Relay UE

Relay UE connects to network and establishes IP connection across eNB. The security for Relay UE is the same as normal LTE UE, e.g. AKA prodecure is used for authenticating between relay UE and MME and NAS/AS SMC procedure is used to activate NAS/AS security.
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Fig.1 Security for ProSe communication through UE-to-Network relay with network authorization
6.y.2 Security procedure for remote UE

In ProSe communication through UE-to-Network relay with network authorization, remote UE connects to relay UE with D2D setup procedure. 

Step 1. Remote UE connects to relay UE;
Step 2. The relay UE acts as non-3GPP AP and triggers the Remote UE authentication procedure. The AAA server and the UE perform the mutual authentication using i.e. EAP-AKA (’) protocol. The Relay UE and the AAA proxy transfer the authentication message between the AAA server and the remote UE.
A key identifier KSID2D and a pair of shared keys, MSK and EMSK is generated after the authentication procedure in remote UE and AAA server. The KSID2D and MSK is shared between remote UE and relay UE.
Step 3.A procedure to generate synchronized security context between remote UE and relay UE. After this step, the keys to protect sessions between remote UE and relay UE is setup. 

Step 4.
Remote UE completes the IP address assignment procedure..
 Step 5
.The Remote UE can transfer the data packet via the Relay UE. The Relay UE selects the PDN connection based on the bearer mapping, i.e. the mapping between PC5 bearer and the Relay PDN connection). The network can also transfer the unicast data packet to the Remote UE via the Relay UE.       
*******************************End of Change*******************************
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