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Abstract of the contribution: this contribution gives some considerations on the MTC-IWF based SDT security solution and proposes some suggestion to optimize this solution.
1. Analysis 

MTC-IWF based Security solution establishes the SDT security context between UE and MTC-IWF, although the general security mechanism is clear, some other aspects may need to be further discussed and analyzed. Here are two considerations about this solution:

1.  In paragraph 5.7.4.4.4.3.1 of MT small data when UE is IDLE, the paging procedure is used for small data delivery. After IWF completes the security operation, it submits the Small Data to MME, then MME sends them to eNB in Request Paging message, and finally eNB sends them to UE in paging message. Something may be not reasonable in this procedure, because this would need to extend paging message to carry small data packets and especially all eNBs in the TAI list shall carry small data packets in every paging message, which lead to waste of network resource. In fact, the small data packets can be delivered to UE in RRCConnectionSetup message after network finds the target UE, so the small data packets only need to be included in just one signalling sent by the serving eNB to the correct UE.
It is suggested to carry small data packets in RRCConnectionSetup message.

2.  In paragraph 5.7.4.4.4.3.3 of small data when UE is connected, small data packets are still protected with SDT subkeys and carried in NAS message of DOWNLINK GENERIC NAS TRANSPORT. However, actually when UE is in connected mode, the NAS security and AS security security is activated and so the small data protection can completely relies on current LTE security mechanism. As the EPS bearer is always ready when UE is connected, so another possible method is that the small data packets are carried in the normal EPS bearer other than activating the dedicated SDT mechanism.
It is suggested to take further study on how to protect small data packets when UE is in connected mode.                                                                                                                                                                                                                                                     
Proposal 

It is propoed to consider above two issues and accept the suggestions.
PCR
*************************************Begin of first Change******************************************
5.7.4.4.4.3.1
MT small data when UE is IDLE
 This section presents secure MT small data transmission when UE is idle. It can also apply to device trigger. MTC-IWF upon receiving the small data or trigger will perform SCS authorization and submit it to MME. Paging procedure is used for the SD or DT delivery. The detail is depicted in Figure 3 given below.
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Figure 3. MT Small Data Transmission
1. SCS sends Small Data Submission Request to MTC-IWF.

2. MTC-IWF performs SCS and UE authorization, to see if SCS can send Small Data and if UE can receive Small Data.
3. MTC-IWF submits the Small Data to MME, with UE ID, message type as small data, integrity protection with integrity subkey (IWF-MAC), and confidentiality protection with confidentiality subkey if needed.
4. MME sends to eNB the Small Data in Request Paging message, contains S-TMSI, message type as small data, and IWF-MAC.

5. eNB sends to UE the Small Data in Paging message.
6. Upon receiving, UE can skip NAS and AS integrity check, if the message type is small data.
7. UE performs IWF integrity check, with the integrity subkey.
8. Normal RRC Connection Request is sent from UE to eNB.
9. Normal RRC Connection Setup is sent from eNB to UE. 
10. The Small Data Receive confirm can be sent in RRC Connection setup complete or sent in Service Request to eNB.

11.Submit Small data confirm can be sent from eNB(MME(MTC-IWF.

Editor’s note: Something may be not reasonable if small data packets are included in paging message, because this would need to extend paging message to carry small data packets and especially all eNBs in the TAI list shall carry small data packets in every paging message, which lead to waste of network resource. In fact, the small data packets can be delivered to UE in RRCConnectionSetup message after network finds the target UE, so the small data packets only need to be included in just one signalling sent by the serving eNB to the correct UE.
**************************************End of first Change******************************************
************************************Begin of second Change****************************************
5.7.4.4.4.3.3
Small data and device trigger when UE is CONNECTED
We consider the procedure can be the same for MTC device trigger and Small Data MT transmission when UE is CONNECTED. The SD or DT can be protected with subkeys and carried in NAS message of DOWNLINK GENERIC NAS TRANSPORT. This is to show that the proposed solution can be applied to UE in CONNECTED. The details are depicted in Figure 5 given below.
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Figure 5. Trigger and Small Data Transmission
1. SCS sends Device Trigger or Small Data Submission Request to MTC-IWF.
2. MTC-IWF performs SCS authorization.
3. MTC-IWF submits the Trigger or Small Data to MME, with UE ID and also integrity protection with integrity subkey, and confidentiality protection with confidentiality subkey if needed.
4. MME carries the Trigger/Small Data in Generic message container of DOWNLINK GENERIC NAS TRANSPORT message.

5. Upon receiving, UE sends Trigger/ Small Data Received confirm to MME.
6. MME sends to MTC-IWF the Submit confirm.
7. MTC-IWF sends the Submit confirm to SCS.
Editor’s note: When UE is in connected mode, the NAS security and AS security security is activated and so the small data protection can completely relies on current LTE security mechanism. Besides, as the EPS bearer is always ready when UE is connected, so another alternative is that the small data packets are carried in the normal EPS bearer other than activating the dedicated SDT mechanism. It is suggested to take further study on how to protect small data packets when UE is in connected mode.  
*************************************End of second Change*****************************************
