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1
Introduction
This pCR proposes descriptive changes to sec 5.1 of TR 33.cde
2
PCR

************* START OF CHANGE 1 ***************
5.1
Key Issue #1: Configuration of ProSe-enabled UEs

5.1.1
Key issue details

In order to utilise ProSe features, e.g. ProSe discovery and/or ProSe communication, the operator needs to be able to configure the ProSe enabled UEs.
Configuration attributes such as relay identity, access parameters, security credentials, are bootstrapped in the UE either with network assistance while connection to the network is available, or manually via user interface (the latter is outside of 3GPP scope). During the bootstrap phase, the UE can be allocated to one or several Groups.  

NOTE: This key issue makes no assumption about whether the configuration data comes from the same entity or not, as the security threats and requirements are independent of the entity downloading the data to the UE

NOTE: Configuration data from 3rd parties is out of scope
5.1.2
Security threats 

There are several threats to the downloading of configuration data to the UE. 

· 
· An attacker pretending to be a configuration server may maliciously configure the UE with false configuration data, thus causing improper UE operation. 

· An attacker pretending to be a configuration server may maliciously delete the UE configuration data, rendering the UE unable to operate in ProSe mode.

· Similarly the server will want to know the identity of the ProSe-enabled UE that is requesting configuration  information, as otherwise it is not possible to download correct information to the UE. 

· An attacker may manipulate of modify the configuration data being transmitted between the UE and the configuration server, thus adversely affecting the ProSe configuration. 
· An attacker may eavesdrop on transmitted configuration data and further distribute it to unauthorized parties for improper use. 
· An attacker may replay an intercepted configuration data thus affecting an expected configuration state at the ProSe-enabled UE and/or a configuration server.
5.1.3
Security requirements

The ProSe-enabled UE and the entity providing the configuration data shall mutually authenticate each other.

The transmission of configuration data from the network to the ProSe-enabled UE shall be integrity protected. 
The transmission of configuration data from the network to the ProSe-enabled UE shall be confidentiality protected. 
The transmission of configuration data from the network to the ProSe-enabled UE shall be protected from replays. 

************* END OF CHANGE 1 ***************
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