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[1]
SP-120777, Revised WID Multi-vendor plug and play and Play eNB connection to the network


[2]
S5-131418 Rel-12 CR 32.501 Introducing Multi Vendor Plug and Play eNB connection to network


[3]
S5-131428 Draft TS 32.508 V0.1.0 Procedure Flows for Multi-Vendor Plug and Play eNB connection to the Network
1. Overall Description:

The MUPPET Work Item defines a multi-vendor Plug n’ Play procedure for connecting eNBs to the operators network during deployment. Security aspects are considered. The current state of Stage 1 and 2 solutions is documented in [2,3]. A simplified procedure flow is as follows:

1. The eNB is powered on and gets initial IP configuration from the network.

2. The eNB, using vendor certificate, contacts a RA/CA server using CMPv2 to enrol for operator certificate.

3. The eNB, using the operator certificate, sets up a tunnel(s) to the OAM system. All further exchanges are protected by this or other tunnels.

4.  … The procedure continues …

There has been concern that step 2 is not protected by a secure tunnel, especially for deployments over less trusted transport networks, including where the public Internet is used as backhaul. In this case the RA/CA receiving enrolment requests would be exposed and subject to DoS attacks and possible zero-day vulnerability exploits. 

2. Actions:

To SA3 group

ACTION: SA5 would like to get guidance on whether SA3 believes providing the possibility to protect the CA/RA server behind a SeGw would be worthwhile for less trusted networks.
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