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1. Overall Description:

CT4 is currently specifying media security for MSRP and BFCP that use TCP transport. In preparation of the normative work, CT4 works on TR 29.828 (Study on Extended IMS media plane security features and TCP-related NAT traversal support; IMS H.248 profiles aspects).

CT4 identified that TLS endpoints require knowledge whether to act as TLS client or server and sees a need to clarify some related aspects.

 MSRP

For e2ae and e2e security, MSRP implementations supporting IETF RFC 4975 in combination with IETF RFC 6135 ("COMEDIA for MSRP") are assumed.
There is no dedicated signalling element in SIP or SDP to negotiate TLS client or server roles. IETF RFC 4572 does not provide an unambiguous TLS client/server role assignment for the TLS security session establishment.
CT4 thus established a working assumption for MSRP that the TCP related SDP "a=setup" attribute is used in SIP/SDP signalling to determine the TLS client and server roles in addition to the TCP client and server roles.

To achieve interoperability with 3GPP UEs, the related behavior would need to be mandated both for core network entities and the UE in appropriate 3GPP specifications under the remit of CT1.

CT4 thus asks CT1 to confirm the working assumption for MSRP that the TCP related SDP "a=setup" attribute is used in SIP/SDP signalling to determine the TLS client and server roles in addition to the TCP client and server roles. CT4 also asks CT1 to document the related terminal and IN CN subsystem node behavior in appropriate specifications under their remit, if CT1 finds this assumption acceptable.

BFCP

IETF RFC 4583 (SDP Format for BFCP Streams) uses the TCP related IETF RFC 4145 [12] SDP "a=setup" attribute only to determine the TCP client and server role, but contains an explicit TLS server role assignment for the SDP answerer in Clause 8; "When TLS is used, once the underlaying TCP connection is established, the answerer acts as the TLS server regardless of its role (passive or active) in the TCP establishment procedure."

In recent discussions at the IETF MMUSIC mailing list (see http://www.ietf.org/mail-archive/web/mmusic/current/msg10906.html), it was commented that the implications of this rule for opposite direction offer-answer renegotiations while a TLS session exists are unclear:  Should a new TLS session with reversed roles be established?  CT4 believes that there is no need to reestablish a new TLS session.

Again, to achieve interoperability with 3GPP UEs, the related behavior would need to be mandated both for core network entities and the UE in appropriate 3GPP specifications under the remit of CT1.

CT4 thus asks CT1 to confirm the working assumption for BFCP that an ongoing TLS session does not need to be re-established if an offer-answer renegotiations occurs . CT4 also asks CT1 to document the related terminal and IN CN subsystem node behavior in appropriate specifications under their remit, if CT1 finds this assumption acceptable.

2. Actions:

To CT1 group.

ACTION: 

CT4 asks CT1to confirm the above working assumptions for MSRP and BFCP.

CT4 also asks CT1 to document the related terminal and IN CN subsystem node behavior in appropriate specifications under their remit, if CT1 finds this assumption acceptable.
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