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Abstract of the contribution: This pseudo-CR proposes to add a new Key Issue on “ProSe enabled UE security aspects” to the SA3 draft-TR on ProSe
Discussion
Generally speaking, in the internal architecture of a ProSe-enabled UE various layers can be identified (e.g. EPS layer, Operating System, Application layer). Depending on the solution chosen, ProSe functionalities can be implemented in a ProSe enabled UE at the EPS layer and/or involving upper layers. UE procedures at EPS layer are subject to 3GPP conformance tests, whereas Operating System and application layer logic are not tested by 3GPP. The implementation of ProSe functionalities at a layer that is not subject to 3GPP conformance tests may lead to unpredictable UE (mis)behaviors, depending on different device implementations and finding/specifying solutions able to effectively prevent possible attacks to the Operating System and/or to the Application layer might be very difficult, if not potentially impossible. 

In order to address this aspect, a new key issue is proposed. 

It is proposed that SA3 accept this pCR for inclusion in the draft-TR on ProSe. 
Proposed pCR

***** First Change *****
5.Z
Key Issue #Z:  ProSe enabled UE security aspects

5.Z.1
Key issue details

Generally speaking, in the internal architecture of a ProSe-enabled UE various layers can be identified (e.g. EPS layer, Operating System layer, Application layer). 
Depending on the solution chosen, ProSe functionalities can be implemented in a ProSe enabled UE at the EPS layer and/or involving upper layers. Examples of such ProSe functionalities are: authorization of starting discovery (announce/monitor) by the application, allocation of codes to be announced, detection and processing of codes.
UE procedures at EPS layer are subject to 3GPP conformance tests, whereas Operating System and application layer logic are not tested by 3GPP. 
The implementation of ProSe functionalities at a layer that is not subject to 3GPP conformance tests may lead to unpredictable UE (mis)behaviors, depending on different device implementations. 
5.Z.2
Security threats 

Preventing possible attacks to the Operating System and/or to the Application layer might be very difficult, if not potentially impossible. Moreover, functionalities implemented at Application /OS layers are not subject to 3GPP conformance tests and thus their operations cannot be predictable.

As a consequence, if some ProSe functionalities were implemented out of the 3GPP layer, the following threats may occur:

· A malicious application may start discovery (announce /monitor) in E-UTRAN even if not authorised

· A malicious application on a consumer ProSe UE may ignore the operator policy regarding usage of Discovery only when in E-UTRAN coverage, and thus transmit also when out of coverage.

5.Z.3
Security requirements
ProSe service security level shall be independent from the device implemention.
ProSe functionalities in the UE shall be secured against possible misuse by malicious applications.

Operator’s authorization and service enablement/disablement procedures in the ProSe enabled UE should be subject to conformance tests in order to avoid unpredictable behavior from a misbehaving device. 
***** End of the first Change *****



