3GPP TSG SA WG3 (Security) Meeting #73
S3-130909
11-15 November 2013; San Francisco (USA)



Source:
Telecom Italia
Title:
Proposed changes on Key Issue #2
Document for:
Approval
Agenda Item:
7.13
Work Item / Release:


Abstract of the contribution: This pseudo-CR proposes some changes to the Key Issue #2: Security analysis for restricted ProSe discovery of SA3 draft-TR on ProSe. 
Discussion
Security requiments for restricted discovery should apply whatever solution is envisaged for discovery (i.e. both via operator’s network and via direct radio signal). Hence we propose to consolidate the existing two requirements into just one. 
The security threat described in clause 5.2.2 explicitely considers the scenario where Mary’s UE is compromised, so a related clarification is added in Clause 5.2.3: Security Requirements. 
Finally, according to SA1 and SA2 WGs decisions, for Rel-12 discovery will be specified only for the non-Public Safety (in coverage) scenario. Discovery for a Public Safety Prose UE will not be included in Rel-12, so it is proposed to delete the Editor’s note in clause 5.2.3. 

It is proposed that SA3 accept this pCR for inclusion in the draft-TR on ProSe. 

Proposed pCR

***** First Change *****
5.2
Key Issue #2: Security analysis for restricted ProSe discovery

5.2.1
Issue Detail

In TR 22.803 section 5.1.1 restricted ProSe discovery use case, 3 users with proximity-enabled UEs are involved.  Mary has authorized John’s UE to discover her UE and vice versa. At the same time, John has authorized Peter’s UE to discover his UE and vice versa. But Mary’s UE is not able to detect that Peter’s UE is in its proximity. 

In other words, a UE shall be not able to discover other UEs which are  not authorized to be discovered. 

5.2.2
Security Threats

Based on SA1’s description, the discovery could be either using direct radio signals or  EPC based. Mary’s UE does not detect Peter’s UE because there is no authorization given by Peter’s  to Mary’s discovering him. However, if Mary’s UE is compromised, it could try to discover all Proximity-enabled UE near her, including the UEs not authorized to be detected, e.g. Peter’s UE. If there is no mechanism in the ProSe system (either on network side or on UE side) to prevent unauthorized discovery, Mary’s UE may be able to discover Peter’s UE. It will break the principle of restricted discovery.

5.2.3
Security Requirements

The following security requirement fits for non-public safety use cases only:


The ProSe system should allow a UE to discover only other proximity-enabled UEs which it is currently authorized to discover even in case of a compromised ProSe enabled UE.

***** End of the first Change *****



