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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

In the past, SA3 has taken privacy into account in the design of 3GPP systems. Examples of this include the use of temporary identities such as the T-IMSI and confidentiality protection of the user plane traffic. The work with privacy has been included as a part of the work with defining security for the 3GPP systems and the privacy requirements have been handled as a subset of the security requirements.

Even though 3GPP has worked with privacy since the start, the responsibility became more direct in the end of 2011, when the SA3 updated its terms of reference to explicitly include privacy. There has also been an increased awareness of privacy related questions in other working groups. This has led to more questions to SA3 regarding privacy when they define new functions. These are reasons why SA3 need to treat privacy, not only as a part of security, but as a topic in its own right to raise the assurance that it is taken care of properly. 

A core part of increasing the assurance around privacy is to establish a baseline for privacy which ensures that an articulated set of privacy principles are kept when designing 3GPP systems.  
This technical report presents privacy principles that SA3 should adhere to when designating new systems, security architectures and protocols. Not only will such principles provide guidance on what needs to be considered and to some extent how, but their mere existence will serve as a constant reminder to SA3 to consider privacy the day-to-day work. In addition, some principles/technologies can be a reference for vendors' products design. Also, it can be an aid for operators when working with subscriber data whose collection and use may not be in scope of the 3GPP specifications.
1
Scope

The present document studies the subscriber privacy impact in 3GPP. In particular, the goals of this document are:
· Identify and understand privacy related key issues impacting 3GPP network
· Identify and potentially harmonize privacy requirements, e.g. MDT

· Identify existing/ongoing work relevant to 3GPP privacy issues in external standard bodies, for potential reuse in 3GPP, e.g. IETF 
· Identify privacy risk mitigation approaches and establish privacy handling guidelines/principle and/or best practices for 3GPP for future specifications
It is not an objective of the study to examine all existing 3GPP specifications in retrospect with respect to privacy.
Editor Notes: Need to update the scope with relevant TS and TR.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2] RFC 6973 "Privacy Considerations for Internet Protocols", http://www.rfc-editor.org/authors/rfc6973.txt
[3] OECD privacy principles
http://www.oecd.org/internet/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborderflowsofpersonaldata.htm#guidelines
3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions and Terminology

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

Editor’s Note: This section should contain a definition for basic privacy related entities. Essential basic entities are at least:

· User

· Protocol Intermediary

· Communication Initiator

· Recipient

· Attacker

· Observer  (observer is an entity that observes the traffic, this can be for a legitimate purpose or illegitimate purpose)

· Eavesdropper (special case of observer, and eavesdropper is having malicious intends)

In addition, there need to define:

· Personal Data

· Identity

· Identifiable

· Location 

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [x].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Communication Model

Editor’s Note: This chapter will describe the communication model used in this document. We will have at least entities

· Starting/initiating a communication protocol by a communication initiator
, e.g. a particular node could take the role of a communication initiator

· Communication via a protocol intermediary which potentially acts upon the received data, e.g. an intermediary proxy could take the role of an intermediary.

· Receiving and processing at the Receiver, e.g. a mobile device or network node could take the role of a communication receiver.

5
Privacy Threats - Description of Key issues of Subscriber Privacy Impact in 3GPP
Editor's note:
This clause is intended to provide an overview of the security issues which impact of subscriber privacy in 3GPP. 
5.1
Key Issue X - Personally Identifiable Information (PII)
5.1.1
Issue Details
PII information is categorized into the following:

· Personal contact information (e.g. name, address, email, phone number)

· Personal Identities information (e.g. user ID, Social Security Number, Passport Number, Identity Card Number)

· User Equipment information (e.g. IMSI, IMEI, MSISDN)

· User Communication data (e.g. content of user voice calls, data session, fax, SMS, voice mail, video, visited websites)

· Location information (e.g. user GPS coordinates, Cell ID, WLAN AP MAC)

· Financial information (e.g. user credit card number, bank accounts)

· Personal sensitive information (e.g. race, religion preference, sexual orientation, health information, criminal records)
5.1.2
Threats

5.1.3
Privacy Requirements
Handling of personal information shall follow widely accepted concepts in order to comply with national and regional requirements covering these aspect of PII handlings:

· notice

· consent 

· collection 

· process and use

· disclosure

· transfer

· retention

· access

· accuracy

· protection

· openness

· anonymity

· sensitivity

· accountability

5.2
Key Issue Y - User and UE Identity Privacy
5.2.1
Issue Details

5.2.2
Threats

5.2.3
Privacy Requirements
Req1: The UE’s permanent identities (IMSI, IMEI, MSISDN, IP, MAC) shall be protected against unintended exposure. 

Req2: If UE’s permanent identities need to be used or accessed, they shall be protected using Privacy Enhancing Technology such as anonymization techniques.
6
Solutions / Threat Mitigation
Editor's Note: This clause is intended to describe solutions/threat mitigations which fulfil the security requirements for the key issue. 

7
Evaluation

Editor's note: This section contains evaluation (possibly including cost and benefit trade-off analysis) of candidate solutions/threat mitigation approach. 

8 Privacy Guidelines
Editor's note: This section contains privacy guidelines to assist fulfilling the privacy requirements above.
Annex <A>:
OECD privacy principles
A.1
OECD privacy principles
This clause contains the OECD privacy principles [3], which are examples of a commonly used and accepted set of privacy principles. These principles also serve as guidance for SA3 on aspects that need to be covered in the study. 

Editor's note: There is currently a discussion about updating the OECD privacy principles. If such updates are done during the present study, SA3 will consider them. 

A.1.1
Collection limitation principle

There should be limits to the collection of personal data and any such data should be obtained by lawful and fair means and, where appropriate, with the knowledge or consent of the data subject.

A.1.2
Data quality principle

Personal data should be relevant to the purposes for which they are to be used, and, to the extent necessary for those purposes, should be accurate, complete and kept up-to-date.

A.1.3
Purpose specification principle

The purposes for which personal data are collected should be specified not later than at the time of data collection and the subsequent use limited to the fulfilment of those purposes or such others as are not incompatible with those purposes and as are specified on each occasion of change of purpose.

A.1.4
Use limitation principle

Personal data should not be disclosed, made available or otherwise used for purposes other than those specified in accordance with clause A.1.3 except:

-
with the consent of the data subject; or

-
by the authority of law.

A.1.5
Security safeguards principle

Personal data should be protected by reasonable security safeguards against such risks as loss or unauthorised access, destruction, use, modification or disclosure of data.

A.1.6
Openness principle

There should be a general policy of openness about developments, practices and policies with respect to personal data. Means should be readily available of establishing the existence and nature of personal data, and the main purposes of their use, as well as the identity and usual residence of the data controller.

A.1.7
Individual participation principle

An individual should have the right:

-
to obtain from a data controller, or otherwise, confirmation of whether or not the data controller has data relating to him;

-
to have communicated to him, data relating to him within a reasonable time;

at a charge, if any, that is not excessive;

in a reasonable manner; and

in a form that is readily intelligible to him;

-
to be given reasons if a request made under subparagraphs(a) and (b) is denied, and to be able to challenge such denial; and

-
to challenge data relating to him and, if the challenge is successful to have the data erased, rectified, completed or amended.

A.1.8
Accountability principle

A data controller should be accountable for complying with measures which give effect to the principles stated above.

Annex <B>:
Privacy Regulations
· EU Directives 2002/58/EC and 2006/24/EC
· Germany’s Federal Data Protection Act
· France’s Data Protection Act 78-17 
· UK’s Data Protection Act 1998

· US’s Privacy Act of 1974 and Electronic Communications Privacy Act

· Australia’s Privacy Act 1988

· New Zeeland’s Privacy Act 1993

· Russia’s  Federal Law N152-FZ on Personal Data

· Japan’s Act on the Protection of Personal Information

· India’s Information Technology Rules of 2011
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