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**** FIRST CHANGE *****

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

.
ProSe direct discovery: A procedure employed by a ProSe-enabled UE to discover other ProSe-enabled UEs in its vicinity by using only the capabilities of the two UEs with rel.12 E-UTRA technology. 

EPC-level ProSe discovery: a process by which the EPC determines the proximity of two ProSe-enabled UEs and informs them of their proximity. 
ProSe UE-to-Network Relay: is a form of relay in which a ProSe-enabled Public Safety UE acts as a communication relay between a ProSe-enabled Public Safety UE and the ProSe-enabled network using E-UTRA.

ProSe UE-to-UE Relay: is a form of relay in which a ProSe-enabled Public Safety UE acts as a ProSe Communication relay between two other ProSe-enabled Public Safety UEs.

ProSe-enabled UE: a UE that supports ProSe Discovery, ProSe Communication and/or ProSe-assisted WLAN direct communication.
Proximity: proximity is determined ("a UE is in proximity of another UE") when given proximity criteria are fulfilled. Proximity criteria can be different for discovery and communication.
**** NEXT CHANGE *****

4.1.2
ProSe Communication

ProSe Communication enables establishment of new communication paths between two or more ProSe-enabled UEs. The use of ProSe Communication must be authorised by the operator and it may take place over E-UTRA or WLAN. 

The network controls the use of E-UTRAN resources used for ProSe Communication for a ProSe-enabled UE served by E-UTRAN. In particular, according to policy a UE's communication path can be switched between an EPC path and a ProSe Communication path and a UE can also have concurrent EPC and ProSe Communication paths.

In addition there are several scenarios that only apply Public Safety usage:

-
ProSe Communication can start without the use of ProSe Discovery. 

-
Public Safety ProSe-enabled UEs establishing the communication path directly between them, regardless of whether the Public Safety ProSe-enabled UE is served by E-UTRAN, 
-
Public Safety ProSe-enabled UEs may participate in ProSe Group Communication or ProSe Broadcast Communication. ProSe Communication is also facilitated by the use of a ProSe UE-to-Network Relay, which acts as a relay between E-UTRAN and UEs not served by E-UTRAN. The use of this relay function is controlled by the operator.

-
ProSe Communication can also take place over a either a ProSe UE-to-Network Relay, which acts as a relay between E-UTRAN and UEs not served by E-UTRAN, or a ProSe UE-to-UE Relay, a form of relay in which a Public Safety ProSe-enabled UE acts as a ProSe E-UTRA Communication relay between two other Public Safety ProSe-enabled UEs.
**** NEXT CHANGE *****

4.2
Architecture for Proximity Services 
The high level ProSe architecture is given here for SA3 to study security threats, requirements and solution in this TR. This architecture is based on the Non-Roaming Reference Architecture given in Figure 4.3.1-1 of TR 23.703 [4], as shown below in Figure 4.2-1.
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Figure 4.2-1:  Non-Roaming Reference Architecture
For Discovery and Direct Communication, SA3 should study the security of reference points given below
:

PC1: Between the ProSe Applications in UE and ProSe Application Server. It is used to define application level signalling requirements.
Editor’s Note: It is FFS if this is in scope of 3GPP SA3.  

PC2: Between ProSe Function and ProSe Application Server. It is used to define the interaction between ProSe App Server and ProSe functionality provided by the 3GPP EPS via ProSe Function. One example may be for application data updates for a ProSe database in the ProSe Function. Another example may be data for use by ProSe App Server in interworking between 3GPP functionality and application data, e.g. name translation.
.
PC3: Communication between UE and ProSe Function. It is used to define the interaction between UE and ProSe Function.  An example may be to use for configuration for ProSe discovery and communication.
PC4: Between EPC and ProSe Function. It is used to define the interaction between EPC and ProSe Function. Possible use cases may be when setting up a one-to-one communication path between UEs or when validating ProSe services (authorization) for session management or mobility management in real time.
PC5: Between UEs to have Direct Communication. It is used for control and user plane for discovery and communication, for relay and one-to-one communication (between UEs directly and between UEs over LTE-Uu).
PC6:  . This reference point between ProSe Functions in different PLMNs (when not roaming) may be used for functions such as ProSe DiscoveryProSe discovery between users subscribed to different PLMNs.
Editor’s Note: It is proposed to reuse the existing security mechanisms as much as possible for above interfaces.
**** NEXT CHANGE *****

5
Key Issues



Editor’s note: Some of the below key issues may be combined together by future contributions. 

Editor’s note: For discovery whether the UE-reporting data  can be considered a trusted source of information to base accounting procedures on or whether other solutions need to be developed is FFS.
**** NEXT CHANGE *****

5.2
Key Issue #2: Security analysis for restricted ProSe discovery

5.2.1
Issue Detail

In TR 22.803 section 5.1.1 restricted ProSe discovery use case, 3 users with proximity-enabled UEs are involved.  Mary has authorized John’s UE to discover her UE and vice versa. At the same time, John has authorized Peter’s UE to discover his UE and vice versa. But Mary’s UE is not authorised to discover 
that Peter’s UE is in its proximity. 

In other words, a UE shall be not able to discover other UEs which are  not authorized to be discovered. 

5.2.2
Security Threats

Based on SA1’s description, the discovery could be either using direct radio signals or  EPC based. Mary’s UE does not detect Peter’s UE because there is no authorization given by Peter’s  to Mary’s discovering him. However, if Mary’s UE is compromised, it could try to discover all Proximity-enabled UE near her, including the UEs not authorized to be detected, e.g. Peter’s UE. If there is no mechanism in the ProSe system (either on network side or on UE side) to prevent unauthorized discovery, Mary’s UE may be able to discover Peter’s UE. It will break the principle of restricted discovery.

5.2.3
Security Requirements

The following security requirement fits for non-public safety use cases only:

The network should allow a UE to discover only other proximity-enabled UEs which it is currently authorized to discover in case of EPC-level ProSe discovery.

The ProSe system should allow a UE to discover only other proximity-enabled UEs which it is currently authorized to be discover in case of ProSe direct discovery
.

Editor’s note: It is FFS if these apply to public safety UEs
**** NEXT CHANGE *****

5.3
Key Issue #3: Restricted ProSe Direct Discovery

5.3.1
Key issue details

One of the key capabilities of a ProSe-enabled UE is to be able to discover other ProSe-enabled UEs in its vicinity by using direct (UE-to-UE) signalling with E-UTRA technology. As part of the normative requirements in TS 22.278 [3] there are two types of discovery: open and restricted. Open applies where there is no explicit permission that is needed from the UE being discovered, while restricted discovery only takes place with explicit permission from the UE that is being discovered. 

**** NEXT CHANGE *****

5.4
Key Issue #4: Security analysis for 
ProSe communication

5.4.1
Issue Detail

Based on SA1’s requirement, the system shall ensure the confidentiality of user data and network signalling over the direct link to a level comparable with that provided by the existing 3GPP system. Now the security context is separate for different UE in existing 3GPP system. So it requires that the separate security context usage in ProSe system. 

5.4.2
Security Threats

When the user plane ciphering is applied, a security issue would be raised that a ProSe-enabled UE can decrypt the communication between two other ProSe-enabled UEs if the same security contexts are used. The attack details are shown in the following scenario. 

There are three ProSe-enabled UEs, e.g. Mary’s UE, Peter’s UE, John’s UE. 

When M
ary, Peter, and John are communicating through the 3GPP network, there is no common security context between them. Peter’s UE can’t get any plain information between Mary’s UE and John’s UE. If the security context for the communication between Mary’s UE and Peter’s UE was the same as for Mary’s UE and John’s UE, Peter’s UE would be able to decipher the communication between Mary’s UE and John’s UE when the encrypted data is eavesdropped by Peter’s UE. Peter’s UE could get the information between Mary’s and John’s UE.

But in existing 3GPP, Peter’s UE can’t get the information between Mary’s and John’s UE, specifically, when Mary’s UE communicates with Peter’s and John’s UE in LTE network. Based on LTE security architecture, Peter’s UE and John’s UE will use different security context to protect the communication with eNBs, and eNB will forward the decrypted UP data to core network and finally send to Mary’s UE with the protection by using other security context between Mary’s UE and eNB. So in this case, it doesn’t followSA1’s requirement. Therefore, the SA1 requirements can be fulfilled only when Mary’s UE use separate contexts communicating with different UEs.
 **** NEXT CHANGE *****

5.6.2
Security threats 

Device theft is a security threat; especially if there is an extensive effort needed to exclude a single device. This was the case if e.g. the same pre-shared secret for multiple devices is used. Such an authentication mechanism is not scalable. If one device is compromised all communication of other devices with the same shared secret is compromised with it. Since entropy from network initiated challenge response procedure is not available sufficient entropy is needed for session key generation. Session keys can’t be distributed via network. 
**** NEXT CHANGE *****
6.1.2
Overview of solution

In solution D1 from TR 23.703 [4], the UE gets the authorisation for direct services from the DPFs of the local PLMNs. The UE and local DPF use TLS to protect the traffic between them. Standard GBA/GAA authentication can be used to for authentication between the UE and local DPF (NAF) with a TLS-PSK ciphersuite to protect the traffic (see TS 33.222 [5]). For Public-safety UEs that support certificates, mutual certificate based authentication in TLS should be used. It is assumed that in this case the UE would be pre-provisioned with the relevant certificates to use with the local PDF.

6.2
Solution 2: Security for discovery

6.2.1
General

This solution addresses key issue 3 in the current document and is the security part of solution D1 in TR23.703 [4].

6.2.2
Tracking of UEs using restricted discovery identifiers

The risk of tracking of a UE by passive receivers in proximity exists if the same announced ProSe identifiers (codes) are sent OTA time and again in periodic announcements. 

A solution to mitigate this tracking risk is to pass the ProSe identifier to a one-way time-varying hash function and only announce the output.  This way, what is broadcast over the air changes with system time. We note that it is assumed that the ProSe identifier  is somehow encrypted and obfuscated according to application needs (out of scope of 3GPP).




6.2.3
Impersonation of restricted discovery identifiers

To mitigate the impersonation risk, the above tracking mitigation limits the possibility of reply attacks. Furthermore with restricted discovery, the ProSe ID will only be available to a known set of other users and hence could only be transmitted by such users. Hence amongst a set of trusted users, the risk of impersonation attacks is small. In addition, for some actions following discovery, e.g. ProSe communications, there may be some authentication signalling exchanged, whereby impersonation can be detected before any user data is actually exchanged.
6.3
Solution 3: Security for direct one-to-one connections 

6.3.1
General

This solution addresses key issue 5 in the current document and is the security part of solutions C3 and C4 in TR23.703 [4].

**** NEXT CHANGE *****
6.3.3
Security parameters

This clause contains a description of the security parameters used and the purpose of that parameter. The list of security parameters is broken down into three sets to reflect the parameters needed for the following states (each state is in respect to a particular other UE):

· D2D-Null: the UE has everything it needs to start the process of communicating with another UE, but no security parameters or any info about the other UE.

· D2D-Idle: the UE has connected to another UE and retained some security parameters for use with that UE

· D2D-Connected: the UE is actually connected to another UE and transmitting data

Stored parameters while in D2D-Null

· D2D authorisation parameters that give the UE permission to use D2D direct communications

· Expressions it will announce, listen to and/or accept direct communication on

Editor’s note: More details on relationship between expression and security contexts is needed

· Set of security algorithm that it is willing to use for direct connections – this may be reduced from complete set supported by the UE by the authorisation parameters ruling out some algorithms, e.g. Null confidentiality only

· For UEs using autonomous connections, the private key/certificate pairs that relate to the various expression it is using

Stored parameters while in D2D-Idle

· Everything from D2D-Null 

· Connection identities: Uni-directional identities (i.e. a local and remote pair) that play the role of S-TMSI in providing privacy for the UE . The remote connection id is assigned by the peer UE to ensure that they are unique at that peer UE.

· Key set identifier, DKSI, which plays the role of eKSI in LTE

· D2D Root key, KD, which plays of the role of KASME in LTE
· List of expression used with this security context

Stored parameters while in D2D-Connected

· Everything from D2D-Idle 

· (At least held implicitly), a pair of NONCES (local and remote), one for each UE that are used to calculate KD-sess : 
· KD-SESS, the session key to be used for deriving further keys to protect the traffic between UE – this is the equivalent of KeNB from LTE

· The confidentiality and integrity algorithms that are chosen to protect the traffic between UEs

· The keys that are used in the above algorithms

· The PDCP counts or ProSe equivalent parameters that are used at the RAN layer as inputs to the ciphering and integrity algorithms

6.3.4
Security procedures

6.3.4.1
General

There are four different security procedures required for direct communications;

· Allocating a Connection identity

· Establishing an DKSI, KD pair at each UE

· Direct-security mode procedure 

· Direct re-keying procedure
The procedures are described in the following subclauses. Each procedure contains a description of when it can be run and how it fits with other security. For details of how each procedure fits in overall connection etc., see solutions C3 and C4 in TS 23.703 [4].
****END OF CHANGEs *****
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�Updates in this subclause aligning with SA2


�This should be clear now


�Aligning text with the rest of subclause


�Alignment with SA2 terms


�Restricted only applies to discovery


�Editorial change to help it read more clearly
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