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Abstract of the contribution: This contribution proposes a conclusion for the device binding issue
Discussion 
There are several proposed solutions to satisfy the requirements for restricting the use of a USIM to specific devices. When reflecting on the discussion for this problem over the last meetings, it seems that the main issues that have been preventing the discussion reaching a conclusion are the following:

· The level of security that needs to be achieved by this feature
· The ability to manage this feature when it is deployed

· Getting a suitable amount of benefit from the implementation effort

· The desire to select only one solution 

Another important issue that has been discussed but not concluded is that a solution only needs to be optional to implement in the UE as it will not be needed for all terminals/subscriptions.

Taking each of the above points one at a time, we believe that the solution chosen to addess the problem of restricting the USIM to specific devices needs to achieve at least a good level of security. This good level of security should make it necessary to break an actual device that is bound to particular USIM, i.e. if this is deployed then the operator/device owner can choose devices with their required security level and know that security level is achieved. 
The second point is important, as a security solution for this issue needs to include a way that the feature can be managed for the devices in the field. If this is not present then the solution will not be complete as it will not support a range of deployment scenarios and hence could be more costly to run, i.e. a different management solution for terminals from different manufacturers.
The final two points are just sensible in terms of the keeping the overall cost reasonable and not fragmenting the market. Taken together with the point about making such a solution optional to implement, it means that a solution that could be deployed piecewise to achieve the above aims has advantages over others.

Given the above it is proposed that SA3 accept the pairing based on symmetric shared secret (in clause 5.4.4.2.3) using AMF bit to signal the a AV bound to the KME with the management of KME done by the procedure proposed in clause 5.4.4.2.3.3.1. The reason for accepting this proposal is that it satisfies the security, management and  solution issues above. In addition, making this solution  optional to implement, i.e a UE may either support this solution and the various network elements may support the relevant parts of the solution, provides a subset of solutions that allow an operator to make choices on the additional level of complexity that they wish to use. For example, if the operator just choses to implement the IMEI/IMSI check in the HSS, then they in effect have the IMSI-IMEI binding in HSS solution given in clause 5.4.4.2.1 . Or if the operator does not require the management procedures and is content to preprovision KMEs then it is enough to have the HSS changes related to the processing of Authentication Vectors that have been bound to a KME (i.e the procedures in 5.4.4.2.3.2) and an UE supporting this solution, i.e.  it is possible to have the increased security by only changing the ME and HSS if no management of KME in the field is needed. In particular it should be noted that no changes are required to the UICC to support this solution. 
A final point to note is that of all the solutions proposed, the PIN based pairing is the solution that is already specified. It seems worthwhile to describe how it can be used as an interim  solution  that only provides low secuirity and could be complex to manage, in addition to standardising the above chosen solution.
SA3 is asked to agree with the following proposals:

Proposal 1: SA3 agrees to take the pairing based on symmetric shared secret (clause 5.4.4.2.3) with the KME management as proposed in clause 5.4.4.2.3.3.1 as the chosen solution for restricting the USIM to specific devices. The solution will be optional to implement in UE, CNN and HSS. 
Proposal 2: SA3 agrees to document how the existing PIN based solution could be used.
