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Abstract of the contribution: This contribution proposes a solution for Key Issue “key establishment”.
1. Introduction
In the scope of 3GPP SA3 TR on security issues to support ProSe, this contribution proposes GBA-based solutions for ProSe Key Issue#Key establishment, described in companion contribution, S3-13xxxxx. 

3. Proposal: pseudo-CR to 3GPP SA3 TR on ProSe
******************************** START of CHANGE***********************************

2
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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
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3GPP TR 23.703: "Study on architecture enhancements to support Proximity Services (ProSe)".
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[xx]
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******************************** END of CHANGE***********************************

******************************** START of CHANGE***********************************

6.x
Solution x: network-supported key establishment
6.x.1
General

This solution addresses key issue x in the current document and takes place when the ProSe-enabled UEs are under network coverage. 
6.x.2
GBA-based key establishment
6.x.2.1
General

This solution relies on GBA framework to generate and distribute a shared key among members of a ProSe Group. Several GBA-based solutions models exist to distribute the shared key. 
6.x.2.2
GBA-based key establishment with invitation
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Pre-requisites

· The ProSe-enabled UEs, involved in the procedure to retrieve a shared key, support GBA and GBA PUSH mechanisms as specified in [xx]. 
· The ProSe-enabled UEs involved in the procedure have established NAF-key with the NAF-ProSe Key Establishment as specified in [xx].
Procedure
1. The User_GO (Group Owner) initiates the creation of a group and sends to the NAF-ProSe Key Establishment server a request to create a key gp_ID . The B-TID of User_GO is associated to the request. The request is signed with User_GO NAF key shared with the server.  
2. NAF-ProSe Key Establishment server verifies the signature and creates a key for gp_ID associated to User_GO.

3. NAF-ProSe Key Establishment server sends to User_GO the key associated to the gp_ID thanks to GBA PUSH mechanism.

4. The User_GO stores the key for gp_ID
5. The User_GO asks a User_n if he wants to join the Group (User_n was identified thanks to discovery procedure). An invitation for User_n, signed with User_GO NAF key, is joined to the request. 

6. User_n sends a request to join to NAF-ProSe Key Establishment server, the invitation of User_GO is included in the request. The request is signed with User_n NAF key shared with the server. 
7. NAF-ProSe Key Establishment server verifies the signatures of request and invitation
8. After successful signature verifications, the NAF sends the key associated to the gp_ID thanks to GBA PUSH mechanism.
· For any other user allowed to join the group, the steps 5 to 8 are executed. 
· In case of need to refresh the key for gp_ID, the steps 9 to 11 could be executed for all the members of the ProSe Group who share a key. 
6.x.2.3
GBA-based key establishment with white list
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Pre-requisites

· The ProSe-enabled UEs, involved in the procedure to retrieve a shared key, support GBA and GBA PUSH mechanisms as specified in [xx]. 

· The ProSe-enabled UEs involved in the procedure have established NAF-key with the NAF-ProSe Key Establishment as specified in [xx].

Procedure

1. The User_GO (Group Owner) initiates the creation of a group and sends to the NAF-ProSe Key Establishment server a request to create a key gp_ID . The B-TID of User_GO is associated to the request with a white list of users allowed to join gp_ID. The request is signed with User_GO NAF key shared with the server.  

2. NAF-ProSe Key Establishment server verifies the signature, creates a key for gp_ID associated to User_GO, and stores the white list associated to gp_ID.

3. NAF-ProSe Key Establishment server sends to User_GO the key associated to the gp_ID thanks to GBA PUSH mechanism.
4.  The User_GO stores the key associated to the group. 
5. The User_n asks the NAF-ProSe Key Establishment server to join the gp_ID and retrieve the corresponding key. The request is signed with User_n NAF key shared with the server.
6. NAF-ProSe Key Establishment server checks the signature and that the User_n is among the white list of the gp_ID. 

7. If the verification is successful, then the NAF sends the key associated to the gp_ID thanks to GBA PUSH mechanism.
· For any other user allowed to join the group, the steps 5 to 7 are executed. 

· In case of need to refresh the key for gp_ID, the steps 8 to 10 could be executed for all the members of the ProSe Group who share a key.
******************************** END of CHANGE***********************************
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