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1 Introduction 
This contribution proposes to add more details to the GBA and GBAPush based solutions  for establishing key material for the Secure Connection between UE and SCS/MTC Application Server in TR 33.868 REL-12.

2 Proposal
It is proposed to accept the following pCR to TR 33.868 Rel-12. 
3 pCR
***
BEGIN CHANGES
***
5.1.4.2.6
Solution 5: Using GBA Push to secure Device triggering procedure over Tsp and T4

End to end protection of the device trigger is regarded to be provided at the application layer and therefore be out of scope for 3GPP specifications.  However, GBA push as defined in TS 33.223 [22] and e.g. Generic Push Layer as defined in TS33.224 [25] can be used to protect the device trigger. 
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Figure 5.1.4.2.6-1: Security for Device triggering procedure over Tsp

The following steps may be performed before step 2 in the Device triggering procedure over Tsp in clause 5.2.1.

Precondition: To be able to use GBA push -based services the SCS needs to be provided with the following information regarding the UE as is defined in Annex B of TS 33.223 [22]. The mechanism how the information is provided is out of the scope of the specification. 

- 
UE_id: This is the External Identifier specified in TS 23.682 [23] or MSISDN.  

NOTE: According to TS 23.682 [23] the use of IMSI outside the 3GPP operator domain is dependent on the operator policy.
NOTE: According to TS 33.223 [22] a public identity shall correspond uniquely to a single private identity.

- 
Push delivery method: This can be left empty as the MTC-IWF will select the trigger delivery method.

- 
Transport address (UE_trp): This may be left empty as the MTC-IWF will select the trigger delivery method. In case the UE_id is MSISDN the transport address may indicate the same

- 
BSF address: FQDN of the BSF

- 
UICC application to use: This is the Appl_Lbl if the UICC application to use is not uniquely determined by the UE transport method and/or UE_Id. 

- 
ME is GPL capable or not: ME needs to be  GPL capable.

- 
UICC is GPL capable or not: UICC needs to be GPL capable when GPL protected message is delivered to targeted UICC application (e.g. USIM).

- 
GPL_ME or GPL_U: GPL_ME or GPL_U when the GPL protected message is delivered to targeted UICC application (e.g. USIM).

Editor’s Note: This is FFS to determine what would be the applications that need to rely on GPL_U to benefit from higher level of security. 

1.
The SCS (acting as NAF) determines the need to use GBA Push in order to establish common security associations in the SCS and UE for the purpose of protecting the device trigger. 

2.
The SCS sends a GPI request to the BSF as defined in TS 33.223 [22]. The request is as defined in TS 33.223 [22] with the following profiling:

- 
UE_Id_type indicates public user identity, i.e. External Identifier or MSISDN. 

- 
Ua security protocol Id in the NAF-Id indicates GPL.

- 
U/M indicates the use of GBA_ME or GBA_U. 

- 
GSID (GAA Service Id) indicates the service requesting use of GBA push.

NOTE: An appropriate value is ffs and needs to be registered in normative phase. This could be e.g. “MTC secure trigger”.

3. The BSF processes the GPI request and contacts the HSS according to TS 33.223 [22].

4. The BSF sends the GPI response including e.g. GPI and NAF keys to the SCS according to TS 33.223 [22]. 

5. The processing at the SCS is as follows:

- 
The SCS creates the GPL-SA as defined in TS 33.224 [25]. 

- 
The SCS creates the protected GPL message including the trigger payload in the GPL payload as defined in TS 33.224 [25]. Combined GPL delivery is used, i.e. the GPI is included in the GPL message.  

NOTE: TS 33.224 [25] allows sending the GPI separately or combined with the GPL message. Since it is specified in TS 23.682 [23] that the SCS sends a (i.e. one) Device Trigger Request to the MTC-IWF and the transport method for the device trigger is selected by the MTC-IWF, it is recommended that combined delivery is used.

6.
When the SCS sends the Device Trigger Request to the MTC-IWF (in step 2 of clause 5.2.1 in TS 23.682 [23]), the trigger payload includes the protected GPL message. Within the Device Trigger Request the SCS also indicates to the MTC-IWF that the trigger is protected. In case of trigger delivery using T4 this allows the MTC-IWF to select an appropriate SMS header parameter or other parameter to differentiate the secure trigger from a normal trigger. 

NOTE: An appropriate SMS header parameter or other parameter needs to be decided by stage 3 groups in normative phase. 

7. The device trigger is transported to the UE as defined in TS 23.682 [23]. As the trigger may not fit into one SM the SMS-SC does any necessary segmentation for larger messages. 

8. When the UE receives the device trigger, the trigger is destined to the secure trigger application based on appropriate SMS header parameter or other parameter indicating a secure trigger and indicate the used security protocol. 

NOTE: An appropriate SMS header parameter or other parameter for application secured MTC trigger needs to be decided by stage 3 groups in normative phase. 

-
The GPL and GPI processing is performed as defined in TS 33.223 [22] and TS 33.224 [25]. 

- 
After this any information contained within the trigger payload is forwarded to the related or addressed UE-application as specified in TS 23.682 [23].
- 
The keys resulting from GPI processing can also be used protect further application layer communication (i.e. to provide a Secure Connection) between the UE and SCS.
***
NEXT CHANGE
***
5.1.4.2.8
Solution 7: Using regular GBA and GPL to secure Device triggering procedure over Tsp and T4 

Editor’s Note: This is an example for Tsp and T4. It is FFS how this solution can be generalized to cover also Tsms case and entities other than the SCS applying the regular GBA and GPL security. 

End to end protection of the device trigger is regarded to be provided at the application layer between the MTC application in the UE and MTC application in the application server and therefore be out of scope for 3GPP specifications.  When the device trigger protection is applied between the SCS and UE, then 3GPP is able to provide a trigger transport service to the SCS. This can be regarded as another value added service that the SCS offers to the MTC application servers in addition to any other value added services that the SCS provides. 

In case GBA is used to provide device trigger protection between the SCS and UE, the SCS takes the role of NAF.  The following describes how regular GBA as defined in TS 33.220 [21] and Generic Push Layer as defined in TS33.224 [25] with extensions as explained below can be used to protect the device trigger between the SCS and the UE. The UE and SCS may have run regular GBA bootstrapping for example as a result of having set up a Secure Connection between the UE and SCS.
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Figure 7.1.3-3: Security for Device triggering procedure using regular GBA and GPL over Tsp and T4

The following steps are performed following the Device triggering procedure over Tsp in clause 5.2.1 of TS 23.682 [23].

Precondition: To be able to use regular GBA -based services together with GPL the SCS needs to be provided with the following information regarding the UE. The information below is based on the information needed for GBApush in Solution 5. The mechanism how the information is provided is out of the scope of the specifications. 

- 
UE_id: This is the External Identifier specified in TS 23.682 [23] or MSISDN.  

NOTE 1: According to TS 23.682 [23] the use of IMSI outside the 3GPP operator domain is dependent on the operator policy.
According to TS 33.223 [22] a public user identity (External identifier or MSISDN) corresponds uniquely to a single private user identity (IMSI or IMPI). This restriction also applies in this solution even though GBA push is not used. 

If MSISDN is used as delivery address, then the USIM associated with that MSISDN should be used. This is so because a SMS will only reach the UE when the USIM corresponding to the MSISDN is active in the UE.
- 
Push delivery method: This information is not needed for this solution as the MTC-IWF will select the trigger delivery method.

- 
Transport address (UE_trp): This information is not needed as the MTC-IWF will select the trigger delivery method. 

- 
BSF address: FQDN of the BSF

- 
ME is GPL capable or not: ME needs to be GPL capable.

-
UICC is GPL capable or not: UICC needs to be GPL capable when the GPL protected message is delivered to targeted UICC application (e.g. USIM).

- 
GPL_ME or GPL_U: GPL_ME ME or GPL_U when the GPL protected message is delivered to targeted UICC application (e.g. USIM). 

Editor’s Note: This is FFS to determine what would be the applications that need to rely on GPL_U to benefit from higher level of security.
-
ME is regular GBA capable or not: ME needs to be  regular GBA capable. Whether the UE is regular GBA capable or not can be an optional configuration parameter in the SCS.

The UE is assumed to have run regular bootstrapping with BSF as shown in steps 1 – 4 for example as a result of having set up a Secure Connection between the UE and SCS. 

1. The UE shall request bootstrapping via the Ub interface with the BSF in regular GBA as described in TS 33.220 [21]. 
2. The BSF shall process the GBA request from the UE as described in TS 33.220 [21].

3. The BSF shall retrieve AV and user profile from HSS as described in TS 33.220 [21].

4.  The BSF and UE perform Ub run as described in TS 33.220 [21]. 

5. The SCS determines the need to trigger the device, e.g. due to that the MTC application server requested the SCS to trigger the device using GBA to protect the trigger. The SCS (acting as a NAF) shall determine the need to contact the BSF to find out if common security associations have been established in the BSF and UE in regular GBA, for the purpose of protecting the device trigger in GPL with these security associations. 

6.
The SCS shall send a Zn interface request to the BSF as defined in TS 33.220 [21] including Public User Identity (External Identifier or MSISDN) instead of B-TID. The request is defined with the following profiling:

Editor’s Note: It must be clarified that the B-TID can be left out from the message exchange.

- 
UE_Id_type indicates public user identity (External Identifier or MSISDN)

- 
Ua security protocol Id in the NAF-Id indicates GPL.

- 
GSID (GAA Service Id) indicates the service requesting use of GBA.

Editor’s Note: An appropriate value is ffs and needs to be registered in TS 29.109 [37]. This could be e.g. “MTC secure trigger”.

7. The BSF shall process the modified Zn interface request and if the BSF has common security associations established with this UE as identified in the Zn request, then the BSF shall send the modified Zn response to the SCS (NAF) including, NAF keys (Ks_(ext/int)_NAF) and other security information to the SCS according to TS 33.220 [21] and extended with the B-TID. 

8. When the SCS receives the Zn response including the B-TID from the BSF, then the processing at the SCS is as follows:

- 
The SCS shall create the GPL-SA by assigning the RAND@NAF-Id as the downlink security association identifier (DL SAID) in the GPL-SA. RAND is received from the B-TID. The UL GPL SAID is set to the same value as the DL GPL SAID.

NOTE: The DL GPL SA ID takes the form RAND@NAF-Id instead of RAND@'naf' defined in TS 33.223 [22] in order to provide the UE with NAF-Id for for the Ks_(int)_NAF computation. 

-
The SCS shall create the protected GPL message including the trigger payload in the GPL payload as defined in TS 33.224 [25]. Since SCS is re-using an existing bootstrapping run in this case, combined GPL delivery can not be used, i.e. the GPI can not be included in the GPL message.  

9.
When the SCS sends the Device Trigger Request to the MTC-IWF (clause 5.2.1 in TS 23.682 [23]), the trigger payload includes the protected GPL message. Within the Device Trigger Request the SCS also indicates to the MTC-IWF that the trigger is protected. In case of trigger delivery using T4 this allows the MTC-IWF to select an appropriate SMS header parameter or other parameter to differentiate the secure trigger from a normal trigger. 

NOTE: An appropriate SMS header parameter or other parameter needs to be decided by stage 3 groups in normative phase

10. The device trigger is transported to the UE as defined in TS 23.682 [23]. As the trigger may not fit into one SMS the SMS-SC does any necessary segmentation for larger messages. 

11. When the UE receives the device trigger, the trigger is destined to the secure trigger application based on appropriate SMS header parameter or other parameter indicating a secure trigger and indicate the used security protocol.

NOTE: 
An appropriate SMS header parameter or other parameter for application secured MTC trigger needs to be decided by stage 3 groups in normative phase. 

· The secure trigger application in the UE prepares a NAF SA by computing the Ks_(int)_NAF from the Ks (established from regular GBA) identified by the RAND part in the downlink security association identifier in GPL. The NAF-Id for the Ks_(int)_NAF computation is received from the domain part of the DL GPL SA ID.

-
The UE initialises the GPL SA and processes the GPL as described in in TS 33.224 [25]. 

- 
After this any information contained within the trigger payload is forwarded to the related or addressed UE-application as specified in TS 23.682 [23].
***
NEXT CHANGE
***
5.1.4.2.9
Solution 8: Using GBA Push to secure Device triggering procedure over Tsms

When entities other than the SCS apply GBA push security for device triggering (i.e. an SME in the generic case) over Tsms, the protection of the device trigger happens end-to-end on application level and therefore the exact security protocol and other mechanisms to protect the device trigger are out of scope of 3GPP. However, 3GPP can provide GBA push-based keys used for the protection. This, in fact, is in practice the same as setting up a Secure Connection with GBApush between the generic SME and UE from 3GPP perspective. 
The flow below illustrates how GBA push can be used to provide keys for protection of device trigger (and also to protect other application level communication) between the UE and an SME. SME act as a push-NAF. It should be noted that the MTC Application Server also may take the role of SME and send a device trigger over Tsms. 
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Figure 5.1.4.2.9-1: Security for Device triggering procedure over Tsms
The following steps may be performed before step 2 in the Device triggering procedure over Tsp in clause 5.2.1.

Precondition: To be able to use GBA push -based services the SME acting as a push-NAF needs to be provided with the following information regarding the UE as is defined in Annex B of TS 33.223 [22]. The mechanism how the information is provided is out of the scope of the specification. 

- 
UE_id: This is the MSISDN.  

NOTE 1: According to TS 23.682 [23] the use of IMSI outside the 3GPP operator domain is dependent on the operator policy. 

NOTE 2: According to TS 33.223 [22] a public identity shall correspond uniquely to a single private identity.

- 
Push delivery method: This is set to SMS.

- 
Transport address (UE_trp): This is set to External Identifier or MSISDN In case the UE_id is MSISDN the transport address may indicate the same.

- 
BSF address: FQDN of the BSF

- 
UICC application to use: This field may be left empty as the UICC application to use is uniquely determined by the UE transport method (i.e. SMS) and/or UE_Id (External Identifier or MSISDN). 
NOTE 3: 

Since the security protocol to be used for protecting the device trigger is decided by the MTC application, the configuration information related to the security protocol is out of scope of 3GPP. However, if the MTC application decides to use, e.g. GPL, then the configuration considerations related to GPL from solution 5 “Using GBA Push to secure Device triggering procedure over Tsp and T4” would apply also here.
 1.
The SME (acting as push-NAF) determines the need to use GBA Push for the purpose of protecting the device trigger. 

2.
The SME sends a GPI request to the BSF as defined in TS 33.223 [22]. The request is as defined in TS 33.223 [22] with the following profiling: 

- 
UE_Id_type indicates public user identity, i.e. External Identifier or MSISDN. 

- 
Ua security protocol Id in the NAF-Id indicates the used security protocol.

- 
U/M indicates the use of GBA_ME or GBA_U. 

- 
GSID (GAA Service Id) indicates the service requesting use of GBA push.

NOTE: An appropriate value is ffs and needs to be registered in TS 29.109 [37] in normative phase. 

3. The BSF processes the GPI request and contacts the HSS according to TS 33.223 [22].

4. The BSF sends the GPI response including e.g. GPI and NAF keys to the SME according to TS 33.223 [22]. 

5. The SME stores the received information from the BSF in a NAF SA as described in TS 33.223 [22].

6. The SME uses the NAF SA to protect the device trigger. Any suitable protocol chosen by the MTC Application Server, for example GPL as defined in TS 33.224 [25], could be used.

- 
Depending on the used security protocol or other considerations, combined or separate GPI delivery is used. This is out of scope of 3GPP and eventually for the SME to decide. 

7.
When the SME sends the Device Trigger SMS to the SMS-SC, the trigger payload includes the protected message. Protection is indicated by means of the MTC application which are not visible to lower layers. 

8. The device trigger is transported to the UE via SMS architecture. Trigger SMS filtering as defined in TS 23.682 [23] may be applied on the way. As the trigger may not fit into one SM the SMS-SC does any necessary segmentation for larger messages. 

9. When the UE receives the device trigger, the trigger is destined to the MTC application based on the SMS header parameter or other parameter.

NOTE: 
An appropriate SMS header parameter or other parameter for application secured MTC trigger needs to be decided by stage 3 groups in normative phase. 

-
The GPI processing is performed as defined in TS 33.223 [22]. 

- 
After this any information contained within the trigger payload is processed by the MTC application.
***
NEXT CHANGE
***
5.2
Secure Connection

5.2.1
Issue Details

-
The MTC Feature Secure Connection is intended for use with UEs that require a secure connection between the UE and SCS in indirect model or between the UE and MTC Application Server in direct model.

-
In the context of MTC Feature Secure connection SA1 has stated the following (S3-100412): 

-
The intention of the MTC Feature Secure Connection is to use the security features of the UICC to enable an exchange of security keys between the MTC Device and MTC Server. The actual encryption of data between the MTC Device and MTC Server would happen at application layer and be out of scope of 3GPP specifications.

-
In TS 22.368 [9] the requirement on secure connection is stated as follows:

The network operator shall be able to efficiently provide network security for connection between MTC Device and a MTC Server or between MTC Device and a MTC Application Server in case there is a direct connection with the MTC Application Server. This applies even when some of the devices are roaming i.e. connected via a VPLMN.

Editor's Note: It needs to be decided that network efficiency should be a general security requirement for all SIMTC issues.

-
The actual usage of the security keys for securing the application level functionality (including encryption of data as indicated above) between UE and SCS/MTC Application Server is out of scope of 3GPP specifications. 

-
Also other mechanisms can be used to provide security between the UE and SCS/MTC Application Server but they are regarded to be outside the context of the MTC Secure Connection feature and therefore out of scope of 3GPP specifications.

5.2.2
Threats

5.2.3
Security Requirements

Any 3GPP defined key management mechanisms for secure connection between the UE and the MTC Server/MTC Application Server should use UICC. 
5.2.4
Solutions

5.2.4.1
 GBA based solutions
5.2.4.1.1 UE initiated Secure Connection based on GBA

GBA, as specified in TS 33.220 [21], is used to bootstrap authentication and key agreement for application security based on the 3GPP AKA mechanism. It can be used to establish the end-to-end security and provide different security levels based on detailed requirements. 

The flow illustrates how GBA can be used to establish a UE-initiated Secure Connection (i.e. keys for application security) between the UE and SCS (indirect model) or between the UE and MTC Application Server (direct model). The flows for both models are depicted in one flow since the flows are equal. SCS and MTC Application Server act as a NAF. 
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Figure 5.2.4.1-1: Security for the Secure Connection established with GBA based solution

Steps from 1 to 10 illustrate the bootstrapping between the UE and BSF as specified in TS 33.220 [21].

Steps from 11 to 16 illustrate how the NAF specific keys derived from the bootstrapped Ks can be used to secure a generic UE-initiated MTC application protocol (i.e. a Ua application protocol in GBA terminology) between UE and the MTC Application Server, or between the UE and SCS. It should be noted that relevant in these steps is the key management since the actual use of the keys to protect the communication is left outside the scope of 3GPP.
1. The UE requests bootstrapping via the Ub interface with the BSF in regular GBA as described in TS 33.220 [21]. 
2. The BSF processes the GBA request from the UE as described in TS 33.220 [21].

3. The BSF retrieves AV and user profile from HSS as described in TS 33.220 [21].

4.  The BSF forwards the RAND and AUTN to the UE as described in TS 33.220 [21] 
5. The client in the UE runs AKA algorithm, verifies AUTN and derives CK, IK and RES as described in TS 33.220 [21].

6. The UE sends another request containing the Digest AKA response (calculated using RES), to the BSF as described in TS 33.220 [21].

7. The BSF authenticates the UE by verifying the Digest AKA response as described in TS 33.220 [21]. 

8. The BSF generates Ks by concatenating CK and IK as described in TS 33.220 [21].

9. The BSF sends a B-TID and the lifetime of the key Ks as described in TS 33.220 [21].

10. The UE generates Ks by concatenating CK and IK as described in TS 33.220 [21].

11. The UE uses the Ks to derive the key material Ks (ext/int)_NAF as described in TS 33.220 [21].The key Ks_(ext/int)_NAF shall be used for securing the reference point Ua (between UE and SCS server; or between UE and MTC Application Server).
12. The UE starts communication over the reference point Ua with the NAF (i.e. SCS or MTC Application Server) using the Ks_(ext/int)_NAF to protect the communication and the B-TID as the key identifier.
13. The NAF (i.e. SCS or MTC Application Server) starts communication with the BSF and requests key material corresponding to the B-TID supplied by the UE to the NAF.

14. The BSF identifies the Ks corresponding to the B-TID supplied by the NAF and the BSF uses the Ks to derive the key material Ks_(ext/int)_NAF as described in TS 33.220 [21].
15. The BSF supplies to the NAF (i.e. SCS or MTC Application Server) the requested key Ks_(ext/int)_NAF and the key lifetime as described in TS 33.220 [21].
16.The NAF (i.e. SCS or MTC Application Server) can communication securely with the UE.

5.2.4.1.2 Network initiated Secure Connection based on GBApush

GBA Push, as specified in TS 33.223 [22], can be used for network initiated key establishing between an UE and an SCS/MTC Application Server. Under MTC scenario, UE generates a NAF key derived from the bootstrap key Ks, and SCS/MTC Application Server acts as NAF which received the NAF key from the BSF. Then UE and SCS/MTC Application Server can set up Secure Connection based on this shared NAF key.
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Figure 5.2.4.1-2: Security for the Secure Connection established with GBAPush based solution

The flow illustrates how GBA push can be used to establish a network-initiated Secure Connection (i.e. keys for application security) between the UE and SCS (indirect model) or MTC Application Server (direct model). SCS and MTC Application Server act as a push-NAF. The flows for both models are depicted in one flow since the flows are equal.
1.The SCS (acting as NAF) or the MTC Application (acting as NAF) determines the need to use GBA Push in order to establish common security associations (NAF SA’s) in the SCS and UE; or in the MTC Application Server and UE as described in TS 33.223 [22].  

2. The SCS or MTC Application Server sends a GPI request to the BSF as defined in TS 33.223 [22].

3. The BSF processes the GPI request as described in TS 33.223 [22].

4a and 4b. The BSF contacts the HSS as described in TS 33.223 [22] and retrieves AV’s from the HSS.

5. The BSF generates the GPI as described in TS 33.223 [22].

6. The BSF sends the GPI response including e.g. GPI and NAF keys to the NAF (i.e. SCS or MTC Application Server) as described in TS 33.223 [22]. 

7. The NAF (i.e. SCS or MTC Application Server) stores the received information from the BSF in a NAF SA as described in TS 33.223 [22]. 

8. The NAF (i.e. SCS or MTC Application Server) forwards the GPI to the UE using the selected transport mechanism and the given transport address.

There are alternatives how the GPI could be sent to the UE. 

If the NAF (SCS or MTC Application Server) does not have IP connectivity with the UE, the GPI could be sent as part of the device trigger to the UE via the Tsp in case of SCS and via Tsms in case of MTC Application Server (acting as SME). In this case the GPI could serve two purposes, it could be used to protect the device trigger (as is described in solutions using GBA to protect the device trigger in the current TR) and it could be also be used to provide keys for the Secure Connection.

If the NAF (SCS or MTC Application Server) has IP connectivity with the UE, the GPI could be sent within the application protocol that the MTC application uses and used to provide keys for the Secure Connection. 

9. The UE processes GPI as described in TS 33.223[22] and stores the information in a NAF SA.
10. The UE and the NAF (i.e. SCS or MTC Application Server) are now ready to communicate and use the established NAF SA for both UE or network-initiated MTC application communication (i.e. for a Ua application protocol in GBA terminology).
***
END OF CHANGES
***
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