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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z 
where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

To position LTE as technology for critical communications such as public safety, security for Group Communication needs to be considered. Group Communication function complements its sibling communication feature of proximity-based services (ProSe). 

1
Scope

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
3
Definitions, symbols and abbreviations
Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. 
A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. 
An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Overview of Group Communication Service Enabler
Editor’s Note: This clause will reference to the SA2 agreed architecture for GCSE. 
Editor’s Note: This section needs always to be cross-checked to reflect changes in SA2 TR GCSE_LTE.

5
Key Issues for GCSE security
Editor’s Note: This section lists important topics that need to be discussed for GCSE security.
5.1
Key Issue #1 <Key Issue name>

5.1.1
Key issue details

5.1.2
Threats 
5.1.3
Security requirements

5.1.4
Solutions
Editor’s Note: Collecting solutions how to solve the key issue. Mark dependencies to other key issues and also to any stage 2 solution that is part of.
5.1.5 
Evaluation
6
Summary of threat and risk analysis
Editor's note: Contributions to this section should be aligned with agreements achieved in the threat sub-clauses of individual Key Issues. Basically, is should be filled in after all Key Issues have been sufficiently discussed. 

7
General security requirements
Editor's note: Contributions to this section should be aligned with agreements achieved in the security requirements sub-clauses of individual Key Issues. Basically, is should be filled in after all Key Issues have been sufficiently discussed. 

8
GCSE security architecture
Editor’s Note: This section should give a complete picture of the aspects for GCSE security architecture. It should include security-relevant functional entities with reference points.
9
Security solution
Editor’s Note: This section should give a complete picture of the GCSE security solution. It should include descriptions of security functions and information flows.
10
Conclusion

Editor's Note:
This section is intended to list conclusions that have been agreed in this WID activity. 
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Change history

Editor’s Note: This is the last annex for TRs which details the change history using the following table. This table can be used for recording progress during the WG drafting process till TSG approval of this TR.
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