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1. Introduction
The purpose of this contribution is to add the details of  editor's note  in  5.2.4.2.2.4. And this part on the basis of Annex A2.1, mainly explain what to excute in  the tests of  BVT.
2. Proposal
**********************START OF CHANGE****************************************
5.2.4.2.2.4
Information needed to execute the required tests for SCT, BVT and EVA activities

Information needed to execute the required tests for the Security Compliance Testing:

The compliance tester shall assess whether the SAS instantiation contains enough information to: 

-
install a representative testbed;

Editor's note: The definition of "representative" is FFS.

-
define test vectors;

-
perform tests;

-
determine whether the tests completely and accurately cover the SAS.

Editor's note: The relation between the "Test Methodology and skill requirements "document and the bullet above has to be clarified.

In cases where the SAS instantiation does not include enough information, the compliance tester can ask the vendor to modify/complete the SAS instantiation.

Information needed to execute the required tests for the Basic Vulnerability Testing:

Editor's note: What part of Annex A.2.1 should be moved here is FFS
The basic vulnerability tester shall assess whether the SAS instantiation contains enough information to:
· determine the scope of tools which to be used in the Basic Vulnerability Testing;
· perform tests;
· determine whether the open ports are explicitly documented;  

· determine whether the protocols are robust;
· determinewhether  the vulnerability be scanned cover  the SAS  ;
In cases where the SAS instantiation does not include enough information, the BVT tester could ask the vendor to 
modify/complete the SAS instantiation.
Information needed to execute the required tests Enhanced Vulnerability Analysis:

The EVA tester could be required to assess whether the SAS instantiation contains enough information to: 

-
define relevant attack paths;

-
perform penetration tests following these attack paths;

-
determine whether a found possible Vulnerability is exploitable in practice, within the operational environment of the product; 

-
determine whether their tests cover what would be expected from the type of attackers defined in the SAS attacker model;

-
eventually conclude whether the network product resists the type of attacks that are expected from the attacker model defined in the SAS.

In cases where the SAS instantiation does not include enough information, the EVA tester could ask the vendor to modify/complete the SAS instantiation.

**********************END OF CHANGE*****************************************
