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Abstract of the contribution: Public safety users of GCSE-enabled Group Communications are likely to also be using ProSe Group Communications.  A key issue is proposed to highlight the importance of considering this interaction in the design of security mechanisms.
**********START OF PROPOSED NEW TEXT FOR GCSE TR***********
5.X
Key Issue #X: Interaction with ProSe security
5.X.1
Key issue details
Many operators providing GCSE Group Communication services (especially to public safety users) will also want to provide ProSe Group Communications to the same users.  

TS22.468 contains a requirement that: “The system shall support groups whose membership shall be the same irrespective of whether a Group Communication is made using ProSe Group Communication or GCSE Group Communication”.

NB: A Group Member, as defined in TS22.468, is someone with the right to transmit communications to and/or receive communications from a group.  A user does not cease to be a Group Member merely because they are not currently doing so.

An example of this might when 4 police officers, who are all Group Members of a large GCSE Group, move into an underground basement with no E-UTRAN coverage.  They switch to using out-of-network ProSe Group Communications.  These 4 officers retain the ability to communicate securely within their subgroup, maintaining confidentiality even if there are other ProSe-enabled UEs with communication range. 

In practice there will clearly be some cases where the requirement for alignment between groups cannot be achieved in full; e.g. when a subgroup of devices is off-network they cannot possibly be aware of changes to group membership on the network side.  The requirement is to enable this as far as possible though.
5.X.2
Security threats

If membership of the two types of group becomes out of sync, this leads to two threats:

- An availability threat, that someone who is in coverage, and needs to hear a group communication, does not do so.

- A confidentiality threat, if someone is removed from e.g. a GCSE Group, but retains the ability to access the group when a set of users go out of network coverage.
5.X.3
Security requirements

The security mechanisms chosen shall support the requirement for groups in ProSe and GCSE whose memberships are the same.
**********END OF PROPOSED NEW TEXT***********
