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Abstract of the contribution: this contribution details the description of partly ciphering SDT solution.
1. Introduction
In current TR33.868, the partly ciphering solution mainly focuses on how to generate key stream and how to partly cipher the NAS message, but the security description does not tightly coupled with the SA2’s NAS-based solutions. This paper aims to detail the partly ciphering SDT solution, which describes the security protection in NAS signalling procedures and adds a corresponding figure.    
2. Analysis

SA2’s control plane solutions include NAS solution 1 in clause 5.1.1.3.1, NAS solution 2 in clause 5.1.1.3.2, and T5-based solution in clause 5.1.1.3.3 in SA2’s TR23.887, all these solutions need to encapsulate small data in NAS PDUs and transfer them in NAS messages. In the other hand, in order to reduce signalling and save resource, the radio interface is optimized to carry the initial L3 message in RRCConnectionComplete message, and this optimization applies to all three control plane solution. Besides, the partly ciphering solution is just used to protect the small data in NAS message between UE and MME, but it does not care how to transfer the small data to the target SCS/AS from MME. So the partly ciphering solution suits for all three control plane solutions.
Following description is the security operation for SDT control plane solutions and it is maimly about security protection between UE and MME:  
a. Optimized LTE message sequence for the transfer of a MO small data packets
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1. UE requests the UE's AS to establish an RRC connection with establishment cause 'low priority small data''.
2. eNB accepts the small data type access and returns the RRCConnectionSetup message.

3. UE sets the “Security header type” IE‘s reserved value, e.g. “0101”, to “Integrity protected and partly ciphered”, generates key stream used for partly ciphering and then partly ciphers the initial L3 message by applying the key stream, which performs XOR operation between the data needed to be ciphered in initial layer 3 message and the key stream. The encrypted IE including small data is encapsulated in NAS PDU which is a new form of initial layer 3 message. UE also integrity protects the initial L3 message by generating a MAC-I.

4. UE includes security header type, eKSI, encrypted data, SN, and MAC-I in the new initial L3 message, then sends the NAS PDU in the NAS container to eNB in the RRC Connection Setup Complete message.

5. The eNB forwards the partly ciphered NAS PDU to the MME in the S1AP Initial UE message. 

6. The MME identifies that the small data is integrity protected and partly confidentiality protected according to the “Security header type”, finds the NAS security context by eKSI, then verifies the MAC-I. MME also generates a key stream that is same as UE’s to decipher the partly ciphered NAS PDU. 
7. MME sends the small data packets to S-GW/SMSC/IWF.

Note: for NAS solution 1, MME sends the small data packets to S-GW; for NAS solution 2, MME sends the small data in SMS to SMSC, or in small data unit to network entity defined for small data; for T5 based solution, MME sends the small data packets to IWF through T5-AP protocol.

8. If there are response data packets to UE, MME waits to receive them and then sends them to UE through eNB. If there is no response data packet to UE, MME sends “UE context release” signalling to eNB to release RRC connection immediately.
b. Optimized LTE message sequence for the transfer of a MT small data packets pair
For MT small data packets pair transmission, MME receives UE’s service request message before it sents the downlink small data packets to UE, thus MME can find the corresponding UE’s NAS security context according the KSI and then cipher and integrity protect NAS PDUs including small data. As a result, the current NAS security mechanism can be used to protect MT small data transmission.
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***************************************Begin of Change*******************************************
5.7.4.1.2
Solution 1: Partly ciphering

The partly ciphered security mechanism is necessary for initial uplink layer 3 NAS message of MO packet delivery for SA2’s solutions, in which the new initial L3 message is used to carry the small data packets in an encrypted IE (some other information like UE’s EPS Bearer ID may also be included in the encrypted IE). The network (MME/SGSN) firstly needs to recognize that whether the initial layer 3 message from UE is ciphered or not. It can be achieved by adding a partly ciphering indicator in the new initial L3 message, i.e. UE set the current “Security header type” IE’s reserved value, e.g. “0101”, to “Integrity protected and partly ciphered”. So the network can identify the initial L3 which carries the small data is partly confidentiality protected and then generate key stream to decipher this partly ciphered initial layer 3 message.

In the other hand, the generation of the key stream is another issue that should be considered. The method can be as following:  The key stream used for partly ciphering is derived through EEA. The EEA input parameters include the “LENGTH” which is set to the real length of data needed to be ciphered and the other EEA input parameters remain the same, so the length of generated key stream is the same as that of data needed to be ciphered. Then the plaintext data is encrypted by applying the key stream, which performs XOR operation between the data needed to be ciphered in initial layer 3 message and the key stream.  The encrypted data is encapsulated in NAS PDUs.

Based on above analysis, the partly secure protection of small data in NAS message for MO IP packets delivery can be done as followings: UE performs Attach activating a PDN connection or TAU (with an already active PDN a connection).Then UE sets the current “Security header type” IE‘s reserved value, e.g. “0101”, to “Integrity protected and partly ciphered”. Small data is included in NAS PDU which is a new form of initial layer 3 message. This NAS PDU is sent in the NAS container in the RRC Connection Setup Complete message. The eNB forwards the partly encrypted IP packets to the MME in the S1AP Initial UE message. The MME identifies the small data is integrity protected and partly confidentiality protected and then generates a key stream to decipher partly ciphered initial layer 3 message. 
SA2’s control plane solutions include NAS solution 1 in clause 5.1.1.3.1, NAS solution 2 in clause 5.1.1.3.2, and T5-based solution in clause 5.1.1.3.3 in SA2’s TR23.887, all these solutions need to encapsulate small data in NAS PDUs and transfer them in NAS messages. In the other hand, in order to reduce signalling and save resource, the radio interface is optimized to carry the first L3 message in RRCConnectionComplete message, and this optimization applies to all three control plane solution. Besides, the partly ciphering solution is just used to protect the small data in NAS message between UE and MME, but it does not care how to transfer the small data to the target SCS/AS from MME. So the partly ciphering solution suits for all three control plane solutions.

Following description is the security operation for SDT control plane solutions and it is mainly about security protection between UE and MME:  

a. Optimized LTE message sequence for the transfer of MO small data packets
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Figure 5.7.4.1.2-1: Optimized LTE message sequence for the transfer of MO small data packets
1. UE requests the UE's AS to establish an RRC connection with establishment cause 'low priority small data''.
2. eNB accepts the small data type access and returns the RRCConnectionSetup message.

3. UE sets the “Security header type” IE‘s reserved value, e.g. “0101”, to “Integrity protected and partly ciphered”, generates key stream used for partly ciphering and then partly ciphers the initial L3 message by applying the key stream, which performs XOR operation between the data needed to be ciphered in initial layer 3 message and the key stream. The encrypted IE including small data is encapsulated in NAS PDU which is a new form of initial layer 3 message. UE also integrity protects the initial L3 message by generating a MAC-I.

4. UE includes security header type, eKSI, encrypted data, SN, and MAC-I in the new initial L3 message, then sends the NAS PDU in the NAS container to eNB in the RRC Connection Setup Complete message.

5. The eNB forwards the partly ciphered NAS PDU to the MME in the S1AP Initial UE message. 

6. The MME identifies that the small data is integrity protected and partly confidentiality protected according to the “Security header type”, finds the NAS security context by eKSI, then verifies the MAC-I. MME also generates a key stream that is same as UE’s to decipher the partly ciphered NAS PDU. 
7. MME sends the small data packets to S-GW/SMSC/IWF.

Note: for NAS solution 1, MME sends the small data packets to S-GW; for NAS solution 2, MME sends the small data in SMS to SMSC, or in small data unit to network entity defined for small data; for T5 based solution, MME sends the small data packets to IWF through T5-AP protocol.

8. If there are response data packets to UE, MME waits to receive them and then sends them to UE through eNB. If there is no response data packet to UE, MME sends “UE context release” signalling to eNB to release RRC connection immediately.
b. Optimized LTE message sequence for the transfer of a MT small data packets pair
For MT small data packets pair transmission, MME receives UE’s service request message before it sents the downlink small data packets to UE, thus MME can find the corresponding UE’s NAS security context according the KSI and then cipher and integrity protect NAS PDUs including small data. As a result, the current NAS security mechanism can be used to protect MT small data transmission.
     Editor’s Note: It is FFS in SA3 for partial ciphering solutions as it may violate the current protocol layer security concepts.  
***************************************End of Change*******************************************
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