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Abstract of the contribution:

This contribution proposes a security architecture for GCSE_LTE.  
1 Introduction
In TR 23.768 v0.4.1 section 7.1, architecture diagram shows a composite view of different solutions is described. The document proposes corresponding security architecture for GCSE_LTE for helping to analyse the security threats.

2 Analysis

As a conclusion in TR 23.768 v0.4.1, GC3 shall be the M1 interface and GC4 is the Sm interface. Network domain security can ensure the security of M1 and Sm interface. Since media distribution in DL for unicast is on SGi, there is no GC5 interface required.

The following security areas should be considered.
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Figure 1: Security architecture for GCSE_LTE composite view
The above figure defines the potential high level security architecture for GCSE_LTE. Four different areas are defined. 
A) 
Security for GCSE_LTE communication between the UE and 3GPP network can be further divided to:

A1)   Security for GCSE_LTE communication between the UE and E-UTRAN. Security for unicast delivery and multicast delivery should be considered separately.
A2)   Security for GCSE_LTE communication between the UE and MME. 
A3)   Security for GCSE_LTE communication between the UE and BM-SC. Only security for multicast delivery should be considered.
B) 
Security for GCSE_LTE communication between the MBMS-GW and BM-SC. 
C) 
Security for GCSE_LTE communication between the BM-SC and GCSE AS. 
D)
Security for GCSE_LTE communication between UE and GCSE AS. The interface between UE and GCSE AS is out of 3GPP scope in Rel-12. 
2 Proposal

We kindly ask SA3 to accept the following PCR.
******************************************Begin of First Change********************************************************

X Overview of Security Architecture
The GCSE_LTE security architecture described in Figure 1 is based on the system architecture given in TR 23. 768 and is given here for helping to analyse the security threats.
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Figure 1: Security architecture for GCSE_LTE composite view
The above figure defines the potential high level security architecture for GCSE_LTE. Four different areas are defined. 
A) 
Security for GCSE_LTE communication between the UE and 3GPP network can be further divided to:

A1)   Security for GCSE_LTE communication between the UE and E-UTRAN. Security for unicast delivery and multicast delivery should be considered separately.

A2)   Security for GCSE_LTE communication between the UE and MME. 
A3)   Security for GCSE_LTE communication between the UE and BM-SC. Only security for multicast delivery should be considered.
B) 
Security for GCSE_LTE communication between the MBMS-GW and BM-SC. 
C) 
Security for GCSE_LTE communication between the BM-SC and GCSE AS. 
D)
Security for GCSE_LTE communication between UE and GCSE AS. The interface between UE and GCSE AS is out of 3GPP scope in Rel-12. 
******************************************End of First Change***********************************************************
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