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1. Abstract of the contribution
In the section related to the definition of TOE and TSF and their use in SECAM evaluation, there are two Editor’s notes requesting for clarifications on:
1. What is related to requirements on TOE content and what is related to requirements on TOE description.
2. How to properly name the generic network product class description in the SAS to avoid confusion with the TOE TSF definition for evaluation below is FFS.

Summary of changes:

- Fix of a reference to TOE and TSF sections in 5.2.4.2.2.1.1
- New text in 5.2.4.2.2.1.2 (TOE) to solve the above mentioned EN

- New text in 5.2.4.2.2.1.3 (TSF) to solve the above mentioned EN, introducing the term "Required Security Functionality (RSF)"
- A complementary new subsection “5.2.4.2.2.1.4
Impacts of non-compliance on evaluations” to further clarify the content and use of TSF and TOE both in the standardisation and in the evaluation phase
- A new section "5.2.4.2.2.1.4
RSF/TSF adaptation for special circumstances" as a template to explain how to handle special circumstances where only close matches to the needed SAS for a particular Network Product is available or where an existing SAS contains flaws

- A new title “5.2.4.2.2.1.5
Exclusion of components” above the text talking about exclusion of components that was “hidden” inside the TSF subsection (editorial)

- A small clarification at the beginning of “5.2.4.2.2.2
Mapping of SAS security requirements to the network product and assets in the network product” to help the reader of this subsection on the intention
2. pCR
********************** START OF FIRST CHANGE***************************
5.2.4.2
SAS instantiation evaluation

5.2.4.2.1
Overview

SAS instantiation evaluation is to check whether an SAS instantiation written by a vendor is a correct instantiation of the SAS of the network product class and whether it is a good basis for evaluating the network product. 

The accredited evaluator (vendor or third-party evaluator) for security compliance testing is responsible for SAS instantiation evaluation before it is used to evaluate network product. The evaluator shall confirm at least that the SAS being instantiated for a given 3GPP network product and the network product for evaluation are consistent,
5.2.4.2.2
Content

5.2.4.2.2.1
Scope of evaluation

5.2.4.2.2.1.1
Overview

A given network product from a vendor might be packaged in different ways for each commercial transaction to address the tailored request from operators. For example, vendor A might package and commercialized its MME network product Z1 as an application only with the operator being responsible to provide the hardware and the virtualisation environment to run this MME network product. In some individual cases, some operators might however request that the vendor provides a complete bundle (including hardware and virtualisation solution) in addition to the MME application Z1.

SECAM evaluations are conducted for a particular packaging of the network product. One objective in SECAM is to ensure maximum reusability of evaluation results of the evaluation of a particular package while still provide a clear and comprehensive description of the boundaries of what was evaluated. In practice to maximize the reuse, the vendor is likely to have the most commonly sold package of its network product evaluated.

A clear definition of the boundaries of what was evaluated ensures this reusability but also prevent a false perception of what was security tested as additional components are facing well-defined interfaces. These definitions are provided in the scope of evaluation description provided by the vendor in the SAS instantiation by a definition of the TOE and TSF as developed in 5.2.4.2.2.1.2 and 5.2.4.2.2.1.3.

CC uses different terms to define what is to be evaluated, namely Target of Evaluation (TOE) and TOE Security Functionality (TSF).Given the differences between Common Criteria and Methodology 2 approaches, those terms are not necessarily identical to their CC counterparts. Clarifications on the differences are provided in the dedicated clauses. 

NOTE:
SECAM provides no provision to assess whether the evaluation results for a different package of the network product that the one that was evaluated are still valid. However as the boundaries of what was evaluated are made clear by the scope of evaluation clause in the SAS instantiation, the operator can make their security acceptance decision with a clear understanding of what was evaluated for this new package.
5.2.4.2.2.1.2
TOE


The TOE defines what, within the commercialized Network Product, is to be evaluated. It is defined Common Criteria as "a set of software, firmware and/or hardware possibly accompanied by guidance." In CC, the TOE is defined by the vendor. In CC evaluations not following a Protection Profile there is a huge latitude for the vendors in this definition, since a vendor may choose to include components in, or exclude them from, the TSF at free will. This latitude does not exist for SECAM since the TSF for the entire network product as commercialized by the vendor is defined by the available and applicable SASs.
The TOE description does not contain security requirements or functions, but a logical and physical perimeter for the evaluation. Since this perimeter heavily depends on the vendor’s particular version of the Network Product, the TOE is not described in the SAS, and must be described by the vendor in the instantiated SAS. The term TOE may however be used in the SAS text (e.g. a security requirement in an SAS may define that “the integrity of the TOE shall be protected during delivery”). The term TOE if used in an SAS always refers to the TOE described in the SAS instantiation.
In order to ensure that the TOE is sufficiently comprehensive and well described, the definition of the TOE shall describe its content in terms of high level components and external interfaces. This content shall comply with the following requirements:
-
All elements mandated by relevant SAS requirements for the Network Product Class(es) shall be included in the TOE. 
All interfaces of the TSF shall be part of the description of the TOE. This defines a condition for a minimum size of the TOE.

Editor's note: If SA3 decides to make a distinction between mandatory and conditional requirements (see clause 5.2) the formulation in the above bullet will have to be adapted to ‘all APPLICABLE requirements' or similar

-
All external communication interfaces of the TOE shall be part of the TOE description. External communication interfaces of the TOE are interfaces that allow communications between functions inside and outside the TOE. 
If the TOE is not the entire product as packaged for evaluation then the interfaces between the TOE and the parts of the network product not in the TOE need to be described as external communication interfaces of the TOE. Justification why it is not possible to access the assets of the network product as defined per the SAS by other means that the external interfaces of the TOE must be provided. 

NOTE 1:
The Basic Vulnerability Testing will be conducted on the external communication interfaces of the TOE. If the TOE definition is smaller than the entire network product, the above requirement makes possible to have external communication interfaces of TOE under evaluation that are not in the set of external communication interfaces of the network product.  Testing these external interfaces of the TOE which might be potentially internal interfaces of the network product might be challenging. Moreover, proving that the above mentioned justification is valid might be challenging. Thus reducing the scope of the TOE to a smaller subset than the network product does not guarantee easier testing.

NOTE 2:  this requirement is to ensure that these interfaces are covered by the BVT and EVA. It also ensures that no external interface to the product not covered by the TOE can be used to attack the TOE as such attacks would have to go through an external communication interface of the TOE. 

-
A TOE is allowed to be larger than this minimum size defined by the preceding bullets. NOTE1 above explains why this may be useful.

5.2.4.2.2.1.3
TSF

CC also defines TSF as the "combined functionality of all hardware, software, and firmware of a TOE that must be relied upon for the correct enforcement of the Security Functional Requirements". In CC, the vendor has latitude regarding the definition of TSF interfaces in terms of granularity (entire process supporting the security function, API within this process, physical interface of the board embedding the process…). 

In SECAM, the context is different, because the tests are already described, although at a high level, within the SAS. Through the sum of requirements in the SAS a set of Required Security Functionality (RSF), from which the TSF for the instantiated SAS is to be derived is implicitly defined.

NOTE X:
To have consistent derivation of the RSF into a TSF by the vendors, the RSF for a given network product class will be included in the corresponding SAS (e.g in the form of a table listing this set of minimum required security functionality). The definition of this RSF for a given network product class is expected to take place at the end of the SAS writing process (i.e after the verification of the security requirements, see 5.2.2.4.1 “Writing process overview”). The exact format of this RSF (table, list) is left for the normative phase.

In SECAM, the TSF would be a "combined functionality of all hardware, software, and firmware of a TOE that must be relied upon for the correct enforcement of the SAS requirements". Whether a component is part or not of the TSF as well as the granularity of the definition of a component is disambiguated by the test cases of the SAS. For example an SAS may include the following requirement:

Requirement: The product shall include a security audit function, accessible only by a user having the role admin X, logged through SSH on the server.

Test case: 

-
the tester shall connect as the admin user through SSH and verify that he can access the audit

-
the tester shall verify that a user without admin rights cannot access the audit using the same connection

-
the tester shall verify that no other means exist to access the audit except a SSH session

In this case it is clear what, from where to test and how to test (physical port of the network product where the SSH server is listening). 
5.2.4.2.2.1.4
RSF/TSF adaptation for special circumstances

Editor's note: This section shall describe how to deal with cases where a Network Product needs to adapt the RSF described in an SAS to its own circumstances. This could e.g. happen when the Network Product only partially implements a so far foreseen Network Product Class.  In such cases where, where there is no fully fitting existing SAS for a SECAM evaluation but only close matches the derivation of the TSF in the instantiated SAS from the RSF in the SAS might need some special adaptation. 

Editor's note: Also this section will describe the solution for cases, where the existing SAS by mistake has flaws which are discovered during, but cannot be resolved in time by 3GPP for, an ongoing SECAM evaluation. The possibility for RSF/TSF adaptation shall also avoid that SAS creation and Network Product Class scoping gets too complex and spawns a multitude of parallel versions with very small distinguishing differences.

5.2.4.2.2.1.5
Exclusion of components

Consequently, the SAS instantiation shall not exclude a component from testing on the grounds that it was already evaluated under another scheme unless this SAS allows it explicitly to refer to the certificate obtained under this different scheme for a given set of tests (e.g. FIPS). 

Editor's note: Whether SECAM recognizes the results of other evaluation (for example FIPS) and requires re-testing is FFS 

No component can be removed from the TOE or from the TSF on the grounds that it was not developed by vendor itself and that it is an outsourced or the 3rd party component.
5.2.4.2.2.2
Mapping of SAS security requirements to the network product and assets in the network product

The goal of the mapping is to enforce consistency between

· The TOE as defined by the vendor

· The RSF as defined by the SAS and the potentially refined TSF in the instantiated SAS by the vendor

It mainly consists in explaining how the TSF is achieved in the context of the vendor-specific TOE.

The SAS instantiation will provide:

-
A concrete mapping of the SAS "theoretical" assets on "real" assets on the network product

-
A concrete mapping of the SAS security requirements on the high-level components supporting these functions 
The evaluator shall confirm at least that:

-
all assets from SAS are present in the SAS instantiation,

NOTE 1: 
e.g. the SAS instantiation shall not decide, against the SAS, that some assets need no protection because of physical deployment site protection

-
if SAS instantiation introduces new assets they are considered assets to be protected in a manner consistent with SAS
NOTE 2:
e.g. if the SAS instantiation uses two admin roles instead of a single one in the generic SAS, both shall have their credentials protected consistently

-
the SAS instantiation does not waive threats identified in the SAS,
NOTE 3:
e.g. the SAS instantiation shall not claim that a threat from the SAS is not applicable under the assumption that more organizational control is performed during administrators' recruitment

********************** END OF FIRST CHANGE***************************

