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Abstract of the contribution: This pseudo-CR proposes a change to the security requirements drawn for the Key Issue #3. 
Discussion
Possible replay attacks on identities announced over the air interface may cause a receiver to believe that the other UE is in proximity when it currently is not, and hence the receiver might maliciously be induced to take whatever action discovering that UE would involve. It is deemed that the occurrence of such kind of attacks should be prevented, rather than just minimized.  This would also be aligned to SA1 agreed requirement “The system shall ensure the authenticity of the ProSe Discovery information used by an application that is authorised by the operator and the user.”, which is proposed to be added as well. 
It is proposed that SA3 accept this pCR for inclusion in the draft-TR on ProSe. 
Proposed pCR

***** First Change *****
5.3.3
Security requirements

The system shall ensure the authenticity of the ProSe Discovery information used by an application that is authorised by the operator and the user. 
The identities announced on the air interface must be able to be protected from being understood by a currently unauthorized UEs, in order to support restricted discovery. Furthermore, the tracking of UEs based on their announced identities over time should be minimized.

The opportunity for replay attacks on identities announced over the air interface should be prevented.  
***** End of the first Change *****
