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1
Introduction
In the Reply LS S1-124505, SA1 saw fit to remind SA3 that PWS Security is an optional feature:

“SA1 would like to remind SA3 that PWS Security is an optional feature, conditional on regional regulatory requirements.”
In the SA1 WID SP-120433 “Stage 1 for Protection against false PWS Warning Notifications” this is formulated as:

“These requirements will be optional since there are regions and countries that do not require this functionality.

As this is important (it means that even in Rel-12 and beyond, there will be UEs and networks without PWS Security support), we propose to add a statement regarding this to clause 4 of the TR.

SA1 have updated their Rel-12 PWS and PWS Security requirements regarding roaming, limited service state and disabling of Warning notifications in VPLMNs (see S1-133290 and S1-133292). After the update the PWS Security requirements only apply when not roaming internationally and PWS-UEs in limited service state shall be able to receive and display warning notifications.
The text in clause 6.2.5.1 regarding Enabling and disabling of Warning Notifications is out of date as the SA1 requirements have been updated several times since the clause was added. As the text was more or less duplicating the text in clause 4.6.4 in TS 22.268 we propose to just delete the duplicated text as was done for the duplicated SA1 requirement in clause 4. 
2
PCR

***
BEGIN CHANGES
***
4
Security requirements of PWS

Editor’s Note: This section aims to add the updated security requirements of PWS, including roaming case.

Requirements for PWS and PWS Security identified by SA1 are specified in TS 22.268 [2]. Of special interest for the PWS Security work are clause 4.6.4 on Enabling and disabling of Warning Notifications and 4.8 on Security Requirements. The requirements for PWS Security are optional since there are regions and countries that do not require this functionality.
Additional requirements for PWS Security identified by SA3 are as follows:

-
For UE that are enabled to receive Warning Notifications from the VPLMN in roaming areas, it shall meet these security requirements listed above. 
Editor’s Note: The above requirement needs further clarification.
-
The authentication solution should be robust against errors in the key distribution and overload so that genuine (potentially lifesaving) messages do not get rejected due to some error or overload in the network or in the authentication mechanism itself.

-
A serving network should periodically send test warning messages on the broadcast channel.

-
If the UE has not been configured for PWS message security, PWS warning messages shall always be displayed to the receiving end user.

-
Whether the PWS message has been properly authenticated or not should be invisible to the receiving end user except in the case when an authentication failure in a primary notification implies that an already displayed paging notification shall be rejected.

-
It shall be possible to configure whether or not primary notifications are displayed.

Editor’s Note: The above requirements are ffs as it may be difficult to provide a perfect security solution with these requirements. For detailed questions cf. S3-130440.
***
NEXT CHANGE
***
5
System and security architecture of PWS

Editor’s Note: This section aims to give an overall description of security aspects of PWS.


[image: image1]
Figure 5.1: PWS system architecture overview

Figure 5.1 gives an overview of the complete security architecture.

-
Air interface between UE and access network needs security protection as PWS Warning notification messages are broadcast to UE via SYSTEM INFORMATION.

-
CBC is part of the core network and connects to the network entity. For GERAN, CBC connects with the access network entity BSC; For UTRAN, CBC connects with the access network entity RNC; For E-UTRAN, CBC connects with the core network entity MME. The protocols between the CBC and these network entities are defined in 3GPP TS 48.049 [4], TS 25.419 [5] and TS 23.041 [3].

-
CBE is on a national level and outside of the scope of the 3GPP network. It is assumed that the CBE is responsible for all aspects of formatting CBS, including the splitting of a CBS message into a number of pages and the actual signing.

-
MSC/SGSN or MME can be used to deliver PWS keys to UEs.



Editor's Note: It needs to add security architecture of PWS.

Editor's Note: The security solution should minimize the impact to the current mechanism

Editor’s Note: MSC/SGSN may receive PWS keys from CBC, or PWS keys are configured in MSC/SGSN directly. It is for FFS how MSC/SGSN gets the PWS keys in GERAN/UTRAN, and whether a new interface between MSC/SGSN and CBC should be added, e.g. for the synchronization of NSUC.

***
NEXT CHANGE
***
6.2.5.1
General
The UE shall support the verification of the signature and a USIM data file with two settings to disable the PWS functionality (for requirements and detailed handling of the USIM data file see clause 4.6.4 on Enabling and disabling of Warning Notifications in TS 22.268 [2]).



And how to verify PWS Warning Notifications when integrity protected shall be solved. By this way, UE can verify whether the message comes from an authenticated authorized source and whether the messages have been modified maliciously.



Editor’s Note: The impacts of sending more than one signature to the UE and if this solves the overload problem is FFS.

***
END OF CHANGES
***
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