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1. Introduction
This contribution is the result of agreement number 5 of the first evening session. Please check document number S3-130854 for the detailed minutes. The overall goal of the document is to have a clear delineation of activities in SECAM to avoid later misunderstanding on what will be in the normative work. 

There a proposed conclusion contribution for the SECAM study in S3-130878 (update of original S3-130624) which proposes to leave Advanced Vulnerability Testing for a new study once the rest of the SECAM work is completed and to only have compliance testing in a first phase. This conclusion contribution proposes however to include some basic part of vulnerability testing in SECAM first phase. 

This proposal is supported by the proposed changes which now provide a clear delineation in the TR between Security Compliance Testing, Basic Vulnerability Testing and Enhanced Vulnerability testing.
Discussion and Summary of changes
The following terms are proposed to be defined by the "first change" of this contribution to ensure their common understanding is the same for the final readers of the document and all parties involved in its creation:

· Enhanced Vulnerability Analysis (EVA) -. This term is used to differentiate from Basic Vulnerability Testing, which will be included in the first phase of SECAM along with Security Compliance Testing. So far the terms "Vulnerability Testing" or "Vulnerability Analysis" were used to refer to what we now term “Enhanced Vulnerability Testing” by some contributors including Orange. 
Note that, if only Security Compliance Testing and Basic Vulnerability testing enters the normative SECAM phase now and EVA is studied in a later phase as proposed in 624, it is sufficient to have a precise understanding of Security Compliance Testing and of  Basic Vulnerability Testing, while the details of EVA can be left open for now. 
· Basic Vulnerability Testing (BVT)– the part of what was “vulnerability testing” in the old text that is proposed to be done in the first normative phase of SECAM along with Security Compliance Testing. So far the terms "Vulnerability Testing" or "Vulnerability Analysis" were used to refer to what we now term “Basic Vulnerability Testing” by many contributors including NSN.
· Security Compliance Testing (SCT) - the compliance testing part of SECAM, defined to ensure universal understanding what is meant and to differentiate from other compliance testing.
· Vulnerability - the contribution clarifies that a Vulnerability can be exploited and are not just identified potential issues.
· Vulnerability Assessment - The process of assessing the output of SCT and BVT activities to classify the found issues by severity in order to identify those which are relevant Vulnerabilities.
We update the terms in the overview (section 5.2.1) in the "second change" below using the new definitions from the first change and giving explanations in Word comments. 
The "third change" contains a walkthrough of the rest of Methodology 2 where the terms are updated where applicable. Individual term changes within the "third change" would be waived if another accepted pCR changes the original text in a way that the proposed term change becomes redundant.  Term updates to other accepted pCRs might still be needed to be done by the editor after acceptance of the term definitions.
TO EDITOR: For every occurrence of the terms "Vulnerability Testing", "Vulnerability Analysis" and similar in newly accepted contributions it needs to be analyzed whether it is intended to refer to "Basic Vulnerability Testing" or "Enhanced Vulnerability Testing" and changed accordingly. The term "Security Compliance Testing" should replace "compliance testing" where applicable.
Furthermore, in the "fourth change" we move the Basic Vulnerability Testing tools which had been proposed in S3-130647 to be Basic Vulnerability Testing Requirements to Appendix A.2 and reshape them accordingly to fit the style needed for the requirements.
2. pCR
********************** START OF FIRST CHANGE***************************
3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Security Assurance Specification: For convenience and neutrality of method, the document describing the security assurance requirements produced by the method in this study item will be referred to as a Security Assurance Specification (SAS).
[...]

Vulnerability: An exploitable issue in a Network Product rendering it unable to withstand attacks. Vulnerabilities create the risk of successful attacks.
Vulnerability Assessment (VA): The process of assessing the output of SCT or BVT activities to classify the found issues by severity in order to identify those which are relevant Vulnerabilities.
Security Compliance Testing (SCT): Evaluation process step used in Methodology 2 to describe activities for checking the compliance of a Network Product with applicable Security Assurance Specifications.
Basic vulnerability Testing (BVT): The process of running security tools against a Network Product. In Methodology 2, Basic Vulnerability Testing is defined by the use of Free and Open Source Software (FOSS) and Commercial off-the-shelf (COTS) Security Testing tools on the external interfaces of the Network Product. Details on these tools can be found in Annex A.2.10.
Enhanced Vulnerability Testing (EVA): Evaluation process step used in Methodology 2 and described in section X.Y.Z. This activity takes the output of the earlier Security Compliance Testing and Basic Vulnerability Testing into account.

NOTE: 
The exact scope and activities of EVA is FFS in a future Study Item. Examples include more advanced activities than executed during the Basic Vulnerability Testing stage and chaining of vulnerabilities to penetrate the tested system. EVA may depend highly on the skills of the testers.
[...]

Network product: A network product is the instantiation of one or more network product class(es).

********************** END OF FIRST CHANGE***************************
********************** START OF SECOND CHANGE***************************
5.2
Methodology 2

5.2.1
Overview

[...]

SECAM evaluation will cover the following three tasks:

-
Vendor development process assurance compliance (assessing if the method used to develop the products is compliant with the Security Assurance Process)

-
Security Compliance Testing (assessing if requested security requirements are correctly implemented in a network product)
-
Basic Vulnerability Testing (running of a set of FOSS/COTS tools on external interfaces of the Network product)
-
Enhanced Vulnerability Analysis (holistic approach to analyze risk and impact of Vulnerabilities found in the Network Product) 

The actor performing a task shall be accredited by the Certification Body for this specific task.

	SECAM TASKS
	ACCREDITED ACTOR

	Vendor development process assurance compliance
	Accredited vendor

	Security Compliance Testing
	Accredited vendor or accredited third-party evaluator

	Basic Vulnerability Testing
	Accredited vendor or accredited third-party evaluator

	Enhanced Vulnerability Analysis
	Accredited vendor or accredited third-party evaluator


Table 1 Mapping between SECAM phases and involved party.

Consequently, according to table 1, SECAM can take many forms, depending on who performs Security Compliance Testing, who performs Basic Vulnerability Testing and who performs  Enhanced Vulnerability Analysis. SECAM is intended to enable self-evaluation where the vendors evaluate their network products if they have the proper accreditation for that. Methodology 2 provides all provisions for this need.

[...]

Below are several examples of instantiation of roles for SECAM:

Example 1: Combination of self-evaluation (for security compliance) and third-party evaluation (for vulnerability testing) for the evaluation of a 3GPP network product (e.g. MME A of vendor X)

In the example below:

-
Vendor development process assurance compliance is self-assessed by a vendor, which has previously been accredited by the Certification Body for this task;

-
Security Compliance Testing is self-assessed by a vendor, which has previously been accredited by the Certification Body for this task;
-
Basic Vulnerability Testing is self-assessed by a vendor, which has previously been accredited by the Certification Body for this task;
-
Enhanced Vulnerability Analysis is assessed by an accredited third-party laboratory which has previously been accredited by the Certification Body for this task.

-
The operators, and the vendors as far as third parties are concerned, receive the report from all four tasks of the evaluation for a given network product and are able to check that all involved parties (self-evaluating vendors and/or 3rd party evaluators) were accredited to undertake the tests by checking their accreditation with the Certification Body.


[image: image1]

Figure 1: Combination of self-evaluation for Security Compliance and Basic Vulnerability Testing and third-party evaluation for Enhanced Vulnerability Analysis for the evaluation of a 3GPP network product (e.g. MME A of vendor X)

Example 2: Complete self-evaluation of a 3GPP network product (e.g. eNodeB B from vendor Y)

This second example below is similar to the first one except that the vendor is also accredited to undertake Enhanced Vulnerability Analysis and thus conduct all the three phases of evaluation.
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Figure 2: Complete self-evaluation of a 3GPP network product (e.g. eNodeB B from vendor Y)

[...]

********************** END OF SECOND CHANGE***************************
********************** START OF THIRD CHANGE***************************
5.2.2
Methodology building

5.2.2.1
Overview

[...]

Once the SAS are ready, they will be used to define, when necessary, the expected test methodology for each security requirement (for Security Compliance Testing, Basic Vulnerability Testing and Enhanced Vulnerability Analysis tasks). This test methodology is complementary to the expected output of the test cases defined in the SAS and should help the evaluators providing guidance on how to conduct these tests where necessary. This test methodology document will also define the expected skills and tools for testing laboratories (especially for BasicVulnerability Testing and Enhanced Vulnerability Analysis). Having an evaluation guidance document will help to ensure that the SECAM evaluations can be compared to each other in the sense that a similar set of tools and techniques will be applied to produce the test outputs.

NOTE:
Some information related to Enhanced Vulnerability Analysismethodology (detailed attack “how-to” for specific points) is expected to stay confidential, and will be managed by Certification Body or the operators and vendors, as applicable.

NOTE:
The detailed results of the testing from a network product are not expected to be public. These results will be given to the operators upon request to the vendors and might also be requested by the Certification Body for resolution of dispute cases.
[... picture ...]

Figure 3: Successive activities for “Methodology 2” building

The writing of the security assurance process related document which will include Vendor Development Process Assurance requirements is detailed in sub-clause 5.2.2.2. Sub-section 5.2.2.3 details the writing of the Security Assurance Specification documents which are used as input in the evaluation tasks.

The output of the Security Compliance Testing task is detailed in sub-clause 5.2.4.2. The output of the Basic Vulenrability Testing task is detailed in sub-clause 5.2.4.3. The output of the  Enhanced Vulnerability Analysis task is detailed in sub-clause 5.2.4.4.

5.2.2.2
Security assurance process document writing

Overview
The security assurance process document will define the complete SECAM evaluation process (evaluation, relation to accreditation body …) as well as the components of SECAM that are intended to provide the expected security assurance. The content necessary for Security Compliance Testing, Basic Vulnerability Testing and Enhanced Vulnerability Analysis will be part of the SAS. Vendor development process assurance requirements which are generic to all network product classes will also be developed in this security assurance process document.

[...]

5.2.3
Vendors and third-party laboratories accreditation

[...]
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Figure 4: Accreditation of vendors or third-party laboratories by Certification Body

5.2.3.1
Methodology and quality accreditation

SECAM resorts to recognized national accreditation bodies to assess the methodological practice of testing laboratories, whether they assess  perform Security Compliance Testing, Basic Vulnerability Testing or Enhanced Vulnerability Analysis. It also relies on these bodies for the Quality Qualification for Vendors
[...]

5.2.3.3
Audit and accreditation

The accreditation is performed by the Certification Body, and consists in: 

-
assessing the skills of the vendors or third-party laboratories in conducting an evaluation for conformance to 3GPP SAS requirements for a given network product class or range of classes;

-
assessing the compliance to Vendor Development Process Assurance process (vendors only)

-
assessing the compliance to Test methodology (for Security Compliance Testing, Basic Vulnerability Testing and Enhanced Vulnerability  Analysis laboratories).

One can be accredited for Vendor Development process, Security Compliance Testing, Basic Vulnerability Testing or Enhanced Vulnerability  Analysis, or for all four of them. Certification Body monitors the process through an audit. The accreditation is typically performed during a trial evaluation session where the testing laboratory demonstrates its skills to an auditor from the Certification Body by undertaking the tests on a concrete network product.

[...]

5.2.4.1
Development process and SAS instantiation

[...]
Use of TOE and TSF description in evaluations

The TOE and TSF description will be provided by the vendor as part of the SAS instantiation document. The TSF description and particularly the description of its interfaces with the rest of the TOE are necessary to ensure that evaluators have relevant information to understand the critical parts of the network product to be evaluated (for Security Compliance Testing, Basic Vulnerability Testing and Enhanced Vulnerability  Analysis)  and are able to identify relevant entry points (for Enhanced Vulnerability  Analysis).

This description is also necessary for the operators to have a clear view on the boundaries of the testing that were undertaken on the network product in the context of its SECAM evaluation.
NOTE:
Required and acceptable level of details in the description of the TOE and the TSF by the vendor as well as the mapping of these description to the generic description that will be in the SAS of the network product class needs to be defined by normative definition of SAS instantiation to ensure that the boundaries of what was evaluated are clear.

NOTE:
There is a degree of freedom regarding the TSF definition as it will ultimately very much depend on proprietary implementation choices of vendors and of assumption on the dependency to other components to enforce the SAS requirements. A vendor could define the TSF at an even lesser scale, e.g. MME appliance + only some threads in the MME remote management application. However it should be noted that the TSF will undergo Enhanced Vulnerability  Analysis, which imply that TSF interfaces will be fully tested. 

NOTE:
The concrete example of TOE and TSF are to be taken as preliminary concepts, since they are obviously subject to change during the threat analysis of network product classes, security assurance process redaction and SAS writing phases. As a matter of fact, those phases are required to achieve a better definition, and the present study will not consider modifying them during this preliminary stage. 

5.2.4.2
Security Compliance Testing

The Security Compliance Testing laboratories shall provide the following documents to the Basic Vulnerability Testing laboratories, the Enhanced Vulnerability Analysis laboratories and to the operator:

[...]
Vendors, operators or other bodies can propose new security requirements for addition to 3GPP standards (SAS) if a new threat or Vulnerability has been identified. This gives SA3 the flexibility to continuously review and improve their security compliance checklist. 

5.2.4.3
Basic Vulnerability Testing
This activity covers at least three aspects: Port Scanning, Vulnerability Scanner by the use of Vulnerability scanners and robustness/fuzz testing. Details can be found in Annex A.2.10. The Basic Vulnerability Testing laboratories shall provide to the operator:

-
the test procedures [following,SAS (see Annex A.2.10)]
-
the test results [following SAS output format indications (see Annex A.2.10)]

5.2.4.4
Enhanced Vulnerability Analysis
The Enhanced Vulnerability Analysis laboratories shall provide to the operator:

-
the test procedures [following Test methodology (see 5.2.2.1)]

-
the test results [following SAS output format indications]

Editor’s note: Threat assessment data and description of key assets of network products provided by the vendors will help the evaluator in understanding the product under evaluation. It is FFS which documents are needed to fulfil this need.

5.2.5
Operator security acceptance decision

The operator examines the network product, the Security Compliance Testing, the Basic Vulnerability Testing and Enhanced Vulnerability Analysis reports as well as the testing laboratories certificates published by the Certification Body and decides if the results are sufficient according to its internal policies. In particular, the operator can perform a sample of the Security Compliance Tests, Basic Vulnerability Testing or Enhanced Vulnerability Analyses, based on the delivered test procedures.

The vendors and third-party laboratories accreditation documents monitored and maintained by the Certification Body attest the trustworthiness of these actors and can help operators in their security acceptance decisions.
5.2.6
Certification

5.2.6.1
Monitoring

The Certification Body monitors three kinds of accredited actors within the scheme:

-
Vendors development processes, which are expected to comply with the Security Assurance Process

-
Security Compliance Testing laboratories, which are expected to comply with the Test Methodology and skills requirements
-
Basic Vulnerability Testing laboratories, which are expected to comply with the Test Methodology and skills requirements
-
Enhanced Vulnerability Analysis laboratories, which are expected to comply with the Test Methodology and skills requirements

Monitoring activities lead the Certification Body to maintain the status of these actors (accredited or not accredited).
5.2.6.2
Dispute resolution

The Certification Body must provide a process to resolve conflicts when an accredited operator shows evidence of inconsistencies in:

-
Vendor Development process activities (inconsistencies in analysis of compliance against Security assurance process);

-
Security Compliance Testing laboratories activities (inconsistencies in analysis of compliance against SAS);
-
Basic Vulnerability Testing laboratories activities (inconsistencies in analysis or use of the output of the BVT tools);
-
Enhanced Vulnerability Analysis laboratories activities (inconsistencies in analysis of residual vulnerabilities).

[...]
5.2.7
Summary of SECAM deliverables

	Phase
	Sub-phase
	Deliverable
	Published by

	Methodology building
	
	Consensus on threats [temporary document]
	3GPP

	
	
	Security Assurance process
	

	
	
	Security Assurance Specifications for the network product class listed in section 4.4


	

	
	
	Testing laboratories accreditation and monitoring rules

Test methodology and skills requirements
	Certification Body / GSMA

	Accreditation 
	Methodology Accreditation
	Accreditation report
	Accreditor

	
	Evaluator audit and accreditation
	Security Compliance Testing laboratories certificate
Basic Vulnerability Testing laboratories certificate
Enhanced Vulnerability Analysis testing laboratories certificate
	Certification Body / GSMA

	Evaluation
	SAS instantiation
	Instantiation of SAS
	Vendor

	
	Vendors Development process compliance
	Design documentation [free-form]

Operational guidance [free-form]

Version management plan [free-form]

Flaw remediation documentation [free-form]


	

	
	
	
	

	
	Security Compliance Testing
	Test procedures  [following SAS]

Test results [following SAS output format indications]
	Vendor or third-party



	
	Basic Vulnerability Testing
	Test procedures  [following SAS]

Test results [following SAS output format indications]
	

	
	Enhanced Vulnerability Analysis  testing
	Test procedures  [following Test methodology]

Test results [following SAS output format indications]
	

	
	
	
	

	Certification
	Operator security acceptance decision
	Operator security acceptance decision
	Operator

	Dispute resolution
	 -
	Operator claims


	


********************** END OF THIRD CHANGE***************************
********************** START OF FOURTH CHANGE***************************
 A.2.10 Basic Vulnerability Testing

Basic Vulnerability Testing activities consist of requirements for running automated Free and Open Source Software (FOSS) and and Commercial off-the-shelf (COTS) security testing tools against the external interfaces of a Network Product. Such tools or equivalent alternatives are likely available to all kind of attackers.
NOTE: 
As Basic Vulnerability Testing is universally applicable for all Network Product Classes, the requirements for this testing category are expected to be specified as a general SAS module. This general SAS module will then be linked and potentially amended by SASes for individual Network Product Classes.

NOTE: 
The requirements in this testing category are kept general, the wildcard [protocol] indicates a placeholder for the actual protocol relevant as it is implemented in the Network Product and made available on external interfaces. The protocols for which the individual Basic Vulnerability Testingactivities will be required are to be selected during the normative phase.
NOTE: 
The individual tools used for Basic Vulnerability Testing are selected by the Security Compliance Testing laboratories. The SECAM accreditation body will ensure during laboratory accreditation that the testers are able to utilize adequate tools.
NOTE:
To avoid creating a monopoly for security testing tool vendors the usage of a security testing tool having specific capabilities should only be mandatory if there are at least two alternatives by different vendors available for use in most world regions.
Requirement 1: Port Scanning
Reference: GST - Port Scanning
Description: Port Scanners reveal open ports. Their output can be used to verify that all running services are explicitly documented and thereby it can be assured that no undocumented or untested service posing a potential security risk is running on the Network Product during operation. 
Test case:

-
Run port scanner for [protocol] on all external interfaces providing [protocol].
-
Verify that the output of port scans reflects the services documented to be available on the respective interface of the Network Product. Derivations must be explained by the Network Product vendor. Also it needs to be ensured that all services identified by the port scanners are subject to respective tests of other Basic Vulnerability Testing tool categories.
Target network product classe(s): All Network Products offering [protocol] on external interfaces.
Requirement 2: Vulnerability Scanning
Reference: GST - Vulnerability Scanning
Description: Vulnerability Scanners check whether known vulnerabilities and other known security shortcomings are present in the tested system. Vulnerability scanners usually check the protocols they are intended for (e.g. TCP/IP and UDP/IP) as well as the services on top of it. Issues identified by those tools usually cover the whole range of possible vulnerabilities.
Test case:

-
Run vulnerability scanner for [protocol] on all external interfaces providing [protocol].

-
Perform a Vulnerability Assessment of the issues identified: Evaluate issues according to CVSS score or other suitable scoring mechanisms. Those issues falling into a medium, high or critical category need to be highlighted and assessed for actual impact in the use case of the Network Product in question.
Target network product classe(s): All Network Products offering [protocol] on external interfaces.

Requirement 3: Robustness Testing
Reference: GST - Robustness Testing
Description: Robustness Testing ("fuzzing") tools identify issues in protocols which might occur when unexpected input is provided. Issues identified by those tools could e.g. lead to denial of service vulnerabilities.
Test case:

-
Run robustness testing tool for [protocol] on all external interfaces providing [protocol].
-
Perform a Vulnerability Assessment of the issues identified: Evaluate issues according to calculated CVSS score or other suitable scoring mechanisms. Those issues falling into a medium, high or critical category need to be highlighted and assessed for actual impact in the use case of the Network Product in question. This could e.g. mean that the testing report states that an unauthenticated remote attacker may force the Network Product to restart by sending certain protocol input.
Target network product classe(s): All Network Products offering [protocol] on external interfaces.

********************** END OF FOURTH CHANGE***************************
�TO EDITOR: "Vulnerability Testing" in this picture needs to be replaced with "Enhanced Vulnerability Analysis "


Addition of the Basic Vulnerability Testing bloc in all parts of the picture is also to be done


�TO EDITOR: "Vulnerability Testing" in this picture needs to be replaced with "Enhanced Vulnerability Analysis "


Addition of the Basic Vulnerability Testing bloc in all parts of the picture is also to be done


�To editor. This picture is updated in S3-130636 


�TO EDITOR: "Vulnerability Testing" in this picture needs to be replaced with "Enhanced Vulnerability Analysis " and "compliance testing" with "Security Compliance Testing"


Basic Vulnerability Testing needs to be added


�NOTE TO EDITOR: check with other reference to modularity in M2. Also check the overlap with the “hardening requirement” part
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