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1. Summary of the evening sessions on SECAM

During SA3#72, two evening sessions on SECAM were held on Monday and Wednesday. The work during this two sessions was very effective and it was possible to merge an important number of contribution before the plenary discussion. The details of the agreement and minutes of the session 1 and 2 can be found below.
2. Detailed minutes of the first SECAM evening session and agreements:

The first SECAM evening session was held on Monday 7th of July 2013 from 6:30 PM to 8:30 PM and focused on clarification of definition and activities based on S3-130814 (which was already an update of S3-130647) taking into account comments from S3-130691, S3-130692 and S3-130802. 
The following agreements were made:

0)
Orange will get a document number for the meeting minutes
1)
Split of activities in Methodology 2 into three activities which now have 3 new definitions in the definition section:

- 
Security Compliance Testing (SCT) which is what was formerly called “compliance testing” in M2 and will be based on the security requirements and test cases from the SAS

-
Basic Vulnerability Testing (BVT) which contains the robustness testing/ port scanning and vulnerability scanning parts from what was formerly called “vulnerability testing activities” in the old text. This activity will be based on COTS/FOSS tools
-
Enhanced Vulnerability Testing (EVT) which contains the more advanced part of what was formerly called “vulnerability testing” and which is described in contribution S3-130812 (which was the initial update of S3-130633 aligned with initial S3-130814) 

2)
New definition for the term “Vulnerability”

3)
New definition for the term “Vulnerability assessment”

4)
The changes from agreements 1), 2) and 3) will be replicated throughout M2 text as it was the case in original S3-130814

5)
Orange will get a new number and will produce an update of S3-130814 that will reflect the agreement 1 to 4. This new document will be the merge of S3-130647, S3-130692, S3-130692 and S3-130814 and will be presented instead of these 4 documents in plenary

The above work consumed almost all meeting session time. At the end of the evening session, S3-130822 from CMCC was presented to check whether there were still open points after all these new agreements. It appeared that from the 4 questions from the last slide of this contribution, question 1 and 4 on content and ownership of the “Test Methodology and skills requirements” remained open. CMCC has a contribution (S3-130636) that proposes a clarification that would solve question 1 and 4. The following last agreement on this point was made:
6)
S3-130822 does not need to be presented again in plenary as S3-130636 which address the last open questions will be presented

Similarly to initial S3-130814 contribution, the revision of S3-130814 has an impact on the following contributions:
-
S3-130808 – NSN/ Orange update of Orange initial S3-130620 SAS instantiation content - clarification of VT terms and cleanup
-
S3-130810 – NSN/Orange update of original Orange initial S3-130625 SAS instantiation usage and evaluation - clarification of VT terms
-
S3-130812 – NSN/Orange update of S3-130633 Vulnerability testing activities - clarification of VT terms
The three first documents need to be updated to reflect the agreement from the evening session. It was decided that:
7) Orange will request 3 new document numbers to update the above contributions. These updated contributions will be presented in plenary instead of their original counterpart, i.e:

-  The update of S3-130808 will be presented and will be the merge of S3-130808 and S3-130620. S3-130808 and S3-130620 will not be presented.

-  The update of S3-130810 will be presented and will be the merge of S3-130810 and S3-130625. S3-130810 and S3-130625 will not be presented.

-  The update of S3-130812 will be presented and will be the merge of S3-130812 and S3-130633. S3-130812 and S3-130633 will not be presented.

Following the clarifications made during the evening session, S3-130632 (Difference between security compliance testing and vulnerability testing) which was commented by NSN in S3-130811 is not applicable anymore as more descriptive text is now present in all new contributions. It was thus decided that:
8) S3-130632 and S3-130811 will be noted and not presented

Action points to all companies:
1)
The updates of contributions that will be provided by Orange will copy-paste the initial source of the updated contributions and commenting contributions as the source of the new document. Each company should check and confirm that they co-sign the new updated documents. New co-signers are welcome and should notify their intention to co-sign.
2)
According to the agreements above, some of the contribution initially submitted to this meeting will not be presented in plenary as the updated contribution will be presented instead. Companies are invited to check the status of their document according to these minutes.

3)
This changes are likely to impact many other SECAM contributions at least slightly in their wording. Companies are invited to check their contributions and if possible to make the necessary adaptation by providing a revised document for plenary discussion.
Conclusion:

All in all, many agreements and clarification were made during this session. 5 new documents will be produced out of this first evening session (1 meeting minutes document capturing the agreement and 4 updated pCR). This will allow presenting 5 documents instead of 13 documents to plenary for SECAM agenda item 1 to 3. 
3.
Minutes of the second SECAM evening session and agreements:

The second SECAM evening session was held on Wednesday 7th of July 2013 from 7:15 PM to 8:45 PM for the main session and focused on S3-130636 and on the merge of S3-130646 with comments of Alcatel-Lucent (S3-130807) and NSN (S3-130813). 
1) (15 min)  Short collection of question and comments on the implementation from the agreement of the first evening session
No comment was made on documents S3-130856, S3-130859, S3-130860 and S3-130854.
A comment from CMCC on S3-130857 on a missing occurrence of BVT was taken into account and implemented in draft_S3-130857_was_S3-130810_after_the_evening_session_v3.doc

2) (20 minutes) S3-130636: Clarification on “Test methodology and skills requirement owner”

-  The following note was removed: “NOTE:
Some information related to vulnerability testing methodology (detailed attack “how-to” for specific points) is expected to stay confidential, and will be managed by Certification Body or the operators and vendors, as applicable”

- The figure 3 “Successive activities for “Methodology 2” building” was modified. The green box “test methodology and skills definition” was moved at the same level as the green box “Definition of security requirements and environmental assumptions”. 

Some wording issues remained in the S3-130636 but they are solved in other contributions covering the same part of the TR. The new updated document is S3-130874.
3) (45 minutes) S3-130646 with S3-130807, S3-130813, S3-130642 and S3-130643

Part1: S3-130807

a) The sentence “Further, when doing so, a rationale shall be provided explaining why it was necessary to deviate” in 5.2.2.3.1 was challenged.

Several propositions were made:

- Keep the rationale just before the test description (Ericsson)

- Before the test case, point to an annex in the same document, which would contain all the rationales (Huawei)

- Capture the rationales in the TR: hence, there would be no need to re-document them again in the TS (NSN)

Finally, this sentence was clarified by adding that “It will be determined in the normative phase in which document rationales will be captured”.

b) In 5.2.2.3.2.1, the content of the SAS document was more precisely defined: “The SAS document contains three parts: a Network Product Class Description, a Security Problem Definition and the Security Requirements (including the test cases) for this specific Network Product Class [see clause 3.1], identified by SA3 to counteract the risks outlined by the threat analysis.”

c) In 5.2.2.3.2.3.3, the step 2 necessary to build a SECAM catalogue of SR is refined as follows: “Select from the identified sources (for example, CC2, NDPP, OSPP) the proper security requirements that meet the needs of the security objectives and adapt them to SECAM.”

d) In 5.2.2.3.2.3.3, in the Example of derivation of a security requirement from a CC part 2 requirement, the same clarification as for 5.2.2.3.1 was added: “Dependent requirements are not required to be included and can be skipped if a short rationale is provided for why it is acceptable to do so.  It will be determined in the normative phase in which document rationales will be captured.”

Part2: S3-130813

It was discussed if the editor’s note proposed by NSN could be added to the document: 
“Editor’s note: It is ffs whether an SAS should distinguish between mandatory and conditional requirements. This distinction may be useful for functions that are optional to implement for a given network product class. If an optional function is present in the network product then security requirements, made conditional on the presence of this function, will apply, otherwise not.”

China Mobile disagreed with the second sentence. Hence, it was agreed to change the editor’s note into the following: “It is ffs whether an SAS should distinguish between mandatory and conditional requirements. If a function that is optional for a given network product class is present then security requirements, made conditional on the presence of this function, will apply, otherwise not.”
Part3: S3-130642 and S3-130643
The merged version of S3-130642 and S3-130643 into S3-130646 was presented. No comment was made.

Action point for Orange: 
Get a new document number to present the evolutions of document S3-130636 and S3-130646 (merge of S3-130807, S3-130813, S3-130642 and S3-130643). The new document is S3-130875.
4) Discussion on TOE/TSF definition based on presentation of S3-130772 and S3-130815

This point of the agenda was taken offline due to the lack of time. A merge could be achieved for S3-130639, S3-130770, S3-130772, S3-130648, S3-130815 on all points. It should be checked with S3-130634 source if 634 is also considered to be merged.
The new document is S3-130876.
