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Abstract of the contribution: This contribution resolves editor’s notes on fast path threats and requirements.
1 Discussion
This contribution resolves editor’s notes on fast path threats and requirements.
2 Proposal
It is proposed to adopt the pCR to TR 33.868.
3 pCR 

***
BEGIN CHANGES
***
5.7.2.2. 
Small data fast path in the user plane

Threats to sensitive network information
SA2 solution currently considered in SA2 TR 23.887 v0.6.0 (small data fast path) is based on the principle of providing information to the UE about the end-point of the PDN Connection or its bearer(s) in the SGW (SGW S1-U F-TEID). From security perspective, information like SGW S1-U F-TEID reveals the network topology (like number of S-GWs) and also revealing network privacy information (core network internals like S-GW IP addresses) lead to attacks (like flooding) on the core network. The operational details of a core network are sensitive information that operators are reluctant to expose it to the rest of the world. In order to hide network topology, it is required that the information provided to the UE for small data transmission (small data fast path) should not provide the operational details of the core network entities like SGW IP address to the UE. 

Editor’s Note: It is ffs on this threats analysis topology and privacy issue.
Threats to small data user plane traffic
The intention with the Small data fast path solution (‘Alternative A: Small Data Fast Path’ in SA2 TR 23.887) is that small data can be sent in user plane when the UE is in idle mode without requiring the normal transition to connected mode in AS-layer in LTE systems. Therefore in this small data fast path setting, the UE would send user plane traffic without setting up the regular Access Stratum (AS) security and because of this, it is not possible to encrypt or integrity protect the user plane traffic  between the UE and the eNB. As a result of this, an attacker can inject traffic and eavesdrop on subscribers’ traffic. Protection of the small data transfer traffic would be desirable to protect the robustness of the charging and the integrity and confidentiality of the small data traffic on user plane. It should be noted that the above analysed threats for traffic injection and eavesdropping are also applicable to regular user plane, and therefore it can be questioned whether any additional protection is needed for small data traffic due to those threats.
Threats to Bearer Resource ID

Eavesdropping attacks

Small data fast path solution uses so called Bearer Resource ID which is sent by the UE to the eNB. The eNB derives the SGW S1-U F-TEID (i.e. S-GW UL TEID and S-GW IP address) from the Bearer Resource ID and uses this information to route small data on the backhaul link. Therefore the Bearer Resource ID cannot be carried in the encrypted payload part of the small data message (in case small data is encrypted), but it needs to be carried in the Uu radio protocol headers, for example as a new IE. Another reason for carrying the Bearer Resource ID in the Uu radio protocol headers is that the eNB is not assumed to interpret the payload part of the small data message, which is likely used to carry an IP packet. As there is no security association between the UE and eNB, the Bearer Resource ID cannot be integrity protected between the UE and eNB and consequently the eNB has no secure knowledge about which UE sent the small data message.  
As a consequence the Bearer Resource ID is exposed for eavesdropping and modification on the Uu interface. 

If an attacker eavesdrops and gets to know a valid Bearer Resource ID, the attacker could inject small data traffic on Uu interface by masquerading as the victim UE. The eNB passes on the small data to the S-GW using GTP-U. If the victim UE is still attached and under that S-GW, the EPS bearer for small data will be enabled at the S-GW and the S-GW will end the small data to the P-GW over the EPS bearer, and consequently the IP packet in the small data  will be sent from the P-GW onwards, e.g. to the internet . If encryption was applied for small data in the case above, the S-GW will try to decrypt the fake small data payload (IP packet). Since the attacker is not assumed to have the encryption keys, the decryption will result to arbitrary trash. Therefore the fake small data payload (IP packet) will be discarded by the first node, e.g. P-GW, which tries to interpret the IP headers. However, if the small data payload (IP packet) is not encrypted, it will be sent onwards by the S-GW and P-GW, e.g. to the internet. It should be noted that the above analysed threats for traffic injection are also applicable to regular user plane, and therefore it can be questioned whether any additional protection is needed for Bearer Resource ID due to those threats. 

Another threat related to Bearer Resource ID eavesdropping is as follows. If the fast path for a victim UE is enabled but not active, there is no state for the victim UE in the eNB. If the attacker now sends small data by masquerading as the victim UE, the RRC connection will be established with the attacker (It has not been decided how small data is sent over Uu but some RRC signalling is assumed to be needed). If encryption is used for small data in this case, the attacker likely cannot send small data to the internet (see previous threat), but if he is able to do so for some reason, e.g. encryption is not used, then also the possible downlink response small data message would be routed to the attacker over the Uu so in practice the small data session would be hijacked. On regular user plane set-up case an attacker is able to set-up RRC connection, but the attacker would be detected by the MME when NAS integrity check of the Service Request fails and the RRC connection would be aborted before any user plane data can be sent. One possible solution to mitigate this threat could be to integrity protect the small data messages between the UE and S-GW. It could be sufficient to integrity protect the small data payload (IP packet). Then, if the integrity check of uplink small data fails at the S-GW, the S-GW should discard the small data message and send a GTP-U error indication to the eNB, which would then know to abort the small data fast path and release the RRC connection . However, if integrity protection of small data would fail at the S-GW for an already active fast path, the S-GW could silently discard the small data packet. This is because otherwise one fake small data packet could be used to tear down the fast path. 

Modification attacks
The case when an attacker modifies the Bearer Resource ID on Uu interface can be divided into two subcases. In the first subcase the Bearer Resource ID is modified by an attacker to a value for which there exists a small data enabled EPS bearer. This case is basically the same as the Bearer Resource ID eavesdropping threat above. In the second subcase the Bearer Resource ID is modified by an attacker to a value for which there does not exist any small data enabled EPS bearer. In this case the small data message will be discarded by the eNB if it is not able to derive a valid SGW S1-U F-TEID from the Bearer Resource ID (the details of how to derive SGW S1-U F-TEID from the Bearer Resource ID are FFS in SA2), or the small data message will be discarded at the latest at S-GW which will not recognize the SGW S1-U F-TEID as valid one. 

The details of the Bearer Resource ID are under study in SA2. One possibility is that the Bearer Resource ID consists of S-GW UL TEID and a ”S-GW identifier” which the eNB then resolves to S-GW IP address. This way the S-GW IP address would not be exposed to the UEs, but the TEID would be. Having TEID “as is” in the Bearer Resource ID has the benefit that the eNB does not need to resolve the TEID from the Bearer Resource ID for each small data fast path establishment separately. Instead the eNB resolves the ”S-GW identifier” to S-GW IP address and may cache this information. Different mechanisms could be used so that eavesdroppers could not collude network topology information from the ”S-GW identifier”, e.g. there could be many to one mapping from several ”S-GW identifiers” to one S-GW IP address. TEID is a value which identifies a GTP-U tunnel endpoint and it is assigned by the node who is expecting to receive traffic on that tunnel. TEID is assigned per IP address and it has a meaning only when used together with that IP address. For example, an attacker would not gain anything by using a TEID from one Bearer Resource ID with ”S-GW identifier” from another Bearer Resource ID. 

Threats to RRC security

Another threat is that due to lack of RRC security, RRC Connection Release is not protected and an attacker could drop an RRC connection which is used for small data by sending an RRC Connection Release to the victim UE. On the other hand the small data fast path is assumed to be quite short lived (SA2 TR 23.887 mentions timeout value 5 secs) and  is assumed to contain typically one uplink IP packet and one downlink packet. So with careful timing an attacker could prevent the victim UE to receive the downlink small data packet by an unauthorized release of the RRC connection. However, the attacker could do that anyway by doing radio jamming when he detects small data fast path being set up.

Editor’s note: The details of the optimized Uu signalling are for further study by RAN and consequently the impact on RAN security architecture, e.g. how and whether to protect Uu signalling needs further study. 

Editor’s note: The intention is to turn this editor’s note into normal text as it gets resolved; therefore it is a bit lengthy. When the UE sends an uplink small data packet, the eNB associates thie data radio bearer on which it received the packet with the UE. If there is a subsequent downlink message sent from the S-GW towards the UE, the eNB will use the same radio bearer for the downlink packet as was used by the UE for the uplink packet. If the uplink packet contains an identifier for the radio bearer a MITM attacker can change this identifier so that the down link message will not reach the UE. If the uplink packet does not contain an explicit identifier, but the eNB rather identifies the radio bearer based on timeslots, frequencies or similar, the MITM attacker will be allocated different timeslots, frequencies etc by the eNB, so the effect is the same. The MITM attacker may reach the same effect, by simply dropping the downlink reply packet.The UE would not receive any downlink packets until the S-GW decided to page the UE via the MME instead of using the established path directly via the eNB. It therefore needs to be ensured that the timeout of an active fast path is reasonably short. The effect of this attack with respect to radio jamming is FFS. One effect is that an application server may believe that the downlink packet has reached the UE since the attack is not visible to the UE, the NW or the application server. However, IP networks are best effort by design so an application server assuming an IP packet reaches the destination host without getting an acknowledgement in return makes an incorrect assumption about the network properties.
5.7.3 
Security requirements 
The small data transmission  using small data encapsulation in the NAS payload  have to be protected against overloading attack on MME  for EPS. 

Editor’s note: How to provide NAS DOS protection for small data transfer is FFS. Dedicated MME can be considered as one option.

The small data should be integrity protected (for 3G/LTE system). 
Integrity protection between the UE and S-GW should be applied to small data fast path messages to protect against fast path establishment with unauthorized UEs. 


Editor’s note: It is ffs for all small data solutions whether to integrity protect either the payload of the small data message or the whole small data message for the benefit of protecting the network and/or the data itself.

The small data may be confidentiality protected. 

Editor’s note: How to provide confidentiality and integrity protection for small data transfer should be studied when there is no pre-established security context.
The 3GPP network should be able to determine that the SCS is authorized for small data transmission over Tsp interface.
 Editor’s Note: It is ffs whether SCS can decide if downlink data is small data or not, or if this decision is to be done by 3GPP networks entities, e.g. SGW. This is to to be decided by SA2 and it will have an impact if there needs to be authorization requirement for SCS or not.
Editor’s Note: It is FFS whether it is a security issue or not if the UE indicates to the network that it is sending small data but still sends a large amount of data.
The 3GPP network should be able to determine that the UE is authorized for MO uplink small data transmission.
The network information provided to the UE for small data transmission should not expose the network topology and network sensitive information (e.g, network nodes IP addresses).
***
END OF CHANGES
***
