-


3GPP TSG SA WG3 (Security) Meeting #72 
( S3-130828
Qingdao, China, 8-12 July 2013

revision of S3-13abcd
Source:
Ericsson, ST-Ericsson
Title:
Secure Connection – details on GBA based solutions
Document for:
Information
Agenda Item:
7.9
Work Item / Release:
MTCe / Rel-12 
This is a late contribution which is intended for information to the delegates. 

1
Introduction
This contribution proposes to add more details to the GBA based solutions (i.e. regular GBA and GBAPush) for establishing common security association to be used to establish a Secure Connection in the user plane in TR 33.868 REL-12.

2
Proposal
It is proposed to accept the following pCR to TR 33.868 Rel-12. 
3
PCR

***
BEGIN CHANGES
***
5.2
Secure Connection

5.2.1
Issue Details

-
The MTC Feature Secure Connection is intended for use with UEs that require a secure connection between the UE and SCS in indirect model or between the UE and MTC Application Server in direct model.

-
In the context of MTC Feature Secure connection SA1 has stated the following (S3-100412): 

-
The intention of the MTC Feature Secure Connection is to use the security features of the UICC to enable an exchange of security keys between the MTC Device and MTC Server. The actual encryption of data between the MTC Device and MTC Server would happen at application layer and be out of scope of 3GPP specifications.

-
In TS 22.368 [9] the requirement on secure connection is stated as follows:

The network operator shall be able to efficiently provide network security for connection between MTC Device and a MTC Server or between MTC Device and a MTC Application Server in case there is a direct connection with the MTC Application Server. This applies even when some of the devices are roaming i.e. connected via a VPLMN.

Editor's Note: It needs to be decided that network efficiency should be a general security requirement for all SIMTC issues.

-
The actual usage of the security keys for securing the application level functionality (including encryption of data as indicated above) between UE and SCS/MTC Application Server is out of scope of 3GPP specifications. 

-
Also other mechanisms can be used to provide security between the UE and SCS/MTC Application Server but they are regarded to be outside the context of the MTC Secure Connection feature and therefore out of scope of 3GPP specifications.

5.2.2
Threats

5.2.3
Security Requirements

Any 3GPP defined key management mechanisms for secure connection between the UE and the SCS/MTC Application Server should use UICC. 
5.2.4
Solutions

5.2.4.1
 GBA based solutions
GBA, as specified in TS 33.220 [21], is used to bootstrap authentication and key agreement for application security based on the 3GPP AKA mechanism. It can be used to establish the end-to-end security and provide different security levels based on detailed requirements. 
The flow illustrates how GBA can be used to establish a UE-initiated Secure Connection (i.e. keys) between the UE and SCS (indirect model) or between the UE and MTC Application Server (direct model). The flows for both models are depicted in one flow since the flows are equal. SCS and MTC Application Server act as a NAF. The flows for both models are depicted in one flow since the flows are equal.
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Figure 5.2.4.1-1: Security for the Secure Connection established with GBA based solution

Steps from 1 to 10 illustrate the bootstrapping between the UE and BSF as specified in TS 33.220 [21].

Steps from 11 to 16 illustrate how the NAF specific keys derived from the bootstrapped Ks can be used to secure a generic UE-initiated MTC application between UE and the MTC Application Server, or between the UE and SCS. It should be noted that relevant in these steps is the key management since the actual use of the keys to protect the communication is left outside the scope of 3GPP.
1. The UE requests bootstrapping via the Ub interface with the BSF in regular GBA as described in TS 33.220 [21]. 
2. The BSF processes the GBA request from the UE as described in TS 33.220 [21].

3. The BSF retrieves AV and user profile from HSS as described in TS 33.220 [21].

4.  The BSF forwards the RAND and AUTN to the UE as described in TS 33.220 [21] 
5. The client in the UE runs AKA algorithm, verifies AUTN and derives CK, IK and RES as described in TS 33.220 [21].

6. The UE sends another request containing the Digest AKA response (calculated using RES), to the BSF as described in TS 33.220 [21].

7. The BSF authenticates the UE by verifying the Digest AKA response as described in TS 33.220 [21]. 

8. The BSF generates Ks by concatenating CK and IK as described in TS 33.220 [21].

9. The BSF sends a B-TID and the lifetime of the key Ks as described in TS 33.220 [21].

10. The UE generates Ks by concatenating CK and IK as described in TS 33.220 [21].

11. The UE uses the Ks to derive the key material Ks_NAF as described in TS 33.220 [21].The key Ks_NAF shall be used for securing the reference point Ua (between UE and SCS server; or between UE and MTC Application Server).

12. The UE starts communication over the reference point Ua with the NAF (i.e. SCS or MTC Application Server) using the Ks_NAF to protect the communication and the B-TID as the key identifier.

13. The NAF (i.e. SCS or MTC Application Server) starts communication with the BSF and requests key material corresponding to the B-TID supplied by the UE to the NAF.

14. The BSF identifies the Ks corresponding to the B-TID supplied by the NAF and the BSF uses the Ks to derive the key material Ks_NAF as described in TS 33.220 [21].

15. The BSF supplies to the NAF (i.e. SCS or MTC Application Server) the requested key Ks_NAF and the key lifetime as described in TS 33.220 [21].

16.The NAF (i.e. SCS or MTC Application Server) continues the communication with the UE.

GBA Push, as specified in TS 33.223 [22], can be used for network initiated key establishing between an UE and an SCS/MTC Application Server. Under MTC scenario, UE generates a NAF key derived from the bootstrap key Ks, and SCS/MTC Application Server acts as NAF which received the NAF key from the BSF. Then UE and SCS/MTC Application Server can set up Secure Connection based on this shared NAF key.
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Figure 5.2.4.1-2: Security for the Secure Connection established with GBAPush based solution

The flow illustrates how GBA push can be used to establish a network-initiated Secure Connection (i.e. keys) between the UE and SCS (indirect model) or MTC Application Server (direct model). SCS and MTC Application Server act as a push-NAF The flows for both models are depicted in one flow since the flows are equal.
1.The SCS (acting as NAF) or the MTC Application (acting as NAF) determines the need to use GBA Push in order to establish common security associations (NAF SA’s) in the SCS and UE; or in the MTC Application Server and UE as described in TS 33.223[22]. 

2. The SCS or MTC Application Server sends a GPI request to the BSF as defined in TS 33.223 [22].

3. The BSF processes the GPI request as described in TS 33.223 [22].

4a and 4b. The BSF contacts the HSS as described in TS 33.223 [22] and retrieves AV’s from the HSS.

5. The BSF generates the GPI as described in TS 33.223 [22].

6. The BSF sends the GPI response including e.g. GPI and NAF keys to the NAF (i.e. SCS or MTC Application Server) as described in TS 33.223 [22]. 

7. The NAF (i.e. SCS or MTC Application Server) stores the received information from the BSF in a NAF SA as described in TS 33.223 [22]. 

8. The NAF (i.e. SCS or MTC Application Server) forwards the GPI to the UE using the selected transport mechanism and the given transport address.

There are alternatives how the GPI could be sent to the UE. 

If the NAF (SCS or MTC Application Server) does not have IP connectivity with the UE, the GPI could be sent in the device trigger to the UE via the Tsp in case of SCS and via Tsms in case of MTC Application Server (acting as SME). In this case the GPI could serve two purposes, it could be used to protect the device trigger (as is described in solutions using GBA to protect the device trigger in the current TR) and it could be also be used to provide keys for the Secure Connection.

If the NAF (SCS or MTC Application Server) has IP connectivity (over Gi/SGi) with the UE, the GPI could be sent within the application protocol that the MTC application uses and used to provide keys for the Secure Connection. 

9. The UE processes GPI as described in TS 33.223[22] and stores the information in a NAF SA.

10. The UE and the NAF (i.e. SCS or MTC Application Server) are now ready to communicate and use the established NAF SA for both UE or network-initiated MTC application communication.
***
END OF CHANGES
***
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