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Nokia Siemens Networks has previously co-signed contribution S3-130632 as we believed that "Vulnerability testing" as it is used throughout the whole TR would refer to what we now propose in S3-130814 to be called "General Security Testing (GST)".  There seems to have been widespread different understanding amongst all involved parties what the term "Vulnerability Testing" means and this term is now proposed to be replaced by either "Comprehensive Vulnerability Analysis (CVA)" or "General Security Testing (GST)", as appropriate, throughout the TR.

It is feasible to define requirements for GST and to include it into Security Compliance Testing (SCT) activities. It will be subject of a future Study Item to clarify what the scope of CVA covers and what activities it comprises.

Due to the clarification of this misunderstanding we now believe that contribution S3-130632 is not necessary anymore: As GST is part of SCT, it is not meaningful to describe the difference between those. As the content of CVA is not yet fully defined, it is not meaningful to describe the differences to SCT either.

1. Introduction
This contribution propose to define what is vulnerability testing and what the difference between compliance testing and vulnerability testing. 
2. Discussion
This contribution makes the comparison between the compliance testing and vulnerability testing to help accredited vendor/3rd party evaluator to make different testing.
3. pCR
===========================Begin of Change============================
5.2.4.X Difference between Compliance testing and vulnerability testing
	
	Compliance testing
	Vulnerability testing

	Objective 
	To assess if requested security requirements are correctly implemented in a network product
	To assess the robustness of the implementation of said security requirements against a range of known vulnerabilities and attack methods

	How to do
	Examination evidence needed by the testers to ensure that security requirement has been implemented in the network product.
White-, grey- and black-box functional testing is used to validate whether the security requirement has been implemented in the network product and is operating correctly  
	Vulnerability test tools are used to test whether a network product has known vulnerabilities which is not limited to black-box testing. 

	Results
	A list of testing results indicating compliant or incompliant security requirements, and associated gap
	A list of testing results indicating the exploited vulnerability of the network product
The impact assessment about exploited vulnerability to the network product.


============================End of Change============================
