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1.
Introduction

This pCR proposes a number of clarifications and corrections to the contribution S3-130623. Refer to each comment in text below.
2. Summary of changes:

This pCR already embeds the change proposed in S3-130627 (“Certification Boby” => “SECAM Accreditation Body”) for easier reading. This specific change is blue highlighted as it is dependent on the approval of another contribution.
First change: 

- “Vendor development” is replaced by “Vendor Development and lifecycle management” in M2
Second change: 

- 
Clear split between “security assurance process” document (scheme description) and Vendor Development and lifecycle management process requirement document (5.2.2.2 => 5.2.2.2 + 5.2.2.3)
-
More descriptive text for the “Security assurance process document” and for the “Vendor Development and lifecycle management process document”
Third change:

- Editorial (“writing” => “creation” to have coherent section titles)

Fourth change:

-
Clarification on the use of national accreditation bodies for ISO 900x/ISO 17025 aspects and the difference with the SECAM Accreditation Body role.
- 
Description of the accreditation of the Vendors’ process by SECAM Accreditation Body and subsequent “self-evaluation” reports (new subsection 5.2.3.2)
- 
Necessary editorial adaptation in previous 5.2.3.3 as Vendors’ development process now has a dedicated section + clarification that as SA3 defines the test cases, the SECAM Accreditation Body only defines the way to get an accreditation for these tests
Sixth change:
-
Update of the “Deliverable summary table”
Seventh change:

- 
new Annex with example of requirements from the CPA build standard
3.
pCR
******* BEGIN OF FIRST CHANGE *******

TO EDITOR: In this contribution, “Vendor development”  is replaced by “Vendor Development and lifecycle management” to better capture the fact that “flaw remediation” requirements of this activity will not only impact the initial development of the network product but also the later patch cycle. For easier pCR reading, this change was only made in sections that contain other changes. This change must be replicated in the entire Methodology 2.
******* END OF FIRST CHANGE *******

******* BEGIN OF SECOND CHANGE *******
5.2.2.2
Security assurance process document creation

The security assurance process document will define the complete SECAM evaluation process (evaluation, relation to SECAM Accreditation Body, roles …) as well as the components of SECAM that are intended to provide the expected security assurance. It will thus describe for example the different evaluation tasks (vendor development and lifecycle management process assessment, compliance testing, vulnerability testing) and the different actors involved. This document will help all involved parties to have a clear understanding of the overall process and the covered threats.

The concrete security requirements will be part of the SASes for each network product class and not part of this overall process document. The same applies for Vendor Development and lifecycle management process requirements which will also be developed in a dedicated document (see 5.2.2.3).
5.2.2.3

Vendor Development and lifecycle management process document creation
Vendor development and lifecycle management process assurance requirements as well as related test cases are generic to all network product classes and will be developed in a dedicated document. The requirements and test cases for this task will be specified by SA3 in the normative phase; however Annex E of this document already provides an example set of requirements covering the four aspects below that will be included in the Vendor Development and lifecycle management process assurance task.







-
Version and Configuration Management



-
Flaw remediation
-
Code quality

-
Vendors’ development site protection


NOTE:
Required and acceptable evidence needs to be in the normative phase to ensure comparability. Annex E describes concrete examples of requirements to cover these aspects with a list of required and acceptable evidences to ensure comparability
NOTE:
Vendor Development and lifecycle management process security quality is not a 3GPP/Telecom specific issue. The assumption is that for the normative phase, as much as possible from existing standards should be reused. During the normative phase four aspects will be covered (Version and Configuration Management, Flaw remediation, Code quality and Vendor’s development sites protection). Overall, similarly to the CPA Build Standard presented as example in Annex E, the number of requirements will have to be relatively small (an order of magnitude of 10) to keep evaluation cost reasonable and focus on critical controls.
******* END OF SECOND CHANGE *******

******* BEGIN OF THIRD CHANGE *******

5.2.2.4
Security Assurance Specification creation 
…..
5.2.2.5
Accreditation and monitoring rules creation
…..
******* END OF THIRD CHANGE *******

******* BEGIN OF FOURTH CHANGE *******

5.2.3.1
Methodology and quality Accreditation

SECAM resorts to recognized national accreditation bodies to assess the methodological practice of testing laboratories, whether they assess compliance or vulnerability. It also relies on these bodies for the Quality Qualification for Vendors. These generic methodological practices (quality system 
of the testing laboratories, ability to calibrate tools…) and quality qualification for vendors are not SECAM specific and thus for these tasks, the SECAM Accreditation Body will rely on already well-recognised national accreditation bodies in this area.
Example of national accreditation bodies are:

-
ANSI, ANAB, or A2LA in USA;

-
ACCREDIA in Italy;

-
COFRAC in France;

-
DAkkS in Germany;

-
UKAS in United Kingdom;

-
JAB in Japan;

-
KAB in Republic of Korea;

-
etc.
For SECAM specific aspects (section 5.2.3.2 and section 5.2.3.3), the responsible body for accreditation is the SECAM Accreditation Body.
Quality qualification for Vendors
To ensure that the manufacturer's design, development and manufacturing processes are, and remain, compliant with a recognised quality assurance standard, the manufacturer's quality system must be under regular review as part of an accredited activity via for example an ISO 9000 or an appropriate regional equivalent accreditation. 

Methodology Accreditation for vendors or third-party testing laboratories

To ensure that the methodological practice of vendors or third-party testing laboratories are, and remain, compliant with a recognised standard, the vendors or third-party testing laboratories must be under regular review as part of an accredited activity via for example an ISO 17025 or an appropriate regional equivalent accreditation. 

5.2.3.2
Audit and accreditation of vendor development and lifecycle management process
The evaluation of the security relevant part of the vendors’ development and lifecycle management process is done as part of the vendor accreditation process by the SECAM Accreditation Body. The development process and lifecycle management process document detailing the accreditation requirements and test cases is the one described in section 5.2.2.3. 
The Vendor development and lifecycle management process assessment covers a Vendor’s engineering processes and does not necessarily apply only to a single network product. That means that the results of one assessment may apply to more than one network product. The Accreditor mandated by the SECAM Accreditation Body should note in the accreditation where there is evidence to suggest that the scope of the validation is unlikely to apply to more than one network product.
Vendors can get their generic development and lifecycle management process or a subset of it accredited. A generic development and lifecycle management process is usually used during development of all or some products of the same Vendor. As different development and lifecycle management processes could be utilized within the organization of one Vendor, e.g. due to mergers or acquisitions, Vendors could obtain and hold accreditation for different generic development and lifecycle management processes.

Once the vendor gets accredited and as long as the accreditation has not expired, vendors are allowed to produce self-evaluation reports for the "development and lifecycle management process compliance validation" task (cf. 5.3.4.1).
At the beginning of a SECAM evaluation of a product, the Vendor will have to provide a self-evaluation report to the compliance tester containing a rationale showing that the generic accredited process was effectively applied in the development and lifecycle management of the network product under evaluation (see 5.3.4.x for details). 

NOTE: 
The requirements on the process and acceptable evidences (“test cases”) will be defined by SA3. However the definition of way to get an accreditation for these requirements is under the responsibility of the SECAM Accreditation Body which will have to deal with the cost/complexity/assurance trade-off. It should be avoided that vendors need to obtain a large number of accreditations for their development and lifecycle management process.

NOTE:
The Vendor is expected employ Industry related good working practices, aligned to the relevant parts of the ISO/IEC 27000 series and ISO/IEC 18028
. Although these areas will not be formally audited by the Accreditor mandated by the SECAM Accreditation Body, it is unlikely a Vendor would be able to provide satisfactory evidence for meeting the SECAM requirements without having such policies and working practices in place. Moreover, the test cases for the SECAM requirements are expected to leave room to the vendor to reuse evidences from these previous accreditations and thus reduce costs.
5.2.3.3
Audit and accreditation of testing laboratories
The accreditation of testing laboratories is administered by the SECAM Accreditation Body, and consists in: 

-
assessing the skills of the vendors or third-party laboratories in conducting an evaluation for conformance to 3GPP SAS requirements for a given network product class or range of classes;



-
assessing the compliance to Test methodology 
(for compliance and vulnerability testing laboratories).

One can be accredited for compliance testing or vulnerability testing, or for both. The audit for the accreditation is typically performed during an evaluation session where the testing laboratory demonstrates its skills to an auditor from the SECAM Accreditation Body by undertaking the required tests on a concrete network product.

NOTE:
An accreditation might only be applicable to a given LTE network product class, since it assesses the technical skills of the testing laboratories. The requirements on the network product classes and acceptable evidences (“test cases”) will be defined by SA3. However the definition of way to get an accreditation for testing these requirements and the definition of the coverage of the accreditation (for one or for several network product classes, and/or for testing) is under the responsibility of the SECAM Accreditation Body which will have to deal with the cost/complexity/assurance trade-off. It should be avoided that laboratories, vendor or a third party, need to obtain a large number of accreditations

******* END OF FOURTH CHANGE *******

******* START OF FIFTH CHANGE *******

5.2.4.1
Development and lifecycle management process compliance evaluation and SAS instantiation

The security relevant part of the development and lifecycle management process is evaluated during an initial accreditation administrated by the SECAM Accreditation Body according to 5.2.3.2 prior to any network product evaluation. During a network product evaluation, the compliance testing laboratories validate that effectively the accredited process was used for the network product under consideration. To allow 
this evaluation, the vendor shall provide the following documents to the compliance testing laboratories and, if requested, to the operator:

-
The Vendor development and lifecycle management process accreditation certificate from the SECAM Accreditation Body
-
The Network Product Development and lifecycle management process self-evaluation report for the network product under evaluation containing:

-
a rationale showing that the generic accredited security relevant part of the process was effectively applied during the development of the network product under evaluation [free-form]

The compliance testing laboratories will review this self-evaluation report and evaluate if the rationale provided by the Vendor provides enough evidences that the network product is following the accredited process. 
If the report is acceptable, the evaluation continues. If not, the testing laboratories request the vendor to get accredited for the process of this network product as well. In most cases, compliance testing will be undertaken by the vendors themselves and conflict are expected to be rare. However, the compliance testing laboratories take a responsibility in this assessment as the rationale and the description of the generic accredited process will also be given to the operators which are likely to review them as well. Conflict between vendors, testing laboratories and operators will be resolved by the SECAM Accreditation Body. 

NOTE:
Required and acceptable evidence for the Network Product Development and lifecycle management process self-evaluation report need to be defined by the SECAM Accreditation Body to ensure comparability and easy conflict resolution if any






The vendor shall also provide:
-
an instantiation of SAS (see below)

The SAS instantiation will include at least the following information:

-
Identification of the SAS being instantiated

-
Description of the 3GPP network product

-
Identification of the 3GPP network product by means of model / type numbers, brand names and manufacturer details

-
Description of the target of evaluation (TOE) and of the TOE security functionality (TSF) (see below)

The Security Assurance documentation 
will include at least the following information:

-
Complete technical description of the 3GPP network product to be evaluated: block diagram, services running, operating system type, firmware build version, service pack levels, network applications running and so on

-
Any special instructions to setup the 3GPP network product in a secure way (e.g. a user guide and installation measures)

-
Features and specifications




******* END OF FIFTH CHANGE *******

******* START OF SIXTH CHANGE *******

5.3.7
Summary of SECAM deliverables

	Phase
	Sub-phase
	Deliverable
	Published by

	Methodology building
	
	Consensus on threats [temporary document]
	3GPP

	
	
	Security Assurance process
	

	
	
	Development and lifecycle management Process Assurance requirements
	

	
	
	Security Assurance Specifications for the network product class listed in section 4.4


	

	
	
	Testing laboratories accreditation and monitoring rules

Test methodology and skills requirements
	SECAM Accreditation Body / GSMA

	Accreditation 
	Methodology Accreditation
	Accreditation report
	Accreditor

	
	Audit and accreditation
	Vendor development and lifecycle management process certificate
Compliance testing laboratories certificate

Vulnerability testing laboratories certificate
	SECAM Accreditation Body / GSMA

	Evaluation
	SAS instantiation
	Instantiation of SAS
	Vendor

	
	Vendors Development process compliance
	For the accreditation:

Design documentation [free-form]

Operational guidance [free-form]

Version and Configuration management plan [free-form]

Flaw remediation documentation [free-form]
Code quality documentation [free-form]
Vendor’s development sites protection [free form]
Before any network product evaluation:

Network Product Development and lifecycle management process self-evaluation report providing evidences that the network product was developed under the accredited process [free-form]
	

	
	
	
	

	
	Security compliance testing
	Test procedures  [following SAS]

Test results [following SAS output format indications]
	Vendor or third-party



	
	
	
	

	
	Security vulnerability  testing
	Test procedures  [following Test methodology]

Test results [following SAS output format indications]
	

	
	
	
	

	Operator security acceptance decision
	
	Operator security acceptance decision
	Operator

	Dispute resolution
	 -
	Operator claims


	


******* END OF SIXTH CHANGE *******

********************** START OF SIXTH CHANGE***************************
Annex E:
Development and lifecycle management process assurance requirements

E.1 Example of requirements from CPA Build Standard

These requirements are taken from the CPA Build Standard [x] 
at Foundation Grade Evaluation Level with wording adaptation to fit in SECAM vocabulary. The “Test cases” are given for information in order to better describe the requirement and are short version of the “Assurance Activities” from the CPA Build Standard[x]. To have more details on the test case and approximate correspondence to the equivalent CC components, the reader is invited to read [x]. Annex E.2 will provide a mapping of these 13 requirements into the 4 blocks of requirements from 5.2.4.1. Below, the requirements that would map to the “Flaw remediation” bloc are given as examples.
2.
Updates that fix security flaws must be actively advertised to supported customers and categorised according to the severity of the flaw.

-
Test case: The Accreditor must examine the Product Vendor’s processes for informing customers of security issues discovered in their product, and ensure that these will ensure an effective and timely distribution of information.
5.
The Vendor must use defined processes for flaw remediation, and show that Vendors are trained in these processes. The Vendor must also show that mechanisms are in place to ensure that this process cannot be bypassed by the Vendor.

-
Test case: The Accreditor must investigate the Vendor’s flaw remediation processes, and ensure that they are applicable to any realistic problems 
9.
Flaw remediation is performed in practice.

- 
Test case: The Accreditor must seek evidence that the Vendor’s flaw remediation procedures are routinely followed in practice. The Vendor must also be able show to the Accreditator how a random sample of issues discovered (from minor to major) at all points in the product’s lifecycle have been managed from discovery, through analysis, correction, testing and ultimate resolution.

12.
Externally reported flaws in the Vendor’s products must be handled appropriately

-
Test case: The Accreditor must seek evidence that the Vendor has a process for receiving externally discovered flaws that are reported. This process must be routinely followed in practice.
E.2 Mapping of the example requirements to Vendor Development and lifecycle management Assurance blocks

-
Version and configuration management

- Requirements {1;3;4;7}

-
Flaw remediation

- Requirements {2;5;9;12;}

-
Code Quality

- Requirements {8;10;11;13}

- Vendors development sites protection

- Requirements {6}

********************** END OF SIXTH CHANGE***************************
�Insert “management” between two words?


�Is ISO18028 not replaced by ISO27033 which is just a guideline for 27000 any way?


�Now in a dedicated subsection 5.2.3.2 above


�Clarify which test methodology you mean here.


�Replace with “facilitate”


�Is the “Security Assurance documentation” consider to be part of the SAS instantiation. I presume it is. So whats the difference between  “Description of the 3GPP network product”  (3 bullet items above) and the “technical description of the 3GPP network product” in the next bullet. I presume it’s the same . So why is it duplicated?


�This part is likely to be touched by SAS instantiation related contribution, it is left as is in this contribution


�To Editor: ADD A REFERENCE TO CPA BUILD STANDARD





3GPP


