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Abstract of the contribution: This contribution proposes some text for a key issue on 1-1 communication
Discussion
This contribution proposes some text for a key issue on 1-1 communication.
It is proposed that SA3 accept the pCR for inclusion in the TR.
Proposed pCR

***** First Change *****







***** Second Change *****

5.X
Key Issue #X: One-to-One Direct Communications using E-UTRA
5.X.1
Key issue details

A key capability of ProSe-enabled UEs is to engage in one-to-one communications with another UE directly over the air interface. 
5.X.2
Security threats 

There are the following threats to the data as it is exchanged between the UEs;
A passive attacker may intercept the data packets exchanged by the two UEs and is able to obtain their true/original content.

An active attacker may modify the data packets exchanged by the two UEs without detection by either UE.

5.X.3
Security requirements

Direct link signalling ciphering may be provided. Direct link signalling ciphering is a configuration option.

Direct link user plane ciphering may be provided.

Direct link signalling integrity protection and replay protection shall be provided.

Direct link user plane packets between UEs shall not be integrity protected.
Establishment of the security between the UEs shall be protected from man-in-the-middle attacks.
***** End of Changes *****
