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Abstract of the contribution:
Mutual authentication of ProSe enabled Public Safety UEs when not in network coverage is added as key issue.
In stage 1 normative work on ProSe in TS 22.278 V12.2.0 requires mutual authentication of ProSe enabled public safety UEs even when not in network coverage. This requirement is a new key issue in SA3 work since the standardized mutual authentication (AKA) for non-public safety communication is not working without connection to the core network.
*** first change ***

5.1
Key Issue #1: Mutual authentication of  ProSe enabled devices for public safety in out of coverage scenario
The system shall enable public safety UEs to mutually authenticate each other when not in network coverage.
5.1.1
Key issue details

In network coverage scenarios UEs are mutually authenticated to the network. Currently UE to UE authentication is not standardized. Mutual authentication of public safety UEs without network coverage cannot be performed with AKA. Authentication credentials have to be securely stored in the UE in order to be available in the UE even without network coverage. It is beneficial to use an authentication method that is suitable to generate and distribute session keys for a secure direct link in order to provide confidentiality and integrity protection for the communication after the authentication procedure succeeded. Depending on the sensitiveness of the credentials secure storage e.g. in the UICC could be required. Also for maintenance it could be beneficial to store the configuration inclusive credentials on a removable UICC.
5.1.2
Security threats 

Device theft is a security threat; especially if there is an extensive effort needed to exclude a single device. This was the case if e.g. the same pre-shared secret for multiple devices is used. Such an authentication mechanism is not scalable. If one device is compromised all communication of other devices with the same shared secret is compromised with it. Since entrophy from network initiated challenge response procedure is not available sufficient entrophy is needed for session key generation. Session keys can’t be distributed via network. A secure UE to UE key distribution is required.
5.1.3
Security requirements
Authentication credentials should be securely stored in UE.
It should be possible to exclude single UEs.
It should be possible to generate and distribute random session keys securely between UEs.
The authentication credentials should be based on certificates with a Public Key Infrastructure.
*** end of changes ***

