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1
Introduction
The below pCR provides text for the mandatory clauses 2 and 3 and proposes to delete 9 editor’s notes.

· The optional Introduction section is deleted.
· Clause 1. Text for the scope is filled in (text taken from the WID SP-120433).
· Clause 2. Added reference to TS 29.168.
· Clause 4. Editor’s note deleted.
· Clause 5. Editor’s note deleted. Added reference to TS 29.168.
· Clause 6. Editor’s note deleted.
· Clause 6.2.3.2. Editor’s notes about DSA and ECDSA over binary fields are deleted and replaced with a NOTE. Clarification regarding 2G.
· Clause 6.2.5.2. Proposed to not send an LS to SA1 and delete the editor’s note.

· Clause 7. Editor’s note is deleted.

· Clause 7.3.1 Editor’s note is replaced with a NOTE.

2
PCR

***
BEGIN CHANGES
***


***
NEXT CHANGE
***
1
Scope


The present document studies security features and mechanisms for protection against false base stations broadcasting false Warning Notifications. 

The default terminal behaviour is to accept all Warning Notifications even if their authenticity is unknown (i.e. no security protection). The default terminal behaviour is therefore open to the presentation of false Warning Notifications issued by false base stations even in countries without a Public Warning System deployed. 
Examples of false base station risks include, but are not limited to;

· False Warning Notifications to induce panic

· Abuse of warning system broadcast channel to send advertising / spam

These security features and mechanisms will be optional since there are regions and countries that do not require this functionality.
***
NEXT CHANGE
***
2
References
 [X]
3GPP TS 29.168: “Cell Broadcast Centre interfaces with the Evolved Packet Core”.

***
NEXT CHANGE
***
3
Abbreviations












3.1
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].


CBC
Cell Broadcast Centre
CBE
Cell Broadcast Entity
CMAS
Commercial Mobile Alert System
DSA
Digital Signature Algorithm
ECDSA
Elliptic Curve DSA
PWS
Public Warning System
ETWS
Earthquake and Tsunami Warning System
***
NEXT CHANGE
***
4
Security requirements of PWS


Security requirements for PWS identified by SA1 are specified in TS 22.268 [2].

Additional requirements identified by SA3 are as follows:

-
For UE that are enabled to receive Warning Notifications from the VPLMN in roaming areas, it shall meet these security requirements listed above.

-
The authentication solution should be robust against errors in the key distribution and overload so that genuine (potentially lifesaving) messages do not get rejected due to some error or overload in the network or in the authentication mechanism itself.

-
A serving network should periodically send test warning messages on the broadcast channel.

-
If the UE has not been configured for PWS message security, PWS warning messages shall always be displayed to the receiving end user.

-
Whether the PWS message has been properly authenticated or not should be invisible to the receiving end user except in the case when an authentication failure in a primary notification implies that an already displayed paging notification shall be rejected.

-
It shall be possible to configure whether or not primary notifications are displayed.

Editor’s Note: The above requirements are ffs as it may be difficult to provide a perfect security solution with these requirements. For detailed questions cf. S3-130440.
***
NEXT CHANGE
***
5
System architecture of PWS



[image: image1]
Figure 5.1: PWS system architecture overview

Figure 5.1 gives an overview of the system architecture.

-
Air interface between UE and access network needs security protection as PWS Warning notification messages are broadcast to UE via SYSTEM INFORMATION.

-
CBC is part of the core network and connects to the network entity. For GERAN, CBC connects with the access network entity BSC; For UTRAN, CBC connects with the access network entity RNC; For E-UTRAN, CBC connects with the core network entity MME. The protocols between the CBC and these network entities are defined in 3GPP TS 48.049 [4], TS 25.419 [5] TS 23.041 [3], and 041TS 29.168 [X].

-
CBE is on a national level and outside of the scope of the 3GPP network. It is assumed that the CBE is responsible for all aspects of formatting CBS, including the splitting of a CBS message into a number of pages and the actual signing.

-
MSC/SGSN or MME can be used to deliver PWS keys to UEs.

-
A UE in limited service state is not required to receive, process, and display warning messages.

NOTE: The assumption above has been verified by SA WG1 for the REL-11 timeframe and may have to be reconsidered in later releases.


Editor's Note: The security solution should minimize the impact to the current mechanism

Editor’s Note: MSC/SGSN may receive PWS keys from CBC, or PWS keys are configured in MSC/SGSN directly. It is for FFS how MSC/SGSN gets the PWS keys in GERAN/UTRAN, and whether a new interface between MSC/SGSN and CBC should be added, e.g. for the synchronization of NSUC.

***
NEXT CHANGE
***
6
Security features of PWS


***
NEXT CHANGE
***
6.2.3.2
ECDSA domain parameters

DSA and ECDSA private/public key pairs are generated with respect to a particular set of domain parameters. NIST [10] states that although domain parameters may be common to a group of users and may be public information, they shall be managed so that the correct correspondence between a given key pair and its set of domain parameters is maintained for all parties that use the key pair. A set of domain parameters may remain fixed for an extended time period. The goal of this section is to estimate the minimum number of bits needed to transfer domain parameters. ECDSA uses significantly smaller public key sizes compared to DSA. 

ECDSA is defined for two arithmetic fields: prime and binary field (representations). In the following only details of ECDSA domain parameters are investigated.

NOTE: Similar calculations could be done for DSA and ECDSA over binary fields. 

Domain parameters for ECDSA in the general case (see [10], Section 6.1)) are of the form (q, FR, a, b {, domain_parameter_seed}, G, n, h) where q is the field size; FR is an indication of the representation used (prime or binary); a and b are two field elements that define the equation of the curve; domain_parameter_seed is the domain parameter seed and is an optional bit string; G is a base point of prime order on the curve (i.e., G = (Gx,Gy)); n is a prime number and the order of the point G, and h is the cofactor (which is equal to the order of the curve divided by n). 

The optional domain_parameter_seed is needed to validate that the primes were generated correctly. For the purpose of public key distribution in PWS, it is assumed here that the UE does not need to validate these primes. Therefore, it is assumed that, in prime representation, for the verification of the signature the mandatory six domain parameters 

(q, a, b, G, n, h) 

need to be known by the terminal. In the following, those are further analysed based on NIST recommended elliptic curves in [10], Annex D.1. Note, these are examples; the elliptic curves selected for PWS security by SAGE may be different. 

q is equal to the length of p (prime number). NIST lists for each prime p, a pseudo-random curve of prime order n. For these curves, the cofactor is always h = 1. NIST makes for reasons of efficiency the selection a ≡ -3. Thus, if we use the same values, h and a can be fixed and do not need to be provisioned to the terminal. For the field GF(p), the security strength is dependent on the length of the binary expansion of p, which is 256 as stated in [10, Table D-1]. n can then have a length between 256 and 383, this is the range recommended for 128 bit security strength as specified in [10, Table 1]. For the purpose of calculating the minimal bit length necessary to provision to the terminal, the minimum for n, i.e. 256 bit, is assumed. 

If h and a are fixed, only q, b, G, and n of the set (q, a, b, G, n, h) need to be provisioned, i.e., 256 bits for p, 256 bits for b, 256 bits for Gx and 1bit for Gy (assuming that the terminal could calculate y fast enough itself for determining G = (Gx,Gy)), and n = 256 bits. 

Thus, with the above assumptions a minimum 1025 bits would be needed to transfer domain parameters for a 128 bit strength valid set of ECDSA domain parameters. 

In summary, from a pure message size point of view it seems possible that a domain parameter set would be distributed with the public key. Even in 2G NAS messages (except CS) it should be possible to send one domain parameter set with the public key. However, pre-provisioning one or several domain parameter sets in the UE when new terminals are rolled out would be a more efficient approach for PWS. In particular, in a situation that needs a fast change of the public key this could be of advantage as, even without the distribution of domain parameters, the extra NAS signalling in case of a public key change could easily lead to an overload of the MME or the radio link. 

One could also think about an update mechanism for NAS similar to those for encryption algorithms. Newly standardized encryption algorithms are not downloaded to terminals but just implemented in new terminals.

Editor’s Note: It is FFS if additional parameters, e.g. the so-called domain parameters [10], are necessary to send or negotiate together with the distribution of the public keys in order to allow the UE to verify a signature, or whether these parameters are globally standardised, and, if so, how many sets of such parameters.

Editor’s Note: 
Domain parameter sets pre-provisioned in newly rolled-out terminals is clearly preferable from a protocol point of view. But this needs to be checked with regulators. It needs to be decided whether one or more domain parameter sets need to be provisioned.

Editor’s Note: 
It is for further study how feedback from regulators operating the PWS signing entities is gained and if the standardisation of a limited number of domain parameter sets by 3GPP is acceptable and if yes, how many sets would be needed.

***
NEXT CHANGE
***
6.2.5.2 Lack of integrity-protected signalling from the network

There are at least two cases where no integrity-protected NAS signalling from the network is available: 

· The UE cannot establish any signalling connection with the network as the UE is in limited service state.

· The UE is connected to a GSM network.

NOTE: Solution 5 proposes enhancing GSM networks with integrity-protected signalling at the NAS layer. It should be noted, though, that solution 5 would provide only partial protection to users with a SIM, and would, even if agreed, apply to GSM networks from Rel-12 onwards only. 

When integrity-protected NAS signalling is lacking then only the following three options are possible to avoid the above-mentioned attacks: 

· Option A): All countries introduce PWS security at the same time.

· Option B): A UE with PWS security enabled is required to discard all unprotected warning messages when it cannot authenticate the network.

· Option C): A UE with PWS security enabled is required to discard all unprotected warning messages when it determined through a verification process other than through 3GPP-defined signalling that the network should support PWS security. 

Hereby, the local verification process for option C) rests on the following three assumptions: 

· Ci): Whether PWS security is supported or not is not a property of an individual network, but of a regulatory domain, e.g. a country, and would then apply to all networks in that regulatory domain.


· Cii): Information about the regulatory domains that support PWS security has been securely provided to the UE. 

Editor’s Note: Possible means for this secure provision include lists managed by the home operator in the USIM or the non-volatile part of the ME memory. Other means are ffs. 

· Ciii): A UE, possibly with the support of the human user, is able to tell, in which regulatory domain it currently is, independent of any messages from the network.

Editor’s Note: A possible means to realise Ciii) is GPS support in the UE, which, however, may not be assumed for all terminals. Another means is that human users are aware of the regulatory domain, e.g. the country they are currently in, and give corresponding feedback to the terminal. The precise nature of this feedback is ffs.  

The local verification process for option C) then proceeds as follows: A UE determines by means of Ciii), in which regulatory domain it currently is, then checks whether PWS security should be supported by means of Cii). 

NOTE: Ciii) may be needed even if an integrity-protected message from the visited network is available as this message could have been relayed from a network in a different country. This would be possible even for UMTS. 

NOTE: Option A) may be difficult to achieve. Option B) would lead to a secure PWS security solution, but it would seriously restrict the usefulness of PWS as it may prevent the reception of life-saving warning messages.

Considerations on public key distribution: 

If UEs cannot receive public keys from the network through any form of signalling or user plane interaction, e.g. when the UE is in limited service state, the required information for verifying signed warning messages has to be provided by other means, e.g. through various forms of previous interactions between UE and network. The required information would be available at least for the implicit-certificate-based approach (solution 6 in the present TR) where root CA public keys are installed in the UE at manufacturing time or when the UE is switched on for the first time, and the CBE public keys are implicitly distributed by broadcast as part of the warning message. 

Editor’s Note: For other solutions in clause 7 of the present TR, public key distribution in a situation where the UEs cannot receive public keys from the network through any form of signalling or user plane interaction is ffs.  

***
NEXT CHANGE
***
7
Security solutions of PWS


7.0
General

The proposed solutions can be based in groups based on how they securely transfer - from the CBE to the UE - the public key that is needed for the signature verification of warning messages.

Solution 3 and 5 use NAS for secure transfer, where solution 5 suggests a special mechanism for using NAS over GERAN. Solution 4 uses GBA for secure transfer, where NAS based transport is one of several options. Solution 6 and 7 uses certificate-based approach for secure transfer. Solution 7 discusses general aspects while solution 6 discusses specific aspects of an implicit certificate- based approach. Solution 8 uses UICC OTA for secure transfer to the UICC.

7.1
Void

NOTE: Solution 1 has been archived in Annex A.

7.2
Void

NOTE: Solution 2 has been archived in Annex A.

7.3
Solution 3 NAS based solution

7.3.1
General

This solution is for GSM, UMTS and LTE.


With regard to public key distribution procedure, NAS messages, e.g. TAU/RAU/LAU accept can be used to distribute public key which. From previous meeting discussion, public key update should also be considered. LTE and UMTS can use similar procedures for public key distribution and update. For GSM PWS security solution, it may be different from previous two systems. Current TR gives some solutions and it depends on the meeting discussions and operators’ choice for it.
NOTE: This solution is a merger of solution 1 and 2 which also includes some new improvements.
***
END OF CHANGES
***
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