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1.

Introduction

TR33.869 discusses several potential approaches for adding security to PWS including NAS-based solution, Implicit Certificate, GBA, Generalised Certificate and UICC OTA based approaches. 
Given the advantages already highlighted in this contribution, and the limited time remaining in Rel’12, it is proposed SA3 conclude to proceed with the implicit certificate approach and agree to include the following in the conclusion section of  TR 33.869.
2.
Proposal
We propose the following changes to TR 33.869.
%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%%

### Start of change ###
9
Conclusion
This section includes the conclusions and recommendations for normative work on security aspects for Public Warning System.

For integrity protection of PWS messages Implicit Certificate based solution using a Keyed MAC signature is to be adopted. In this solution the UE derives the PWS message signer’s public key using the receivied implicit certificate and the CA’s public key. The UE then verifies the signature using the derived signer’s public key. For further details please see clause 7.6.3.

Updating of the CA list supported by UEs through a new PWS message is adopted. The new PWS message contains the identifier of the CA to be updated and new public key of that CA. On reception the new PWS message would update the stored CA public key contect automatically in a manner not displayed to the user. For further details please see clause 7.6.1.
### End of change ###
