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Abstract of the contribution: This contribution discussed the requirement of supporting multiple operator certificates enrolment in network sharing case. 

1 Introduction

For the case of network sharing, especially MOCN case [1], base station might need to enroll multiple certificates from several operators in some deployment scenarios. 3GPP specified certificate enrolment procedure for base station in section 9 of TS 33.310. However, it is not clear how to enroll multiple certificates from different operators’ RA/CA according to the current specification. 
This contribution intruduces two security models in the network sharing cases, and discusses the requirements of multiple operator certificates enrolment.
This contribution illustrates the cases using the E-UTRAN, although the discussion may be applicable to UTRAN and GERAN as well.
2 Security Model in network sharing case

Two security models are illustrated in figure 1. They are explained in below:
· Security Model 1:

The shared eNB is connected to a shared SeGW. That is, traffic belonging to different operators are routed by the same SeGW. In this model, shared eNB and SeGW belong to the one party, e.g., the party who operates these nodes. Consequently, the shared eNB only need to apply one certificate in this security model. 

Security Model 1 can most naturally be used in GWCN network sharing scenario specified by 3GPP [1], i.e. where also core network is shared. If it can be used in MOCN scenario, where only the RAN is shared, is more unclear. 
· Security Model 2:

The shared eNB is connected to different SeGWs. Traffics belonging to different operators are routed by the different SeGWs. 
Security Model 2 is mainly applicable for MOCN scenario. The usage of security model 2 in GWCN scenario isprobably less relevant.

In this model, shared eNB needs to establish security connection with SeGWs belonging to different operators. However, shared eNB can only enroll certificate from one operator, let’s say, operator A, according to the current specification. So the question is how to perform mutual authentication between the shared eNB and the SeGW belong to the operator B 
One possibility is to install the root certificate of operator B in the shared eNB and install the root certificate of operator A in the SeGW belonging to operator B. Such a solution would bring security dependency between two operators since a device with a valid certificate issued by operator A can access to the SeGW deployed by operator B. So, this is not a preferred solution.
Another preferred possibility is to extend current 3GPP specification to support multiple operator certificates enrolment for shared eNB. In this way, the shared eNB can enroll certificates issued by different operators, and then, the shared eNB can use different certificates to establish IPsec tunnel with different SeGWs. This solution is proposed to be used in security model 2. 
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Figure 1: security models in network sharing case

It is noted that in both models, it is anticipated that only one NEM can connect to the shared eNB. So it is not necessary for the shared eNB to enroll multiple operator certificates for the connection with NEM.

Only two operators are shown in both models, it doesn’t mean the security models only apply to scenarios with two operators. Both security models can support scenarios with multiple (more than 2) operators.

3 Requirements of Multiple operator certificates enrolment

Multiple operator certificates enrolment is only useful in security model 2. However we feel that MOCN scenario represents a more important and and more common business model than GWCN scenario. It is FFS whether so multiple operator certificates enrolment feature should be be an optional or mandatory feature to implement. Its usage should of course be an operator’s option.

It is desirable that the multiple operator certificates enrolment feature will not impact the current implemented PnP procedure which may only consider enrolling certificate from one operator. 
4 Proposal
It is proposed to discuss whether security model 2 is a valid scenario in network sharing case. And if the security model 2 is valid, it is proposed to extend the current specification to support multiple operator certificates enrolment.
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