Page 1



3GPP TSG-SA3 Meeting #72 
(
 S3-130722
Qingdao, China, 8-12 July 2013
	CR-Form-v9.9

	CHANGE REQUEST

	

	(

	33.269
	CR
	001
	(

rev
	-
	(

Current version:
	0.0
	(


	

	For HELP on using this form look at the pop-up text over the (
 symbols. Comprehensive instructions on how to use this form can be found at http://www.3gpp.org/specs/CR.htm.

	


	Proposed change affects:
(

	UICC apps(

	
	ME
	X
	Radio Access Network
	
	Core Network
	


	

	Title:
(

	Implicit Certificates and CA updating 

	
	

	Source to WG:
(

	Research In Motion UK Ltd.

	Source to TSG:
(

	SA3

	
	

	Work item code:
(

	PWS_Sec
	
	Date: (

	28/6/2013

	
	
	
	
	

	Category:
(

	B
	
	Release: (

	Rel-12

	
	Use one of the following categories:
F  (correction)
A  (corresponds to a correction in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
R99
(Release 1999)
Rel-4
(Release 4)
Rel-5
(Release 5)
Rel-6
(Release 6)
Rel-7
(Release 7)
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)

	
	

	Reason for change:
(

	Sections on integrity protection and provisioning of supporting keying material are needed. 


	
	

	Summary of change:
(

	Inclusion of sections on Implicit Certificate and CA updating.


	
	

	Consequences if 
(

not approved:
	Method for integrity protection and provisioning of supporting keying information remain undefined.

	
	

	Clauses affected:
(

	7.1

	
	

	
	Y
	N
	
	

	Other specs
(

	
	x
	 Other core specifications
(

	

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
(

	


*** BEGIN FIRST CHANGE ***
X
PWS security overview

X.1
Introduction

X.1.1

General
Integrity protection in PWS is provided by an implicit certificate PKI based solution. In this system a UE derives a PWS message signer’s public key using a received implicit certificate and the CA’s public key. The authenticity of the signer is implied by proof of possession of the associated private key of the signed message.
The PWS message is communicated to the UE through the Cell Broadcast Service (CBS) where the both the implicit certificate and signature occupy the security information portion of the CBS message.
X.1.2

Solution overview
An overview of the implicit certificate based approach is shown in figure 1. UE firmware is provisioned with public keys of all CAs globally at manufacturing. On insertion of a USIM the regional CAs associated with the UEs home country are identified based on the UEs home network. 

The message signer periodically obtains an implicit certificate from a CA whenever a new implicit certificate is desired. This could be once a week, month or year; depending on how long the signer wants the public key derived from the implicit certificate to be valid for. However long this is, the time duration should be independent of the PWS messages and can be used in regenerating the same PWS message signer’s public key for multiple warning messages.
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Figure 1: Overview of Implicit Certificate approach
Once a message is signed, the signature and implicit certificate are both included as part of the security portion of a PWS transmission. On reception by the UE, the implicit certificate combined with the CA’s public key results in the message signer’s public key allowing the UE to verify the signature.
*** END OF FIRST CHANGE ***
*** BEGIN SECOND CHANGE ***
X.y

Updating of CAs
X.y.1

General
Although CAs are assumed to be long lived entities (~20 years), allowance must be made for changing the set of CAs and their public keys. While this should most likely be a planned event, in the rare occurance a CA or PWS message signer is compromised such an updated might also be necessary.
X.y.2

Updating of CAs
Updating of CAs is achieved by a PWS CA update message type containing the identity of the new CA to be included and the public key of the new CA. The PWS CA update message is applied in the background and is not displayed to the user as an actual warning message.
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Figure 2: PWS CA update message format
To ensure the UE can trust the updating CA message contents, the UE shall receive and verify two PWS CA update messages each containing an implicit certificate from a different CA. 
If more than one PWS message signer is supported in the UEs home country each PWS CA update messages must be from different PWS message signer. If only one PWS message signer is supported in the UEs home country both messages can come from the same PWS message signer but at least one of the Implicit Certificates should be short lived and be obtained from a CA that provides implicit certificates for the purpose of PWS CA update messages only.
*** END OF SECOND CHANGE ***
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