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A companion pCR in S3-130715 provides a description of the “PWS security circumvention attack”. This pCR introduces potential countermeasures. 
BEGIN OF CHANGES

**********************************************************************
7.x Solutions countering the PWS security circumvention attack

7.x.1 General

Measures against the PWS security circumvention attack need to be effective as the investment in PWS security infrastructure and operation could be nullified otherwise. 

Furthermore, the measures would have to be mandated. Leaving them optional could result in not applying them. The risk for opting out of such measures may be considered as high as the people making the choice about the option may have little understanding of the rationale and the consequences for PWS security.
7.x.2 No display of unprotected warning messages

The PWS security circumvention attack rests on the assumption that there is a network VN such that UEs roaming in VN are allowed to display unprotected warning messages. If, on the contrary, UEs are configured such that warning messages whose security cannot be verified are never displayed, the attack cannot happen.  

Pros: This configuration provides foolproof security. 

Cons: It implies that users roaming in countries without PWS security cannot receive warning messages. 

It should be noted, though, that, depending on the public key distribution method, users in Limited Service State would be able to receive warning messages in countries with PWS security.
7.x.3 Network-independent location verification

If the UE, possibly with the help of the user, is able to verify, independently of any further information received from the network, that the MCC received from the network matches the country the UE is currently in then the circumvention attack can be foiled as well:

As described in the threats section of the present TR, the circumvention attack rests on the assumption that the (MCC, MNC) pertaining to a network VN in country B is broadcast by a false base station in country A. If now the UE, possibly with the help of the user, can verify in a network-independent way that it is indeed currently in country A when it receives an MCC corresponding to country B, the attack will be unsuccessful. 

Why would the location verification have to be network-independent? 
One could think of integrity-protected enhanced signalling telling the UE in a secure way about the country it is in. However, the two attack variants described for the circumvention attack either assume GERAN access or Limited Service State, where integrity-protected signalling is not available. Therefore, network signalling would not help. 

How could network-independent location verification be realised? 

· GPS: Many UEs have GPS receivers today that provide a network-independent means of location verification. 

Pros and Cons: The measure is effective if the GPS signal is genuine. But, unfortunately, research suggests that GPS spoofing is possible, cf. http://phys.org/news141300510.html <tba to clause 2>. It is not clear to-date whether future implementations of GPS in UEs can prevent such spoofing. Furthermore, low end phones are less likely to feature GPS receivers. 

· User involvement: Users can be expected to know, in which country they currently are. Hence, when the UE receives a PWS warning message from a network with a particular MCC the UE can translate the MCC into a country name in a human-readable or -audible form and present this country name to the user together with the warning message. If this message says ‘country B’ while the user knows to be in country A the user will disregard the message. Note that when the user is involved only in case a warning message is actually received the user will not be bothered by repeated requests from the UE to confirm his or her location even when crossing borders frequently.  

Pros and Cons: User involvement is capable of providing network-independent location indeed, but, as mentioned in clause 7.x.1, it would have to be mandated. It would need to be checked with other 3GPP WGs whether such aspects of the human-to-terminal interface could be mandated and made part of test specs.

Editor’s Note: Methods of network-independent location verification are ffs.

7.x.4 Using a UE-controlled timer
This solution is inspired by clause 7.3.4.6
“Delaying public key update using a UE-controlled timer”.  

It is based on the assumption that an attack against PWS attempting to create wide-spread panic in a crowd is most likely limited in space and time. 

The basic idea of this solution is the following: When a UE changes to a base station broadcasting an MCC different from the MCC broadcast by the previous base station the UE starts a PWS-related timer. While this timer is running (e.g. for a couple of hours) the UE does not display unverified warning messages even if the UE is configured to also display unprotected warning messages for this MCC. 

In this way, the attacker can no longer perform the attack by activating false base stations and immediately send warning messages to a crowd. And when the timers in the UEs that were present in the crowd at the start of the attack have expired the crowd will have dispersed. 

Pros and Cons: This configuration provides protection against attacks on crowds that are limited in time and space. But it does not provide protection for individuals or small groups that an attacker could followed around . Furthermore, when a UE enters a country, for which it is configured to display unprotected warning messages, there is a delay defined by the timer before the UE can receive warning messages.

Editor’s Note: Details of timer-handling are ffs, taking into account the discussion and Editor’s notes in clause 7.3.4.6
.
**********************************************************************
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