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This pCR applies editorial changes to the security threat section (introducing headlines) and proposes some additions. 
Change 1: New subsection titles are proposed. The subsection on the placement of the node does not specifically mention the threat of a public key compromise. This is added as a new subsection before this threat discussion. The subsection on the placement of the node is extended to reflect all solutions later in discussion.
Change 2: We propose to move generic text of section 6.1.2 into the general subsection of the section that discusses security issues. 

BEGIN OF CHANGES

****CHANGE 1******************************************************************
<Note to Editor: it is proposed to move section 6.1 into section 4, right before the discussion of security features, see accompanying pCR S3-130712>
 X.1


PWS threats and analysis
X.1.1
General

In the following potential threats and attacks are discussed.

It needs to protect against attacks that are in the interface between PLMN and the Warning Notification provider. However, it is outside scope of 3GPP. The attacks which are within the wired network can effectively be dealt with NDS methods. So the most crucial threat is the one over air interface.
<Note to Editor: text moved from 6.1.2>
Furthermore, the operating conditions and liability that PWS security can handle must be clarified. One aspect to consider in particular is the size of the group that must be protected (individual user, small group of users, large crowd). Other aspects to consider are: the time frame needed by an attacker to prepare and execute an attack, the complexity of the attack (manpower and means), and the size of the geographical area the attacker is able to target.

Finally, assessing the type and amount of damage that can be done by an attack is useful when weighing the potential damage against the cost of additional features introduced for PWS security. 

Editor’s Note: It needs to be further clarified what are the relevant threats to PWS.

<Note to Editor: end of text that was moved>

X.1.2
Spoofing and tampering 

For PWS Warning Notification messages, the security threats are similar with ETWS. There may be spoofing attacks, e.g. an attacker may forge and issue PWS Warning Notifications maliciously. The messages sent over the air may introduce spoofing attacks. Another threat may be tamper attacks, e.g. an attacker may record and tamper a PWS Warning Notification message over the air interface.

RAN2 has decided to broadcast PWS Warning Notifications to user via SYSTEM INFORMATION over air interface. However, broadcasts of SYSTEM INFORMATION are not protected. If an attacker can imitate the base station behaviour maliciously and broadcast false PWS Warning Notifications or tamper PWS Warning Notifications coming from CBE, it will cause serious panic among the population.

X.1.3
Suppressing 

Suppressing the display of a genuine warning message is another possible attack. It should be noted that jamming the radio interface could help in suppressing warning messages, but not in forging them. The attack is geographically limited.

<Note to editor: the following paragraphs are moved to X.1.1>



<Note to editor: end of text that was moved to X.1.1>
<Note to editor: the following paragraph is moved to 6.2.1, see Change 2>

<Note to editor: end to moving to 6.2.1>
X.1.4
Threats to the delivery of the public key

This clause assumes that a digital signature is used to protect a PWS Warning Notification, for details cf. clause 6.2. 

The key for verifying the signature of a PWS Warning Notification is public. However, there is potential to tamper with it if not delivered in a secure way. 

An attacker could modify a public key and/or distribute a false public key and is therefore able to send signed faked messages. The UE verifies the message with the false public key. It believes to have received a correct warning message because it has been correctly verified. Thus, the main threat in PWS security can be seen in compromising a public key. 

The public key must be issued by the entity that creates the signature, i.e. the national regulator or the authority to broadcast warning messages. It must be made available in an authentic way either by the CBE or any entity that is trusted by the CBE. 

Options for public key delivery discussed in this study comprise a 3GPP network element, an application server, the distribution during manufacturing time or OTA to the USIM, or the distribution together with the warning message, if a root certificate has been made available to the UE beforehand. 

Thus, it needs to be answered who is responsible for the public key delivery and how does the terminal gain root key(s) (in case of certificate usage) or the public key (of a CBE or a signing proxy (in case of many CBEs))? 

X.1.5
Location of node protecting the public key delivery in PWS

This clause assumes that a digital signature is used to protect a PWS Warning Notification, for details cf. clause 6.2. 

In case, a 3GPP network element delivers the public key, the operator takes responsibility in the public key delivery, the placement of the node that protects the delivery of the key is an important consideration in the security for PWS. 
For E-UTRAN and GERAN PS, it is possible to protect the PWS key delivery from the core network node to the UE using legacy security mechanism, while in UMTS and GERAN CS the protection can only be applied from RAN nodes. These RAN nodes (e.g. collapsed Node Bs or HNB in UMTS) may be deployed in location that are at the edge of the network and hence not be in the most secure locations. As a result of this they are significantly more vulnerable to attack than core network nodes.

Suppose that the node is towards the edge of the network is used to protect the delivery of the PWS key to the mobile. Then the compromise of such a node would allow the attacker to send false keys to all the users that are attached to that node. It would be enough to break the secure tunnel between this node and the operator’s network by getting the relevant key out of the compromised node. Then a man-in-the-middle could be inserted between the compromised node and the core network that modifies the signalling to send a known PWS key to the users. It would be then easy to fake a warning message that all the users under that node would believe is genuine. A more sophisticated attack would be to use a compromised network element, for example an open HNB, to get keying material in order to establish to establish a false base station from which to launch an attack. If such attacks are deployed at places where large crowds gather, then it could be possible to make a large number of people incorrectly receive a warning message simultaneously.

In case the public key is delivered by an application server, the server needs to be protected such that no tampering can happen. Security protocols are needed for retrieving the public key.

In case of distribution during manufacturing time, the manufacturer must make sure that there is no possibility to tamper the public key.

In case the public key is broadcast, it should have a certificate attached in order to not tamper with. If the terminal wants to verify that the public key received is authentic, it must have the root key to verify the certificate. If a signing proxy is in place, the public key of the proxy needs to be securely delivered.
****End of CHANGE 1************************************************************
****Begin of CHANGE 2************************************************************
6.2
Security features of PWS

6.2.1
General

<Note to editor: the following paragraph is moved from 6.1.2, see Change 1>
In order to guarantee the authenticity and integrity of the Warning Notifications, the security requirements which specified in 3GPP TS 22.268 [2] are introduced. In order to meet these security requirements, it has been decided that PWS Warning Notifications shall be protected with signature that are included in the Warning-Security-Information IE in the WRITE-REPLACE Request message. Moreover, some PWS security features should be considered and defined in details as to solve the remained security issues listed.
<Note to editor: end of moving>
A UE that has the capability to receive PWS message shall support PWS interface as specified in TS 23.041 [3]. CBE sends Warning Notifications to the user via core network points and the access network points. When receiving PWS Warning Notifications, the user verifies the signature with the corresponding key and the algorithm. So it is essential that the user shall be notified which key should be for signature verification and algorithm should be used. Otherwise, it will cause verification failure.

****End of CHANGE 2************************************************************
END OF CHANGES
















































