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1.       Introduction
This pCR introduces additional alternative for TR 33.868 section 5.4.4.2.3.3.3 on provisioning of the symmetric device-specific key KME.  In this alternative, the KME is generated by the ME. 
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************* START OF CHANGE 1 ***************
5.4.4.2.3.3.3
KME Generated by the ME
As in 5.4.4.2.3.3.1, the device has been provisioned at manufacture with a pair of Private Key and associated Public Key that are uniquely associated with the IMEI of the device. The Private Key is stored in the device secure area, while the Public Key is deposited into a common database accessible to Network Operators, or their provisioning systems. 
In addition, the device is provisioned at manufacture with the manufacturer-specific Modulus N which represents the product of two large prime numbers P and Q (N=PQ). Requirements for selection of prime factors P and Q are as defined in ANSI X9.31 for RSA algorithm. The Primes P and Q are secret, and known to the HSS as associated with specific manufacturer.  Manufacturer may choose to vary the P, Q, and N on a per-manufacturing lot basis, or other criteria. But knowing the IMEI, the HSS should be able to obtain required P and Q.
When the newly subscribed UE accesses the network, and the HSS determines that it does not have the binding information for the subscription, or if the HSS needs to find out the IMEI of the device used by the subscription (IMSI), the HSS may decide to invoke the provisioning procedure to establish the KME in the device. 

In order to conduct provisioning procedure, the HSS will allow authenticated access without using the device binding. For that the HSS issues the regular, un-processed AV (RAND not encrypted) because the binding association has not yet been established. The AV is indicated as regular (See sec.5.4.4.2.3.4) using Binding Feature Control. By using conventional LTE capabilities, the HSS requests and receives the device IMEI. 

HSS indicates to the MME that the access is authorized only and exclusively for the special purpose of provisioning binding credentials. Therefore any bearer establishment is disallowed.

The air interface and NAS security can be invoked at this point, so all subsequent interactions with the UE will be protected.

The ME-based provisioning functionality does the following:

· the ME generates a random KME, 
· by using the provisioned Private Key, the ME generates the Digital Signature of the KME , the KME_SIG, as specified in FIPS-186-3.
· the ME generates a random nonce RME.
· the ME concatenates (KME|KME_SIG|RME) and encrypts it using the RSA algorithm 
{KME|KME_SIG|RME}’ = {KME|KME_SIG|RME}^e mod N, 
where e is a predetermined Public Exponent, e.g. 216, and N is specific for the device manufacturer. 
· In addition, the ME pre-computes the expected signature of the network, the xNW_SIG, as a hash of KME and RME. 
xNW_SIG = SHA256(KME|RME)
The encrypted {KME|KME_SIG|RME}’ is returned to the MME, which delivers it to the HSS along with the IMEI of the device.
The HSS decrypts the received {KME|KME_SIG|RME}’ using the P and Q associated with the manufacturer of the device. The HSS then retrieves the Public Key associated with the IMEI of the device. Security of this retrieval is outside the scope of 3GPP, but it is expected that only legitimate MNO can request and receive the Public Key associated with the device. The HSS then validates the KME_SIG, and if valid – accepts the KME.
To prove to the ME that the HSS properly decrypted the KME, the HSS generates the NW_SIG:

NW_SIG = SHA256(KME|RME)

The computed NW_SIG is returned to the ME which compares it to the pre-computed xNW_SIG. If validation succeeds the KME is activated in the ME, and is populated into the HSS subscription database and can now be used for pre-processing authentication vectors. 
During the next network access the HSS will expect the device to use the binding feature, and will generate a pre-processed AV. 

The general process of KME establishment is shown on Fig.5.4.4.2.3.3.3-1. 
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Fig.5.4.4.2.3.3.3-1 KME Establishment - General Process
The message flow for KME establishment is shown on Fig. 5.4.4.2.3.3.3-2.
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Fig. 5.4.4.2.3.3.3-2
KME Establishment – Message Flow
1. UE accesses the network for service. UICC with IMSI is installed in the ME. The KME is not provisioned, or is unknown to the Home Operator.

2. MME/SGSN/MSC requests the Authentication Vector to authenticate the IMSI of the UE.

3. HSS determines that reported IMSI needs to be bound to the device, but the Binding Credential (KME) is not yet established. In addition, the HSS needs to obtain the IMEI of the ME currently used by the subscription.

4. HSS issues the regular, un-processed Authentication Vector. The AKA Authentication procedure is initiated. The UE recognizes that the received Authentication Challenge is un-processed, and forwards it to the UICC. AKA Authentication is concluded with un-processed AV. In PS GERAN and PS UTRAN the SGSN/MSC can also request and receive the IMEI of the ME in this transaction.

Note: HSS shall indicate to the MME that the access is authorized only and exclusively for the special purpose of provisioning binding credentials. Therefore any bearer establishment is disallowed. 

Note: The MME indicates to the ME that the provisioning of the KME is initiated.

As in 5.4.4.2.3.3.1, the IMEI is obtained from the ME
5. The ME generates random KME, computes digital signature KME_SIG using device-specific Private Key, generates a random nonce RME,  and encrypts the (KME|KME_SIG|RME) using RSA encryption with manufacturer-specific Modulus N. 
6. The ME sends the NAS message to the MME containing the IMSI, IMEI, and encrypted (KME|KME_SIG|RME)). Specific suitable NAS transaction can be selected by CT1.
7. The MME initiates the S6a transaction defined for establishment of binding credentials. In this message the MME sends the IMSI, IMEI, and encrypted (KME|KME_SIG|RME) in the new AVP to the HSS. 
8. The HSS obtains the Public Key for the ME from a database associated with the received IMEI. 
9. HSS obtains the P & Q factors of N associated with device manufacturer, and decrypts the (KME|KME_SIG|RME) payload. Using received factors, the HSS decrypts the (KME|KME_SIG|RME) payload. The HSS validates the KME_SIG using the ME Public Key. If validation succeeds, the HSS stores the KME in the subscription record database in association with the bound IMEI. The HSS generates its own hash of the KME, the NW_SIG, using decrypted RME as a freshness parameter.
10. The HSS sends the S6a response (e.g. Update Location Response) to the MME, including the NW_SIG in the new AVP.

11. The response is delivered to the UE in a NAS response. 
12. The ME validates the received NW_SIG. If validation succeeds, the ME activates the KME in its secure memory for binding compliance.
************* END OF CHANGE 1 ***************
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