Page 1

3GPP TSG SA WG3 (Security) Meeting #72                                                                      ( S3-130709
8-12 July, 2013 Qing Dao, China.
Source:
Alcatel Lucent

Title:
pCR to TR 33.868: Provisioning of HSS-generated KME for MTCe IMEI Binding

Document for:
Discussion and approval

Agenda Item:
7.9
Work Item / Release:
SIMTC / Rel-12
1.       Introduction
This pCR introduces a replacement text for TR 33.868 section 5.4.4.2.3.3 on provisioning of the symmetric device-specific key KME.  As in previous proposal, the KME is generated by the HSS. Two approached are shown: in one the KME also becomes known to the Serving Core Network Node, while in another only the HSS and the UE become aware of the KME.
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************* START OF CHANGE 1 ***************
5.4.4.2.3.3 
Examples of KME Establishment Procedure
Provisioning of the same KME into the UE and into HSS is use-case dependent. For example, KME can be provisioned into the device by the manufacturer and then provisioned into the HSS using offline methods. As another example, KME can be provisioned into the device and into the HSS by the 3GPP operator. Alternatively, KME can be provisioned into the device and provided to the 3GPP operator by an affiliated third party. Depending on the business model, these use cases may be applicable in scenarios when operator is known and/or not known at manufacturing time. There are cases such that KME needs to be updated (e.g., device is sold or operator changes).
Typically, the exact details of KME provisioning into device and into the HSS are outside the scope of 3GPP. However, for the business model where the KME is established or updated by the 3GPP operator (e.g., device is sold or operator changes), the provisioning procedure may be specified to ensure interoperability. The following examples describe KME provisioning procedures for different use cases.  
5.4.4.2.3.3.1
KME Generated and Provisioned by the HSS, and shared with the CNN
This procedure describes the case of a core network that has been enhanced to support the device binding function to load a new KME into a device. 

The key highlights of this procedure: 
· It does not require state in the HSS during the procedure of loading a (new) KME
· It separates the device authentication and loading of KME from the Location update procedure. This means that if there are other use cases that require Device authentication or loading of a KME then the procedures are more likely to apply without modification, e.g. no need to separate from Location update procedure. Similarly the Device authentication could be run at any time as it becomes a standalone procedure.
· It is aligned with the flow in section 5.4.4.2.1.3 for the simpler network binding in that everything is complete at serving core network once it sends the Location update complete and it only require the HSS to check the IMSI/IMEI binding here to complete the attach procedure.
This procedure follows the basic principals listed below:

· The HSS send KME to the serving core network
· The serving core network node (CNN) is responsible for generating the Nonce that is used to challenge the UE and checking the response.
· If the authentication of the UE is successful, then the serving network node sends the KME back to the HSS/HLR along with the IMSI and IMEI in the Update Location message
The following figure 5.4.4.2.3.3.1-1 shows the message flows:
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Fig. 5.4.4.2.3.3.1-1
KME Provisioned by the HSS with assistance of the CNN
The following only includes the changes to the legacy procedures.

0. The HSS/HLR has been pre-provisioned with a list of allowable IMSI/IMEI pairs and the public key associated with the IMEIs are available to the HSS/HLR. 
1. The UE performs the normal attach procedure.
2. The CNN and UE complete an authentication, establishment of security. The core network node also request and receives the IMEI from the UE.
3. The core network node request an encrypted KME from the HSS/HLR. It does this by sending the HSS/HLR the IMEI. 
4. The HSS/HLR generate a new KME and encrypts it with the public key of the received IMEI and sends both the encrypted KME and KME to the core network node.
5. The CNN generates a Nonce to challenge the UE.
6. The CNN sends the encrypted KME, Nonce to the UE. 
7. The UE decrypts KME and calculates the Rsp from KME and Nonce. 
8. The UE sends the Rsp back to the CNN. 
9. The CNN checks the Rsp is correct 
10. The CNN sends the location update including the new KME to the HSS/HLR. 
11. The HSS/HLR stores the KME with the IMSI if the IMSI/IMEI pair is allowed.
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5.4.4.2.3.3.2
KME Generated and Provisioned by the HSS, and not shared with the CNN
In this variation of the procedure, as in the 5.4.4.2.3.3.1,  the core network that has been enhanced to support the device binding function to load a new KME into a device. However, it differs from the procedure in 5.4.4.2.3.3.1 in a way that the CNN does not know the provisioned KME.
As in 5.4.4.2.3.3.2, the key highlights of this procedure: 

· It does not require state in the HSS during the procedure of loading a (new) KME
· It separates the device authentication and loading of KME from the Location update procedure.
· It is aligned with the flow in section 5.4.4.2.1.3 for the simpler network binding in that everything is complete at serving core network once it sends the Location update complete and it only require the HSS to check the IMSI/IMEI binding here to complete the attach procedure.
This procedure follows the basic principals listed below:

· The HSS sends the KME and a random Nonce, encrypted by the UE’s Public Key, to the UE through the serving core network. The Nonce is used to challenge the UE for the response, Rsp, that is later checked.
· It order to avoid retaining the KME by the HSS until the completion of provisioning, the HSS also sends the “Cookie” that represents the privately encrypted value of the KME. Only the HSS knows the encryption/decryption key for this cookie.
· In addition, the HSS sends to the CNN the expected hash response from the UE, XRes.
· The serving core network node (CNN) simply forwards the encrypted payload to the UE, and keeps the Cookie and XRsp. 
· Once the UE decrypted the KME, and generated the Rsp, the CNN is responsible for checking this response. 
· To assure the HSS that the UE indeed properly decrypted the KME, the UE may optionally also generate a digital signature of the KME and return it to the CNN.
· If validation of the Rsp in the CNN is successful, the serving network node sends the DSA of KME as well as the Cookie back to the HSS/HLR along with the IMSI and IMEI in the Update Location message.
· The HSS decrypts the Cookie obtaining the KME, optionally validates received digital signature of the KME, and stores the KME in the subscription database.
· The following figure 5.4.4.2.3.3.2-1 shows the message flows:
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Fig. 5.4.4.2.3.3.2-1 
KME Provisioned by the HSS, and not shared the CNN
0. The HSS/HLR has been pre-provisioned with a list of allowable IMSI/IMEI pairs and has an access to the public key associated with each IMEI.
1. The UE performs the normal attach procedure.
2. The CNN and UE complete an authentication, establishment of security. The core network node also request and receives the IMEI from the UE. 
a. The HSS realizes that the IMSI/IMEI Binding is required, but KME is not yet provisioned. The HSS indicates to the CNN that Provisioning of the KME is expected.
3. The CNN request an encrypted KME from the HSS/HLR. It does this by sending the HSS/HLR the IMEI. 
4. The HSS/HLR generates a new KME and encrypts it with the public key (PubK) of the received IMEI. The HSS also encrypts the KME with the local block encryptor producing the Cookie. The encryption key for producing the Cookie is kept in the HSS, and not shared with any entity. It is only needed for decrypting the Cookie again when received back from the CNN.  The HSS generates the random Nonce, and hashes it with KME producing expected response XRsp.
5. The HSS sends the encrypted (KME , Nonce)PubK, Cookie, and XRsp to the CNN.
6. The CNN forwards the (KME , Nonce)PubK the UE.
7. The UE decrypts the KME using its Private Key (PrK). The UE hashes the KME and Nonce to produce the Rsp. The UE also uses it Private Key (PrK) to generate the DSA of KME. The reason for this is explained in Step 11. 
8. The UE returns the Rsp and DSA(KME) to the CNN. 
9. The CNN compares the Rsp with XRsp, and if match, proceeds to Step 10. 
10. The CNN generates the Location Update Request towards the HSS, including the IMSI, IMEI, the Cookie, and the DSA(KME). 
11. The HSS uses its internal secret to decrypt the Cookie and obtain the KME. The HSS then use the Public Key associated with the IMEI to verify the DSA of KME. If verification is successful, the HSS gets assured that the Cookie was not substituted by unscrupulous CNN and the KME was properly decrypted and accepted by the legitimate ME. The HSS stores the KME in association with the IMEI if the IMSI/IMEI pair is allowed.
************* END OF CHANGE 1 ***************
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