3GPP TSG SA WG3 (Security) Meeting #72
S3-130705
8-12 July 2013; Qingdao, PRC

revision of 
Source:
InterDigital, AT&T
Title:
PCR to 33.895: Editor’s Notes #4 and 6 in Section 8.3.2
Document for:
Approval

Agenda Item:
8.1
Work Item / Release:
FS_SSO_int/Rel-12
This PCR  resolves Editor’s Note in Section 8.3 of TR 33.895 v.0.6.0
1. Background
This PCR is one of the series of PCRs resolving the Editors Notes in Section 8.3.2. This particular PCR resolves the following Editor’s Notes :

Editor’s note: The high level diagram above has to be harmonized with more detailed call flow examples provided in Section 8.3.2.1.
Editor’s note: The need for a new interface or the re-use of existing interfaces in step 5 between the MNO and OTT needs to be further studied.

2. PCR

***********  Begin First Change  *******************

8.3.2
Solution description

Editor’s note: Re-use of existing SSO solutions such as GBA –OpenID interworking should be analysed as well.

Example high-level Flow: OTT as a master IDP and MNO as authenticator for factor 2. Figure 8.3.2-1
A User attempts to login to an application service (or to an enterprise network) requiring two-factor authentication.

Upon verification of the first authentication factor by an over-the-top (OTT) application service, the OTT initiates a second factor authentication (token-based) with the user’s MNO.

When the second factor authentication is completed, the results of the two authentications (from the OTT based on the first factor and from the user’s MNO based on the second factor) are bound together by the OTT. Such authentication binding may be achieved either cryptographically or on the protocol level.

1) User Authentication: OTT performs first factor authentication (e.g. using UID/Password) and decides, based on policy, whether to proceed with a second authentication factor;

2) Second Factor Authentication: OTT forwards a request to the Browser Agent for second factor authentication;

3) UE Authentication Request: Browser Agent forwards authentication request to the UE;

4) UICC based Authentication: GBA based authentication occurs based on AKA credentials;

5) Send Result to OTT: Upon successful completion of Step 4, OP/NAF (MNO) asserts UE Identity to the OTT. The functional interface between OP/NAF/MNO and RP/OTT can be realized via OpenID indirect requests using HTTP re-direct;

6) Conclude Second Factor Authentication: OTT receives confirmation of second authentication factor and binds the two authentication factors. 
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Figure 8.3.2-1 
Steps 1 through 6 create a “proof of possession”, thus providing two-factor authentication for the OTT.

Editor’s note: It is FFS how to handle caching/storing user ID and password pair in the browser (e.g., adding freshness indication, using policy decisions, etc.) since such caching can potentially interfere with confirming the presence of the “registered user”.


 Example high-level flow: MNO as Master IdP (authenticator for factor 1 & 2). Figure 8.3.2-2.
A User attempts to login (using MNO credentials) to an over-the-top application service (or to an enterprise network).

The OTT, based on policies, determines that two-factor authentication is required and requests the User to perform two-factor authentication with the MNO that works as the master IdP.

Upon verification of the first authentication factor by the OP / NAF, the MNO initiates a second factor authentication (token-based).

When the second factor authentication is completed, the results of the two authentications (first factor based on the User authentication and second factor based on the user’s UICC-) are bound together. Such authentication binding may be achieved either cryptographically or on the protocol level.

1) OTT/RP decides, based on its policy, to request the User to perform two-factor authentication;

2) User Authentication: MNO/OP/NAF performs first factor authentication e.g. using UID/Password;

3) UE Authentication Request: Browser forwards authentication request to the UE;

4) UICC based Authentication: GBA based authentication occurs based on AKA  credentials;

5) Bind UE/AA and Browser/BA: Upon successful completion of Step 4 and step 2, OP/NAF (MNO) asserts User and UE Identity based on the success of two-factor authentication. The functional interface between OP/NAF/MNO and RP/OTT can be realized via OpenID indirect request using HTTP re-direct;

6) Conclude Second Factor Authentication: OTT receives confirmation of second authentication factor. 
This high-level message flow example is amplified in Section 8.3.2.1.

Figure 8.3.2-2
***********    End First Change   *******************

3. Conclusion

It is proposed to agree on the above PCR to TR 33.sso.
2. Browser requested to perform second factor authenticationRP / OTT requests to perform Second factor authentication based on policy settings. (via OpenID re-direct message) 
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5. Asserts UE Identity based on second factor authentication (via an OpenID re-direct message)MNO forwards authentication result to OTT





6. OTT receives confirmation of the second factor authentication.
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3. Browser requests UE to perform second factor authentication





1. RP / OTT requests two-factor Authentication based on policy settings (re-directs browser to OP/NAF)
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5. Asserts User and UE Identities based on two-factor authentication (using an OpenID re-direct) messge)





6. OTT receives assertion of User and UE Identities and provides access to service based on policy 
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3. Browser requests UE to perform second factor authentication. Sends the TickertUserAuth








