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This PCR resolves Editor’s Note in Section 8.3 of TR 33.895 v.0.6.0
1. Background
This PCR is one of the series of PCRs attempting to resolve Editor’s Notes in Section 8.3.2
2. PCR

***********  Begin First Change  *******************

8.3.2
Solution description

Editor’s note: Re-use of existing SSO solutions such as GBA –OpenID interworking should be analysed as well.
Editor’s note: The need for a new interface or the re-use of existing interfaces in step 5 between the MNO and OTT needs to be further studied.

Example high-level Flow

A User attempts to login to an over-the-top application service (or to an enterprise network) requiring two-factor authentication.

Upon verification of the first authentication factor by the over-the-top application service, the over-the-top application provider initiates a second factor authentication (token-based) with the user’s MNO.

When the second factor authentication is completed, the results of the two authentications (from the over-the-top application service based on the first factor and from the user’s MNO based on the UICC-based second factor) are bound together. Such authentication binding may be achieved either cryptographically or on the protocol level.

1) User Authentication: OTT performs first factor authentication e.g. using UID/Password, and decides, based on its policy, whether to proceed with a second authentication factor;

2) Second Factor Authentication: OTT forwards a request to the Browser for second factor authentication;

3) UE Authentication Request: Browser forwards authentication request to the UE;

4) UICC based Authentication: GBA based authentication occurs based on AKA  credentials;

5) Send Result to OTT: Upon successful completion of Step 4, MNO forwards the result to the OTT;

6) Conclude Second Factor Authentication: OTT receives confirmation of second authentication factor. 


[image: image1]
Figure 8.3.2-1 
Steps 2 through 5 create a “proof of possession”, thus providing two-factor authentication for the OTT. 
Caching/storing user identity credentials (e.g., user identity and password) in the browser has to be avoided since such caching can potentially interfere with confirming the presence of the “registered user of the data application” and effective user authentication. Preventative measures against storage/caching of user identity credentials may include the use of a freshness indication (e.g. when the password was supplied by the user) in the authentication protocol by utilizing appropriate policies. Defining such preventative measures is outside of the scope of this TR

Editor’s note: The high level diagram above has to be harmonized with more detailed call flow examples provided in Section 8.3.2.1.

***********    End First Change   *******************

3. Conclusion

It is proposed to agree on the above PCR to TR 33.sso.



























































































































3. Browser requests UE to perform second factor authentication
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6. OTT receives confirmation of the second factor authentication.





5. MNO forwards authentication result to OTT
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