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This PCR resolves Editor’s Note in Sections 8.3.1 and 8.3.2 of TR 33.895 v.0.6.0. It also adds one new reference to PAPE in Section 2.
1. Background
This PCR is one of the series of PCRs attempting to resolve Editor’s Notes in Section 8.3.2. It addresses three Editor’s Notes with regards to reuse of existing solutions.
2. PCR

***********  Begin First Change  *******************

8.3.1
Rationale for solution 

Enterprises and “Over-The-Top” application services providers (OTT) need a means of asserting users’ identities for their subsequent authorization. Current use of user ID/password credentials is considered as inadequate security for value added applications such as mobile payments and access to enterprise applications. 

The most widespread two-factor authentication is based on the user’s ID/password as a first authentication factor (for user’s presence authentication) as well as a hardware-based token as a second authentication factor (confirming a user’s possession of a physical entity such as a token or device on which such token functionality resides). 

When a smartphone containing UICC mutually authenticates with its MNO, reuse of the user’s UICC as a second authentication factor allows MNOs to become ID Providers (IDP) and inherently provide more security than the sole use of user ID/password credentials.  Existing 3GPP SSO solutions do not provide a means to confirm the presence of a registered user of a data application, nor do they provide a means for binding (e.g. cryptographically) the results of two discrete authentication mechanisms.

Traditionally, 3GPP was focusing on the developing the means to authenticate subscriptions, rather than subscribers (i.e., presence of registered users). Existing SSO solutions do not provide adequate mechanisms to confirm presence of a registered user, since it is the subscription credentials (vs. User credentials) that are being authenticated by existing SSO solutions. 

Some of the existing solutions may be deemed capable of providing means for two-factor authentication. Their analysis is presented below.
GBA – Liberty interworking via using GBATwoFactor authentication as described in TS 29.109
TR 33.980 [3] describes 3GPP framework for GBA-Liberty Alliance interworking while not having specific provisions for multi-factor authentication. TS 29.109 [8] in its informative Annex E defines the following information elements and with Associated 3GPP URIs and Class schemas for invoking two-factor authentication using interworking with Liberty Alliance:

GBATwoFactorUnregistered
GBATwoFactorContract 
It is, however, unclear how such authentication proceeds, what entity is the Master IDP, and how the binding of authentication factors is being achieved. It is presumed that such binding is possible to accomplish.
 GBA – OpenID interworking via using PAPE extensions
PAPE (Provider Authentication Policy Extension) [X] defines a mechanism which allows an OpenID Relying Party to achieve the following: 

· request identity providers to use specific authentication policies when authenticating a user.

· require an identity provider to inform the relying party of the authentication policies used during authentication.

· require an identity provider to communicate the levels of authentication used as defined in sets of requested custom assurance levels.

It is possible to use PAPE for the GBA service to request, and to successfully perform GBA authentication. It seems reasonable to have both factors authenticated either in sequence or concurrently. However, PAPE does not seem to provide a mechanism to bind authentication processes for different factors. While PAPE is defined outside of 3GPP, such binding mechanism arguably needs to be defined in 3GPP to be successfully used for multi-factor authentication by 3GPP operators.

SA1 Service Requirements to be taken into SA3 consideration

As part of the technical specification work for Rel-12, 3GPP SA1 defined requirements (see TS 22.101 section 26.1) on providing Single Sign-On service for the UE and the SSO Provider. One of the requirements states that the UE and the SSO Service Provider have mechanisms in place in order to confirm the presence of a registered user of a data application. 

In addition, the 3GPP SSO Service is required to support flexibility regarding user configuration of third party SSO identities in the process of gaining access to a service using 3GPP SSO Service. It is required to interwork with such SSO technologies as OpenID (see TS 22.101 section 26.1). 

MNO Benefits

Customer records are the biggest MNO asset, together with the MNO’s ability to authenticate subscriptions based on AKA credentials residing in the MNO network and UICC. When presence of the user’s UICC in the smartphone is verified to serve as a second authentication factor, the MNO becomes an IDP. MNO-provisioned IDP services, anchored on the trust in the MNOs, can be revenue-producing and more importantly, allow MNOs to leverage their ability to provide value-adding authentication services to either over-the-top application services or to enterprises. 

Application Services/Enterprise Benefits
Over-the-top application services and enterprises need a secure way of authenticating their users. Two-factor authentication, with user ID/password as the first factor and possession of a token as the second factor, is considered to be a strong form of user authentication. 

8.3.2
Solution description


Editor’s note: The need for a new interface or the re-use of existing interfaces in step 5 between the MNO and OTT needs to be further studied.

Example high-level Flow

A User attempts to login to an over-the-top application service (or to an enterprise network) requiring two-factor authentication.

Upon verification of the first authentication factor by the over-the-top application service, the over-the-top application provider initiates a second factor authentication (token-based) with the user’s MNO.

When the second factor authentication is completed, the results of the two authentications (from the over-the-top application service based on the first factor and from the user’s MNO based on the UICC-based second factor) are bound together. Such authentication binding may be achieved either cryptographically or on the protocol level.

1) User Authentication: OTT performs first factor authentication e.g. using UID/Password, and decides, based on its policy, whether to proceed with a second authentication factor;

2) Second Factor Authentication: OTT forwards a request to the Browser for second factor authentication;

3) UE Authentication Request: Browser forwards authentication request to the UE;

4) UICC based Authentication: GBA based authentication occurs based on AKA  credentials;

5) Send Result to OTT: Upon successful completion of Step 4, MNO forwards the result to the OTT;

6) Conclude Second Factor Authentication: OTT receives confirmation of second authentication factor. 
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Figure 8.3.2-1 
Steps 2 through 5 create a “proof of possession”, thus providing two-factor authentication for the OTT.

Editor’s note: It is FFS how to handle caching/storing user ID and password pair in the browser (e.g., adding freshness indication, using policy decisions, etc.) since such caching can potentially interfere with confirming the presence of the “registered user”.

Editor’s note: The high level diagram above has to be harmonized with more detailed call flow examples provided in Section 8.3.2.1.

***********    End First Change   *******************

***********    Begin Second Change   *******************
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***********    End Second Change   *******************

3. Conclusion

It is proposed to agree on the above PCR to TR 33.sso.
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